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Me)XXceTeBOM 3KpaH

CTtapToBas cTpaHuMULa MoAyns

Me>xceTeBOM 3KpaH — KOMMMJIEKC NPOrpaMMHbIX CPELCTB, OCYLLECTBAAIOLLNA KOHTPOJIb 1
UNbTPALMIO MPOXOASALLNX YEpe3 HEr0 CEeTEBbLIX MaKeTOB B COOTBETCTBUM C 3aaHHbIMI NPaBuaaMu.
OCHOBHOW 3afla4ell CETEBOro 3KpaHa SABASETCS 3alMTa KOMMbIOTEPHbLIX CETEN WK 0TAESbHbIX Y3/10B
0T HECAHKLMOHUPOBAHHOIO A0CTyNa. Takxe, MexceTeBol akpaH MIKC oTBeYaeT 3a TpaHCNsLMIo
CeTeBbIX aipecoB BO BHeLUHW ceTb (NAT) 1 nepeHanpaBfieHne NOPTOB.

MeM{CETEBEDH IKPAH HacTpoftK Mpage+na CofeITHA

MexKceTeBoA akpaH
OTBEeYaeT 3a fyNbTpaLKMH) HEMENATENLHOID CETEBOrn TpathvKa

BbIKNHMHMTE

Bpema CoobugHKe

12:36:532 Paipewanies Npagune ObiNo M3MEHEHD Paspewakuwee Npaswno
MNoNES0ESTENSM ALMHHHCTRATOP

Mpwn Bxo4e B MOAYJIb 0T06pa>KaeTc91 €ro COCTosiHMEe, KHOMKa «BbIKNo4nTb» (M «BKIIOYNTL» ecnn
MoAyJib BbIKJIIOYEH) U nocnegHue cobbiTns CMCTEMBI.

BHuMaHue! BbiKJIlO4EeHUE MeXXCeTeBOro 3KpaHa oCTaBUT paboTaloWw MMM TONbLKO NpaBuna
NAT'a. Bce npaBuna, orpaHM4MBaloime JoCTyn u3BHe, OyAyT OTKJIIOYEHbl, YTO MOXXET
HeraTUBHO CKa3aTbCA Ha De3onacHOCTU cucteMbl. OTK/IIOYANTE MeXCEeTeBOM IKPaH TONIbKO
npu KpamHen HeobxoaUMOCTM.

TakXxe cnepyet OoTMETUTb, 4TO NOCJe Nepe3arpy3Ku CUCTEMbI C BbIKJIIOYEHHbIM
Me)XCeTeBbIM 3KpaHOM cnucok npasun pf, B Tom yncne n npasuna NAT'a Oyaet nosIHOCTbIO
O4YMLLEH, U NOJNIb30BaTesIU NOTEPSAI0 AO0CTYN BO BHELUHIOO CeTb MO BCEM NPOTOKOJIaM, KpoMe
HTTP.

HacTpounku
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MemCceETEBON SKpaH Hacrpomkm | [pasuna Cobbmua
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MakoumManeHoe konuyecreo R
FKTHBHLIX COSMHEHW:

Pexoum pabotel MexceTesoro ik
IKpaHa:

| Cnxpal-'rh] | ObhoBNT B

Bknanka «HacTponkn» no3sonseT onpenennTb ypoBeHb AoCcTyna K ynpasneHuto NKC 6e3 co3paHmsa
LOMONHUTENbHBIX NPaBWI MEXCETEBOr0 3KpaHa. Bbl MoXeTe nponucaTb ip-agpeca WM noaceTu, ¢
KOTOpPbIX OyeT oCcyWwecTBAATLCA A0CTYN K Beb-nHTepdency MKC nnm K KOHCONM BOCCTAHOBAEHUS MO
npoToKoJy SSH.

Ecnm Bbl XoTUTE nony4aTb goctyn K MIKC 13 nioboro mecTa, Bbl MOXKeTe MOJAHOCTbIO OTKPbITh A4OCTYM,
nponucas noaceTsb 0.0.0.0/0. BHuMaHue! laHHasA HacTpoMKa He ABnseTca besonacHowm,
NOCKOJIbKY B TaKOM cJly4ae niobon MoXKeT Nosiy4uTb JOCTYN K cucTeMme. lepen TeM, Kak
OTKpPbIBaTb OOCTYI, HACTOATE/IbHO PEKOMEHAYETCS U3MEHUTb Maposib OTKPbIBAEMOr0 CepBMCa Ha
bonee H6e3onacHbIN (He MEHee BOCbMU CUMBOJIOB, BKJIOYAOLMNX LNPbl U OYKBLI pa3fNyHOro
perucrpa).

MNapameTp «MakcuMasibHOE KOJINYECTBO aKTUBHbIX COeINHEeHM» No3BoNseT YCTaHOBUTb JINMUT BCEX
CeTeBbIX NOOK/IIOYEHUI K CUCTEME.

MapameTp «Pexxmm paboTbl MeXCeTeBOro 3kpaHa» yCTaHaB/IMBAET 04epelHOCTb 3anycka Moaynew
pf n ipfw. B HekoTopbIx cnydasx pabota VPN-noaknoveHnin yepes MKC moxxeT 6bITh 3aTpyAHeHa
npoxoxxaeHnem vyepes NAT mogyns pf. B TakoMm cnyvae M3MeHUTE o4epedHOCTb 3anycka Ha pf-ipfw.

NMpaBuna

Bknagka «[lpaBuna» fBAseTCA rnaBHbIM paboymm nonem agMuHUCTPaTopa Mo HacTporKe
MeXXceTeBoro skpaHa. OHa pasgeneHa Ha [iBe 4acTu: CNucok Bcex nHTepgencos VKC (B Buae
fepeBa) n cobCTBEHHO cnucka npasui. Mpu Knke Ha BbiIbpaHHOM MHTepdence ByayT NnokasaHbl
TOJIbKO Te Mnpasua, KOTOopble OTHOCATCS K AaHHOMY MHTepdency. MNprn HeobxoANMOCTY Bbl MOXeTe
OTKJIYNUTb CMUCOK MHTEPMENCOB, HaXKaB Ha 3HA4YOK B BUAE CTPE/IKM B LLIEeHTPe pa3fesiuTeNbHON
MnoJioChl.
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MewceTeB0A JKpaH HacTpoitk Mpaewna Z00EITHA
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H &5 TyHHENM
Paipewmts TCP Tpadk, BXoIAWMA Ha 1 KC Hs nopT pptp Y4epes BHewHWs wHTepipeicel

Gi Ooctyn kK VPN-cepBepy

&5 WPN-uHTepdeiice

Paipewmte TCP Tpaguk, Bxogawpn Ha 1 KC He nopT http 4epes BHewHne HHTepdiencs

Gi Ooctyn kK WEB-cepeepy

Paipemmrts TCP Tpaduk, Bxogampi Ha 1 EC Ha nopT ftp yepes BHewHne WHTepipencnl

Gﬂ HOocTtyn kK FTP-cepeepy

MpaBuia MeXCETEBOro 3KpaHa rpynnupyTcs No Tuny:

Pa3pewatowime npasuna
3anpelatoLLre rnpasuia
MNpuopuTeTsl
MapLwpyTsl
OrpaHun4yeHna CKOpoCcTun

Uik wNh e

M0 yMOHaHUIO B MEXCETEBOM 3KpaHe BCe COeMHEHNS, MHULMMPOBAHHbIE CHaPYXW, 3anpeLleHsbl.
Mpw yCTaHOBKEe CO3[al0TCS HECKOJIbKO CTaHAAPTHBIX pa3peLlatowmx npasu 415 KOPPEKTHON
paboTbl OCHOBHbIX CEPBUCOB: NOYTOBLIA cepsep (nopTsbl 25, 110, 143), FTP-cepsep (nopThl 21,
10000-10030), Beb-cepsep (nopT 80), DNS-cepsep (nopT 53 UDP), VPN-cepBep (nopT 1723, NpoTOKON
GRE). Tak)Xe co3natoTcs ABa OTK/OYEHHbIX paspeLlatowmx npasuna: 4ocTyn K samba-pecypcam
(mopTbl 139, 445) n poctyn K TpaHchepy 30H DNS (nopT 53 TCP) 1 npaBmno, paspellatoLliee
oTBe4aTb Ha ICMP-3anpochl (MMHIK). TN NpaBuia He ABNASAIOTCSA XXECTKO 3a4aHHbIMK, NpK
HeobXxoAUMOCTN Bbl MOXKETE MX BbIK/OYNTb, OTPEAAKTUPOBATL N YOANNT.

CoObiTHuA

Bknagka «CobbiTus» 0TobpaxaeT BCe M3MEHEHWS, MPOMCXOAALLME C MEXCETEBbIM 3KpaHOM. OHa
pasfesnieHa Ha CTPaHWLbl, KHOMKaMu «Bnepen» U «Hasag» Bbl MOXKETe NepexoanTb CO CTPaHWLbI Ha
CTpaHuuy, mbo BBECTM HOMEP CTPaHWLbI B MOJe U NePeKoYNTLCA Cpa3y Ha Hee. B npaBoM BepxHeM
yray Moayns HaX0AUTCA CTPOKa Nnomcka. C ee NOMOLLbIO Bbl MOXKETE UCKATb HY>KHbIE BaM 3anuncu.
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MewreTEEDH 3KpaH HacTpiofkK MpaeHna CobbITHA

ol 2501 2011 o TSR | * Mokasats Bce coobuenva

Bpema CoodwEHKE Twn

Lo Aipeliailes NPAaBUNS DEIND BRIKAKDHEHD NONES0ESTENERM Hase W 2k Wee NE& EKnD
CHCTEMS
103450 Paipewarues NPpagUno ObIN0 BBIKAKDHEHD NONES0ESTENS Paspewanwes Npasmrno
CHCTEMS
11:19:39 HacTpoikN MeKceTEBOr0 SKPaHa ObinK MIMEHEHEI hemkceTEEDN SKpEH

NONE30 BATENEM ALMMHHCTRATOP

11:19:53 HacTpolkn MeKceTEBoro sKpaHa Gein MsmEHEHE! MesceTes oM SKpaH
Nofk30ESTENEM AIMHHHCTPATOR

11:20037 HacTpoMKN MeKCEeTEBOro 3KPaHa Gein M3MEHEHE! MesceTeE oM KpaH
NoNE30ESTENEM ALMHHUCTRATOD

CTp Mz 1

Bknanka Bcerga otobpaxaeT cobbiTns 3a Tekywyto aaty. YTobbl nocMoTpeTb cobbiTMA 3a APYron
LEHb WJIN HOW MPOMEXYTOK BPEMEHMU, BbiIbEPUTE HYXXHbIE AaTbl, UCNOSIb3YS KaJleH4apb B JIEBOM
BEPXHEM Yrly MOLAYNS.

B npaBow 4acTn BepxHen naHenu Bbinagatliee MeHio «CoobLieHns» No3BonseT OT(hUAbTPOBaTh
CNnCcoK cobbITnin N0 BbIBPAHHOMY KPUTEPUIO: CUCTEMHbIE COODLLIEHNS, CEPBUCHbIE COOBLLIEHNS,
oWmnbKKM, ocTanbHblEe COOBLLEHNS.
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