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Npokcu

CTtapToBas cTpaHuMULa MoAyns

Mpokcu-cepsep — cnyxba, NO3BONAOLLANA KJIMEHTAM BbINOJHATL KOCBEHHbIE 3aMpoChl K APYriM
ceTeBbIM cNiy>x6aM. CHavana KNMEHT NOAKJIIYAEeTCA K MPOKCM-CepBepy W 3anpalwinBaeT Kakon-nnbo
Beb-pecypc, pacrnosioXeHHbI Ha ApYroM cepsepe. 3aTeM NpoKcu-cepsep Mbo nofkaoyaeTcs K
yKa3aHHOMY cepBepy W rnojly4yaeT pecypc y Hero, nmbo Bo3BpallaeT pecypc U3 COBCTBEHHOr 0 KaLwa
(ecnm KTO-TO 13 KJIMEHTOB Yxe 0bpalllanca K 3TOMY pecypcy). B HEKOTOpbIX C/lydasx 3anpoc KaneHTa
U OTBET cepBepa MOXeT OblTb N3MEHEH MPOKCU-CEPBEPOM B ONpefesiéHHbIX Lensx.

TakXe, NPOKCU-CepBep NO3BOJISET aHaIM3NPoBaTh Npoxoaalime Yyepes cepsep HTTP-3anpochl
KJIMEHTOB, BbIMONHATL PUAbTPaumnio 1 y4€T Tpaduka no URL n mime-Tunam. Kpome 3T0ro, npokcu-
cepBep peasinlyeT MexaHu3M LOCTyMa B UHTEPHET Mo JIOrnHY/napostio.

MpoKCU-CepBep BhIMOHAET KELIMPOBaH/e 06EKTOB, NOYYEHHbIX MOb30BAaTENAMU U3 UHTEPHETA U
3a CYET 3TOro cokpallaeT noTpebneHne Tpadrka 1 YBENINYMBAET CKOPOCTb 3arpy3Kn CTpaHuL,.

]

Mpun BXoae B MOAYJSb 0TOBParKaeTcst COCTOAHME CNYXD, KHOMKA «BbIKOYNTL» (MK «BKAOYNTE»
€C/IN MOJZlyJ1b BbIKJIOYEH) U NocnenHne coobLLEeHUs B XKYypHae.

HacTpounku

]

O6bI4HO Ans paboThl Yepes NPOKCU-cepBep, HE0OX0AUMO yKa3aTb ero afipec v NopT B HACTPOWKaXx
Bpay3epa. OfHaKo, B C/ly4ae ecsin He UCMOoJb3YeTCs aBTOpM3aLMs Nosib3oBaTesein no
NOTVHY/NapPOJI0, TO MOXHO MCMO0J1b30BaTh (YHKLIMIO NMPO3PavyHOro MPoKCH.

Mpw 3TOM BCe 3anpochbl Mo NPoToKoay HTTP 13 0KasbHOW CETM aBTOMATUYECKM HanpaBasoTCA
yepes npokcmu-cepsep. Takmm 0bpas3omM NoSBAAETCH BO3MOXHOCTb PuabTpaLmMm 1 y4éTa Tpaduka no
URL He3aBMCUMO OT HAaCTPOEK KJIMEHTCKMX KOMMbIOTEPOB.

MopT paboTbl NpOKCK-CepBEpPa MO YMON4aHMo 3128, B HACTPOMKE MOAYA Bbl MOXKETE U3MEHUTb €ro

Ha nobon cBoboAHbIN NOPT.

Tunbl aBTOPU3aALUMU

]
(]
]

Mpokcun-cepsep VKC noaaepxusaeT ABa crnocoba aBTopusaLun: no ip-afpecy nonab3osaTens, U no
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NOTNHY-NapPoIo0.

ABTOpM3aLmMsa No ip-agpecy NoAXoAMT NS Cayyaes, KOrfa rnoab3oBaTeNlb NOCTOAHHO MOJIb3YyeTCH
OLHUM 1 TeM Xe KOMMbIoTepoM. [poKCK onpepenseT, KakoMy MoJib30BaTes o NPUHAONEXNUT TOT Uan
NHOM TpadmK, NCXOAA U3 ip-agpeca ero KoMmnbtoTepa. ITOT CNocob He MOAXOAUT AJ19 TEPMUHAMbHbIX
CepBepoB, Tak Kak B 3TOM CJiy4ae C OQHOr0 ip-agpeca paboTaeT HECKONbKO Monb3oBaTenen. Takxe
3TOT cnocob He NoAxXoanT AN OpraHu3aumnin, B KOTOPbIX NOJb30BaTEIM MOCTOAHHO NEPEMELLaoTCs
Mexay pabo4ynmmn mectamun. Kpome TOro, Nosib30BaTelb MOXKET CMEHUTbL ip-apec CBOEro
KOMMblOTEpa u, ecn He HacTpoeHa npuesaska MAC-agpeca K IP, UKC npumeT ero 3a Koro-to Apyroro.

ABTOpPM3aLIMA MO JIOrMHY/Naposto pellaeT npobnemy nNpuBsA3KM Nosb3oBaTesnen K CoO6CTBEHHOMY
KOMMbloTepy. B 3ToM cnyyae npu nepsom obpalleHun K toboMy MHTEpPHET-pecypcy, Bpay3ep BblaacT
MoJIb30BaTEJ0 3aMnpoC JIOrMHa/Napoas Ans 4oCTyna B MHTepHeT. Ecav B Ballen CETM No/b30BaTENN
aBTOPM3YIOTCS B AOMEHE, Bbl MOXKETE YCTAHOBUTb TUM aBTOpM3aL MmN «Hepe3 goMeH». B TakoMm
cnyyae, ecniv MKC NoaktoYeH K KOHTPONepY AOMEHa 1 B U3 oMeHa Oblin MMNOPTUPOBaHDI
Nnosb30BaTeNN, aBTOpMU3aLusa byaeT BbiNosIHEHa NPO3payHo, 6e3 3anpoca JornHa/mapons.

HenocTaTok 3Toro crocoba aBTopM3aLMM 3aK04AOTCS B TOM, YTO OH HE MOAAEPXKNBAETCS
MPO3payHbIM MPOKCK, U BO BCEX NMPOrpamMmMax, 0bpaLlaloLLnXcs B UHTEPHET, HeobXoANMO
MPONUCLIBATL afpec NPOKCK-cepBepa.

Kpome Toro, cneayeT NOMHUTbL O TOM, YTO aBTOPM3aLLMsa Ha MPOKCK UCMOb3YeTCs TONbKO ans http-
Tpauka nosib3oBaTenen. [JocTyn B MHTEPHET A5 MPOrpaMM, NCMOb3YIOLNX MPOTOKOJIbI, OT/NUYHbIE
oT http, perynnpyeTcs MexceTeBbIM 3KPaHOM, KOTOPbIA NMEET TOJIbKO O4MH CNocob aBTopU3auuu:
no ip-agpecy. ipyrumMm cnoBamu, ec/im Nosib30BaTeslb UCMOJb3YET TOJIbKO aBTOPMU3aLMIO MO
NOrMHY/NapoJI0, OH HE CMOXKET NOJb30BaTLCA NOYTOW, jabber-knmeHTomM, torrent-kineHTOM 1
APYTVMU NporpaMMamu, He NoaaepXmBatoLmmmn paboTy Yyepes http-npokcu.

KewimpoBaHue cTpaHuL,

MpoKcK-cepBep BbIMOJHAET KelnpoBaHue Beb6-CTpaHUL, 1 06BbEKTOB, KOTOPbIE MOJIb30BaTENN
CKA4MBatoT 13 MHTEpPHeTa. TakM 0bpa3oM 3KOHOMUTCS NHTEPHET-TPAMK U YBEINYMBAETCA
CKOPOCTb A0CTYNa K Beb-CcTpaHuLam.

2 heKTNBHOCTb paboThl Kella 3aBUCUT OT ero pa3mepa. Onsa opraHuaumnm ¢ 601bLWINM KONMYECTBOM
noJib30BaTenNen, peKoMeHAyeTCs yCTaHOBUTb pa3Mep Kella B COOTBETCBYIOLLEM MOJe B HECKOJIbKO
rnrabanT. Takxe, Bbl MOXeTe OrpaHNyYNTb pa3Mep 3arpy>xaemoro anna B nosne «OrpaHn4mMBaTh
pa3mep oTBeTa» (B merabantax).

Onumns «CKpbIBaThb ip-aApec Nosb30BaTeNs» MO3BOASET OTK/YNTbL YKa3aHWe B OTNPaBASEMOM
3aroJloBKe BHYTpeHHero ip-agpeca nosb3osatens (napametp forwarded_for).

Cooep>Xxnumoe Kella NPoKCU-CeEpPBEPaA MOXXHO MOCMOTPETH Ha BKNaAKe «CodepXXunmoe Kewwa». Cnegyet
OTMETUTb, YTO BeO-HTepdenc oTobpaxkaeT He BCe COAEPKMMOE K3LLa, @ TONIbKO HEKOTOpPbIE
3JIEMEHTbI, Takne Kak n3obpaxkeHus.

Mpo3payHbIA NPOKCHU

B 3ToM pexnme UKC BmecTo TOro, 4Tobbl cpa3ly npuHumaTb HTTP-3anpockl Noab30BaTeNsd Ha NOPTY
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MPOKCK-CEpPBEPa, CaM NepeHanpaBnseT UX NPokcu-cepeepy. Mpokcun-cepeep obpabaTbiBaeT 3anpoc (c
BO3MOXXHOV OTAaYeln COLEPXKNMOro 13 Kella), 3TO COAEPXKMMOe HamnpaBASETCS K 3aNpoCMBLIEMY
NoJib30BaTesto, /1 KOTOPOro OHO BLIFIAANT Kak «OTBET» CEpBeEpPa, K KOTOPOMY afpecoBacs
3anpoc. Takum 06pa3oMm, Nosib30BaTesb MOXET [laXKe He 3HaTb, YTO BCE 3aMNpOoChl U OTBETLI NPOLLN
yepes npokcu-cepsep. Mo yMoNYaHMIO NPO3paYHbIii MPOKCK NepexBaThbiBaeT 3anpock! no 80 nopTy
(HTTP).

Bbl MOXXeTe BK/OYUTb UM OTK/OYMTbL NPo3payvyHoe NpokcmpoBaHne DMZ 1 nokanbHbIX CeTel,
OTMETMB COOTBETCTBYOLLME (hJIAXXKMN B HACTPONKax. Mo ymonyaHuto DMZ ceTn He NpoKcupyoTcs, a
NOKaNbHble MPOKCMPYIOTCS.

HekoTopble MPorpaMMbl MOryT HEraTUBHO PearupoBaTh Ha N3MEHeHWs B NMakeTax, KoTopble
MPOXoAnT Yepes NpoKcU-cepeep. Bbl MoXeTe nponucaTh ip-agpeca Wav UMeHa CalToB, NMakeTbl 40
KOTOpbIX He 6yayT 06pabaThiBaTbCS NPOKCU-CEPBEPOM B MoJie «/cKno4eHns Aas Npo3payHoro
MPOKCMK».

Inda Toro, 4Tobbl HacTpouTb HTTPS-hnabTpaumto, HY)KHO 3anosiHUMTb nose «CepTudurkat gnsa SSL-
dunnbTpaummn» paHee CoO34aHHbLIM KOPHEBLIM CepTUGUKATOM. Agpeca, KOTOPbIE HE HY>XXHO
bunbTpoBaTb MOAMEHHLIM CEPTUDUKATOM, MOTYT ObITb 0BaBNEHBI B NCKNOYEHNS.

SOCKS5

SOCKS — ceTeBOW NPOTOKOJ1, KOTOPbIN NO3BONSET KJIMEHT-CEPBEPHLIM MPUSIOXKEHNAM NPO3PAYHO
MCNOJIb30BaTb CEPBMUCHI 3@ MEXCETEBbLIMU 3KPaHaMUN. KNNEHTbI 3@ MEXCETEBLIM 3KPaHOM,
Hy>XJaloLwWwmecs B LOCTYNe K BHELWHM CcepBepaM, BMECTO 3TOro MoryT coeanHatbca ¢ SOCKS npokcu
cepBepoM. Takon NPOKCK CepBEP KOHTPOAUPYET NpaBa KAneHTa 419 4OCTyNa K BHELWHNM pecypcam
1 nepenaét 3anpoc K cepeepy. SOCKS MoXeT MCNob30BaThCA Y MPOTMBOMOJIOXKHBIM CIOCOBOM,
pa3pellas BHELWHUM KEHTaM COeANHATLCS C CEPBEPAMU 3a MEXCETEBbLIM IKPaHOM
(bpaHgMayspomM).

B oTamymne ot HTTP npokcm cepsepos, SOCKS nepenaéTt BCe AaHHbIE OT KMEHTA, HUYEro He
fobaenas ot cebs, To eCTb C TOYKM 3peHns KoHevHoro cepeepa, SOCKS npokcn sBnseTcs 0bblYHbIM
knmeHToM. SOCKS 6onee yHnBepCcaneH — He 3aBUCUT OT KOHKPETHbIX MPOTOKOI0B YPOBHS
npunoxxenun (7-ro yposHsa moaenn OSI) n 6asnpyetcs Ha ctaHaapTe TCP/IP — npoTokone 4-ro
ypoBHA. 3aT0 HTTP NpoKCy K3WMpyeT AaHHble N MOXeT 6onee TwaTenbHO PUAbTPOBaTh
cofepxMMoe nepefaBaeMbiX OaHHbIX.

Bbl MoXxeTe ncnonb3oatb SOCKS5-cepsep, paboTatowmn B CoOCTaBe NPOKCK-CepBepa Ans
aBTOpM3aLmMmM NMPOTOKOJI0B, OTANYHBLIX OT HTTP. Mo ymonyaHuio nopt goctyna 1080, Bbl Takxe
MOXKETEe ero u3mMeHuUTb. ABTOpM3aLus Ha cepeepe NPoMCXoanT no ip-agpecy nosib3oBaTens,
YyCTaHOBMB COOTBETCTBYIOLWMIN (PNIAXKOK, Bbl MOXXETE HACTPOUTb aBTOPMU3aLMIO MO JI0rMHY/Naposiio.

AHTMBMpPYC

WHTepHeT KoHTponb CepBep NoAAep)XMBAET CKaHWPOBaHME TpaduKa, NPOXoAALLErO Yepes3 NPOKCK-
cepBep aHTMBMPYCOM. B Bepcun 4 noanepxuBaeTcs 3 aHTUBMPYCHbIX Moayns: 6ecnnaTHelin ClamAV
1 NnaTHble moaynn DriWeb n Kacnepckuid. Ons paboTbl aHTUBMPYCa , HEOOXOAUMO NprobpecTu
JINLEH3MIO 11 YCTAHOBUTL €€ B COOTBETCTBYIOLLEM MOAYJIE.
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Ins Toro, 4Tobbl BK/IYUTb aHTUBMPYCHOE CKaHMpPOBaHWe Beb-Tpaduka KakuM-1nbo aHTUBMPYCHbBIM
MozyNieM, HeoOX0AMMO BKOYMTL COOTBETCTBYIOLLYIO OMLMIO B HACTPOKax Npokcu. MapameTp
«MaKcuManbHbI 06beM ANS CKAHUMPOBaHWSA» ONpefenseT MakcMMasbHbIA pa3Mep daiina,
ellIMHOBPEMEHHO npoxoasiiero 06paboTky aHTUBMpPYCoM. aiinibl, pa3mMep KOTOPbIX NPEBbLILIAET
YKa3aHHbIA, CKAHUPOBATLCS He ByayT, 4TO MOXKET MOBLICUTb NPON3BOANTENBHOCTb.

PekomeHOyeTCa Tak)Ke BKOYNTb NPOBEPKY N3006parkeHU, MOCKOJIbKY CYLLECTBYIOT BUPYCHI,
pacnpocTpaHsaLmnecs Yepes obbi4Hble N306paxeHns, 0AHAKO CKaHMPOBaHNE n306pakeHnin
3HaYUTENIbHO yBENNYMBaET NoTpebaeHne CUCTEMHbIX PECYPCOB aHTUBMPYCOM, 4TO npu 6onbunx
obbeMax rpatmku cnocobHO CMAbHO CHU3NTbL BLICTPOAENCTBUE CepBEpa.

PaspeLuéHHble NopThi

Bbl MOXXETe yKa3aTb, K KakKMM MOpTaM Ha BHELLUHUX CepBEpax MOXHO NOAKI04aTbCA Yepes NPoKCK-
cepsep. CNNCoK paspeLLEHHbIX NOPTOB AN15 SSL onpegenseT, K KaKUM nopTaM paspeLléd 4oCTyn ¢
ncronb3oBaHmem metoga CONNECT.

ICAP

ICAP (Internet Content Adaptation Protocol) - npoTokos paclumpeHns 4ns npokcu-cepsepa. B
60NbLUMHCTBE Cy4YaeB OH UCMO/b3yeTCs 4S9 CKAHMPOBAHUS Ha BUPYCbl MPOXOAALLEro Tpaduka v
NPUMEHEHNS K HEMY Pa3/INYHbIX KOHTEHT-OUILTPOB. Bbl MOXXeTe NOAKIYNTL K MPOKCU-CEPBEPY
WNKC cTtopoHHui ICAP-cepBep, 0TMETMB COOTBETCTBYOLLMI (PNAaXKOK B HACTPOMKAX U yKa3as ero
appec.

Tpu nocnefHuX haxKka NoakK4YaloT K paboTe Npokcm-cepsepa COOTBETCTBEHHO, Moy sim DLP n
KOHTEHT-(PUJIbTpa u

ABTOKOH(Urypauusa npokKcu

]

Ina Toro, 4Tobbl HE MPONMCLIBATb BPYYHYIO NPOKCU-CEPBEP HA KaXKA0W KIMEHTCKON MalLVHE, Bbl
MO)XeTe BOCMONb30BaTbCA aBTOKOH(UIrypaTopoM. B Bpay3epe kKnneHTa f0/)KHa ObITb BbICTaBNEHA
onuma «ABToMaTU4eCcKas KOHGUrypaumsa npokcm», BCe oCTasibHble HacTponkn onpegennt UKC.

OH BKJItOMAeTCA yCTAaHOBKOW (hyiaXkka B COOTBETCTBYOLLEN BKAaAKe. Bbl MOXXeTe OTMETUTb OAWNH Un
HECKObKO NPOTOKONO0B M3 A0CTYNHbIX (HTTP, HTTPS, FTP).

Onuua nybankaumm cKkpunTa aBTOHACTPOMKKN onpendenseT, byaeT v oH A4OCTYMeH no ip-agpecy
cepsepa Mmbo No Co34aHHOMY BMPTYaJibHOMY XOCTY C LOMEHHbLIM nMeHeM. Mpu Boibope
BMPTYanbHOIr0 XO0CTa, OH aBTOMaTUYeCKM co3[acTcs B cucteme. ®naxok «Co3paTb 3anncCb Ha
O HC-cepBepe» aBTOMaTUYECKM L0OABUT 30HY C HY)KHbLIMW 3anNUCAMK 415 3TOr0 BUPTYasbHOMO
XocTa.

My6nukoBaTb ckpunT aBTOKOHMUrypaumum no DHCP - faHHbI NapaMeTp nepeaaeT HaCTPONKK
npokcu scem DHCP-knueHTam cepsepa.
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PoauTenbCKUU NPOKCHU

(x]

Ecnv B BalLel opraHM3aLnmn HECKOIbKO NMPOKCUPYIOLLMX CEPBEPOB, PACMON0XEHHBIX MEPAPXMUYHO, TO
BbilecTosAWmM ans MKC npokcu-cepeep byaeT SBNSATLCS €ro POAUTEsNIbCKMM NPOKCU. Kpome Toro,
B KQ4YeCTBe POAUTENLCKOro MPOKCK MOXKET BbICTYNaTk Ntoboin y3en ceTu.

Y7066l IKC nepeHanpaBisn 3anpochkl, MPUXOASLLME Ha €ro MPOKCU-CEPBEP, Ha POAUNTENLCKMIA
MPOKCK, YKAXXUTE ero ip-aapec n nopT Ha3HAYeHNs BO BKIAAKe «POAUTENbCKUI MPOKCH».

Mpokcu-cepeepa MoryT 0bMeHMBaTHCA faHHbIMKU CBOMX K3Lwern no npotokony ICP. B cnyyae paboThl
CeTMn Yepe3 HeCKOIbKO MPOKCK 3TO MOXKET 3HaUYNTENbHO YCKOPUTL paboTy. Ecnv poauTtensckuia
NPoKCK NoaaepXmnBaeT paboTy NpoTOKONa, OTMETbTE COOTBETCTBYIOLWMNIA O1aXKOK U YKaXKMTE NopT
paboTbl cnyx6bl (Mo ymonyaHuio 3130).

Ecnn poanTenbckuii Npokcn paboTaeT ¢ aBTOpU3aLMEN, TO B HXKECIEAYIOLLNX MONAX YKaXNTe
NOTVH 1 Naposb AN NOAK/OYEHNS.

BoipaHHble ip-appeca

B 3To BKMaaKe HaXoAUTCS CMMCOK Ip-aapecoB 1 Nonb3oBaTesNeln, KOTOPbIE aBTOPWN30BaINCh Ha
NPOKCK-CepBepe C 1CNoJib30BaHNeEM Beb-aBTopm3aLmm.

Copep>xumoe Kiwia

(x]

30eCb Bbl MOXKETE NMPOCMOTPETb HEKOTOPbIE 3NEMEHTLI BE6-CTpaHUL, (B OCHOBHOM 1306paXxeHus),
KOTOPbIE COXPaHUINCh B K3LLE, @ TakXKe 04UCTUTb Ero CoLepXXnMoe.

XypHan

(x]

B 3aknagke «XXypHan» HaxoQuTCs CBOAKA BCEX CUCTEMHbIX COOBLLEHWNI OT NPOKCU-CEPBEPA. XXypHan
pa3fesieH Ha CTpaHuLbl, KHOMKaMK «Brepea» U «Hasal» Bbl MOXKETE NepexoanTb CO CTPaHWLbl Ha
CTpaHuuy, Mbo BBECTM HOMEP CTPAHULbI B MOJE N NEPEKIOYMTLCA CPa3y Ha Hee.

3anncm B XXypHase BbIAENATCSA LBETOM B 3aBUCMMOCTM OT BuAa coobuwieHns. ObblyHbIe co0bLeHns
CUCTEMbI OTMeYeHbl 6enbiM LBETOM, COOBLLEHNSA O COCTOSAHMUMN CUCTEMbI (BKTIOYEHNE/BBIKNTIOYEHNE,
0bpaboTka K3Lwa) - 3eNeHbIM, OLINOKN - KpaCHbIM.

B npaBoM BepxHeM yryly MOAyJis HAX0AMTCS CTPOKa nomncka. C ee MOMOLLbIO Bbl MOXKETE UCKAThb B
XKYpPHase HyXXHble BaM 3amnucu.
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XXypHan Bcerga otobparkaeT cobbiTus 3a TekyLwyo AaTy. YTobbl NocMOTpeTb COOLITMA B ApYyron
LleHb, BbIbepUTE HYXXHYI0 AaTy, NCNOSb3YyS KajleH4apb B JIEBOM BEPXHEM Yrly MOAYJIS.
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