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Npokcu

CTtapToBas cTpaHuMULa MoAyns

Mpokcu-cepsep — cnyxba, NO3BONAOLLANA KJIMEHTAM BbINOJHATL KOCBEHHbIE 3aMpoChl K APYriM
ceTeBbIM cNiy>x6aM. CHavana KNMEHT NOAKJIIYAEeTCA K MPOKCM-CepBepy W 3anpalwinBaeT Kakon-nnbo
Beb-pecypc, pacrnosioXeHHbI Ha ApYroM cepsepe. 3aTeM NpoKcu-cepsep Mbo nofkaoyaeTcs K
yKa3aHHOMY cepBepy W rnojly4yaeT pecypc y Hero, nmbo Bo3BpallaeT pecypc U3 COBCTBEHHOr 0 KaLwa
(ecnm KTO-TO 13 KJIMEHTOB Yxe 0bpalllanca K 3TOMY pecypcy). B HEKOTOpbIX C/lydasx 3anpoc KaneHTa
U OTBET cepBepa MOXeT OblTb N3MEHEH MPOKCU-CEPBEPOM B ONpefesiéHHbIX Lensx.

TakXe, NPOKCU-CepBep NO3BOJISET aHaIM3NPoBaTh Npoxoaalime Yyepes cepsep HTTP-3anpochl
KJIMEHTOB, BbIMONHATL PUAbTPaumnio 1 y4€T Tpaduka no URL n mime-Tunam. Kpome 3T0ro, npokcu-
cepBep peasinlyeT MexaHu3M LOCTyMa B UHTEPHET Mo JIOrnHY/napostio.

MpoKCU-CepBep BhIMOHAET KELIMPOBaH/e 06EKTOB, NOYYEHHbIX MOb30BAaTENAMU U3 UHTEPHETA U
3a CYET 3TOro cokpallaeT noTpebneHne Tpadrka 1 YBENINYMBAET CKOPOCTb 3arpy3Kn CTpaHuL,.

]

Mpun BXoae B MOAYJSb 0TOBParKaeTcst COCTOAHME CNYXD, KHOMKA «BbIKOYNTL» (MK «BKAOYNTE»
€C/IN MOJZlyJ1b BbIKJIOYEH) U NocnenHne coobLLEeHUs B XKYypHae.

HacTpounku

]

O6bI4HO Ans paboThl Yepes NPOKCU-cepBep, HE0OX0AUMO yKa3aTb ero afipec v NopT B HACTPOWKaXx
Bpay3epa. OfHaKo, B C/ly4ae ecsin He UCMOoJb3YeTCs aBTOpM3aLMs Nosib3oBaTesein no
NOTVHY/NapPOJI0, TO MOXHO MCMO0J1b30BaTh (YHKLIMIO NMPO3PavyHOro MPoKCH.

Mpw 3TOM BCe 3anpochbl Mo NPoToKoay HTTP 13 0KasbHOW CETM aBTOMATUYECKM HanpaBasoTCA
yepes npokcmu-cepsep. Takmm 0bpas3omM NoSBAAETCH BO3MOXHOCTb PuabTpaLmMm 1 y4éTa Tpaduka no
URL He3aBMCUMO OT HAaCTPOEK KJIMEHTCKMX KOMMbIOTEPOB.

MopT paboTbl NpOKCK-CepBEpPa MO YMON4aHMo 3128, B HACTPOMKE MOAYA Bbl MOXKETE U3MEHUTb €ro

Ha nobon cBoboAHbIN NOPT.

Tunbl aBTOPU3aALUMU

]
(]

Mpokcun-cepeep MKC nooaepxneaeT ABa cnocoba aBTopu3aumu: No ip-agpecy nosb3oBaTens, u no
JIOTMHY-MapoJIto.
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ABTOpM3aLmMa No ip-agpecy NoAXoAMT N4 Cayyaes, KOrfa rnosb3oBaTeslb NOCTOAHHO MOJIb3yeTCH
OAHVM 1 TEM Xe KOMMboTEPOM. MPOKCK oNpenensieT, KakoMy NoJib30BaTENO NPUHALNEXMNUT TOT UK
NHOW TpaduK, NCX04A U3 ip-afpeca ero KoMnboTepa. TOT cNocob He NOAXOANT AN TEPMUHANbHBIX
CEepBEpPOB, TakK Kak B 3TOM C/ly4ae C OAHOro ip-agpeca paboTaeT HECKOJIbKO NOJb30BaTeNen. Takxke
3TOT cnocob He NoAXoAnT AN OpraHu3aumnin, B KOTOPbIX NOJb30BaTeIM MOCTOAHHO NEPEMEeLLalTCs
Mexay pabo4ynmmn mectamu. Kpome TOro, Nosib3oBaTeslb MOXKET CMEHUTb ip-apec CBOEro
KOMMbIOTEPA U, €C/IN He HacTpoeHa npuesaska MAC-aapeca K IP, UKC npuMeT ero 3a Koro-to Apyroro.

ABTOpM3aLmMa No NOrMHYy/Maposo pewaeTt Nnpobnemy NpmMBA3KM Nonb3osatenen K CobCTBEHHOMY
KoMMbloTepy. B aToM cnyvyae npu nepeom obpalieHnn K ntobomMy MHTEpHeT-pecypcy, bpay3sep BblgacT
MoSb30BaTEN0 3anNpocC IOrMHa/Mapons Aas 4OCTyna B UHTEpPHET. ECam B Balen ceTu NoJsib30BaTeNu
aBTOPU3YIOTCS B JOMEHE, Bbl MOXXETE YCTaHOBUTb TUM aBTopu3aummn «Hepes gomeH». B Takom
cnyyae, ecnm MKC noaknoyeH K KOHTpo1epy AOMEHa 1 B U3 AOMEHa Bblanm MMNOPTMPOBaHbI
nofb30BaTeNu, aBTopm3auma byneT BbinosHeHa Npo3payHo, 6e3 3anpoca normHa/napons.

HepocTtaTok 3TOro cnocoba aBTopM3aLMm 3aK/I04aOTCA B TOM, YTO OH He NOAAEPKUBAETCS
MPo3payHbIM MPOKCU, U BO BCEX MPOrpamMmMax, 0bpaLlaloLlmxcs B UHTEPHET, HeobxoanmMo
MPONMCLIBATL aApec NPOKCK-CepBepa.

Kpome TOro, cneagyeT NOMHUTbL O TOM, YTO aBTOPM3aLLMa Ha MPOKCK UCMONb3YeTCs TONbKO ans http-
Tpauka nosb3oBaTenen. [JocTyn B UHTEPHET AN NPOrpamMM, NCMOb3YIOLWNX MPOTOKOJIbI, OTINYHbIE
oT http, perynnpyeTcs MexXceTeBbIM 3KPaHOM, KOTOPLI UMEET TOIbKO OLMH CNocob aBTopM3aLuu:
no ip-agpecy. ipyrumMm cnoBamu, eC/im Nosib30BaTeslb UCMOJb3YET TOJIbKO aBTOPMU3aLMIO MO
NOTNHY/Napoto, OH HE CMOXKET M0JIb30BaTbCS MOYTON, jabber-kneHToMm, torrent-kIMeHTOM 1
APYTrMU NporpaMMamMu, He NoaaepxmBatoLmmmn paboTy Yyepes http-npokcu.

KewumpoBaHue cTpaHuL,

MpoKCKU-CePBEP BLIMOJIHAET KeluMpoBaHMe Beb-CTpaHmML U 06bEKTOB, KOTOPbIE MOJb30BaTENN
CKA4YMBalOT N3 UHTEPHETa. TakMM 06pa3oM SKOHOMUTCS UHTEPHET-TPA(UK U YBENNYMBAETCS
CKOPOCTb A0CTYMNa K Beb-CTpaHuLaM.

3¢ eKTNBHOCTb paboThl Kella 3aBUCUT OT ero pa3mepa. Onsa opraHu3aumnm ¢ 60bLWNM KONNYECTBOM
noJib30BaTeNen, peKoMeHAyeTCs yCTaHOBUTb pa3Mep Kella B COOTBETCBYIOLLEM MOJe B HECKOJIbKO
rnrabanT. Takxe, Bbl MOXeTe OrpaHMyYnTb pa3Mep 3arpy>xaemoro anna s nose «OrpaHnM4mMBaTh
pa3mep oTBeTa» (B merabantax).

Onuusa «CkpbiBaTb ip-agpec nosib3oBaTens» No3BoJSeT OTKAOYMUTh YKa3aHne B OTNPaBASEMOM
3aroJIoBKe BHYTpPeHHero ip-agpeca nosib3osatens (napametp forwarded_for).

Conep>xumoe Kella NpoKCU-cepBepa MOXXHO MOCMOTPETh Ha BKIaAKe «CodepXXunmoe Kewa». Cnegyet
OTMETUTb, 4TO BeO-nHTeptenc oTobpaxkaeT He BCe COAEPXMMOE K3La, @ TO/IbKO HEKOTOpPbIE
3/1IEMEHTbI, Takne Kak n3obpaxeHus.

Mpo3payHbIA NPOKCHU

B aToM pexnme NKC BMecTo TOro, 4Tobbl cpasy npuHuMaTb HTTP-3anpockl Nofb30BaTeNsd Ha NOPTY
NpoKCu-cepBepa, caM nepeHanpasaseT ux Npokcu-cepsepy. MNpokcu-cepsep obpabaTteiBaeT 3anpoc (¢
BO3MOXXHOW OTAa4en COAEPXXUMOr0 M3 KeLla), 3TO COAEPXKMMOe HanpaBAsSeTCs K 3anpoCcmBLLEMY
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Nnosib30BaTesIl0, A9 KOTOPOro OHO BbIMIAAUT KaK «0TBET» CepBepa, K KOTOPOMY afpecoBasics
3anpoc. Takum 0bpa3oM, Nonb30BaTe/lb MOXKET AaXKe He 3HaTb, YTO BCE 3anpoChl U OTBETbLI MPOLLN
4yepes nNpokcu-cepsep. Mo yMoN4aHMIO NPO3payHbIn NPOKCK NepexBaTbiBaeT 3anpockl no 80 nopTy
(HTTP).

Bbl MOXKeTe BKJIOYUTb UAN OTKJIIOYUTL NPO3padvHoe NpoKcupoBaHne DMZ 1 floKasibHbIX ceTen,
OTMETMB COOTBETCTBYOLLME (h1aXXKWN B HAacTporKkax. Mo ymonyaHuio DMZ ceTu He NpOKCUpYLoTCS, a
NOKaJsibHble NPOKCUPYIOTCSA.

HekoTopble NporpaMmbl MOryT HEFATUBHO pearnpoBaTb Ha U3MEHEHUS B MakKeTax, KOoTopble
NPOXoAsT Yepes NPoKCK-cepBep. Bbl MoXKeTe nponuncaTh ip-afpeca Wan NMeHa CaToB, NakeTbl A0
KOTOpbIX He 6yayT 06pabaThiBaTbCsA MPOKCU-CEPBEPOM B MNoJie «MCKNOYEHMS A8 NPO3PAYHOro
MPOKCU».

Ana Toro, 4Tobbl HacTpPouTb HTTPS-hnabTpaLmio, HYXKHO 3anofHUTb nose «CepTudgukat gnsa SSL-
hmvnbTpaummn» paHee Co34aHHbLIM KOPHEBbLIM CepTUUKaATOM. Agpeca, KOTOpble He HY>XXHO
hnNbTPOBaTb NOAMEHHbBIM CEPTUMUNKATOM, MOTYT ObITb f0BaBAEHbI B NCKIIOYEHNS.

SOCKS5

SOCKS — ceTeBOM NMPOTOKOJ1, KOTOPbIV MO3BONSET KINEHT-CEPBEPHBIM MPUNOXKEHNAM NPO3PadYHO
MCNOJIb30BaTb CEPBMUCHI 3@ MEXCETEBLIMU KPaHaMU. KNNEHTbI 3@ MEXCETEBLIM 3KPaHOM,
Hy>XJatoLwmecs B LOCTYMNe K BHELLHMM CcepBepaM, BMECTO 3TOro MoryT coeanHatbcs ¢ SOCKS npokcu
cepBepoM. Takom NPOKCK CepBeEP KOHTPONMPYET npasa KAneHTa Aaa OCTyna K BHELHMM pecypcam
N nepenaért 3anpoc K cepeepy. SOCKS MoXXeT MCnosib30BaThCA 1 MPOTMBOMOJI0XKHbLIM CNOCOBOM,
pa3peLlas BHELWHMM KIMEHTaM COeAMHATLCS C CEpBEPAMM 3@ MEXCETEBLIM IKPaHOM
(bpaHgMayapom).

B oTan4me ot HTTP npokcu cepsepos, SOCKS nepenaéTt Bce AaHHbIE OT KJIMEHTA, HUYEro He
nobaenssa ot cebs, To eCTb € TOYKM 3peHnsa KOHeYHoro cepeepa, SOCKS npokcn aBaseTcs 00bI4HbIM
KnueHToM. SOCKS 6onee yHMBepcaseH — He 3aBUCUT OT KOHKPETHbIX MPOTOKO0B YPOBHS
npunoxxeHun (7-ro yposHa mogenu OSI) n 6basnpyetcs Ha ctaHgapTe TCP/IP — npoTokone 4-ro
ypoBHA. 3aT0 HTTP NpoKCy K3WKMpPyeT AaHHble N MOXeT bonee TwaTenbHO PuabTPOBaTb
coLepXnmoe nepenaBaemMbiX OAHHbIX.

Bbl MoxxeTe ncnonb3oatb SOCKS5-cepBep, paboTatowuin B CoOCTaBe NPOKCU-CepBepa ans
aBTOpM3aLMN NMPOTOKONOB, OTANYHBLIX OT HTTP. Mo ymon4daHuio nopT goctyna 1080, Bbl TakxXe
MOXXeTe ero M3MeHUTb. ABTOpU3aumna Ha cepBepe NPouCXoanT o ip-agpecy nosb3oBaTens,
YCTQHOBMB COOTBETCTBYOLLNA (D1aXKOK, Bbl MOXKETE HAaCTPOUTL aBTOPM3aLMIO MO NOMMHY/Napoio.

AHTUBUpPYC

NHTepHeT KoHTposib CepBep NoaAepXnBaeT CKaHNpOBaHMe TpadurKa, NPoXoasLLero Yyepes npokcu-
cepBep aHTMBMPYCOM. B Bepcum 4 nogaepXxmnBaetcs 3 aHTUBMPYCHbIX Moayns: 6ecnnaTHein ClamAV
n nnaTHble moaynam DriWeb n Kacnepckuin. Ana paboTel aHTuBUpYycCa , Heobxoaumo npunobpecTu
NINLLEH3MIO U YCTAHOBUTL €€ B COOTBETCTBYIOLLEM MOAYe.

Ins Toro, 4Tobbl BK/YUTb aHTUBMPYCHOE CKaHMPOBaHUe Be6-Tpaduka KakuM-11bo aHTUBMPYCHbIM
MoZyfieM, HeoBXOAVMO BKIOYNTL COOTBETCTBYIOLLYIO OMLIMIO B HACTPOMKaxX Npokcu. MapameTp
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«MakcmManbHbIn 06beM A9 CKaHUPOBaHMS» onpefenseT MakCUMabHbIA pa3mep danna,
€[MHOBPEMEHHO NpoxoasLLero 06paboTky aHTuBUpycom. Panbl, pa3Mep KOTOPbIX NPeBbILAeT
YKa3aHHbIA, CKaHMPOBaTbCA He ByAyT, 4TO MOXKET MOBbLICUTbL NPOU3BOANTENBHOCTD.

PeKkoMeHyeTCs TakxXe BKJIIOUYNUTb NPOBEPKY 1300pa)KeHWiA, MOCKObKY CYLLECTBYIOT BUPYCHI,
pacnpocTpaHsoWwmecs Yepes 0bbl4HbIE N300paXKeHUs, 0AHAKO CKaHUPOBaHME N300paXKeHNI
3HAYUTENBLHO YBENNYMBAET NoTpebneHne CUCTEMHBIX PECYPCOB aHTUBUPYCOM, YTO MPU BONbLLINX
o6beMax rpadukmn crnocobHoO CMAbHO CHU3UTL BLICTPOENCTBINE CEPBEpA.

PaspeLuéHHble NopThi

Bbl MOXXeTe yKa3aTb, K KaKUM MOpTaM Ha BHELUHUX CepBepax MOXHO MOOKI04aTbCA Yepes NpoKCu-
cepsep. CNNCoK pa3peLléHHbIX NOPTOB 415 SSL onpegenseT, K KakKUM NopTaM paspeLwlén 4ocTyn ¢
ncnonb3osaHmem metona CONNECT.

ICAP

ICAP (Internet Content Adaptation Protocol) - npoTokon paclimpeHns ans npokcu-cepeepa. B
00/IbLUMHCTBE C/ly4aeB OH UCMNOJIb3yeTCa AN CKaHUPOBaHUSA Ha BMPYCbl MPOXOAALLEro Tpaduka un
NPVMEHEHNN K HEMY Pa3/INYHbIX KOHTEHT-(PUNbTPOB. Bbl MOXKETE NOAKJIIOYUTL K MPOKCU-CEpBEpPY
NKC ctopoHHMi ICAP-cepBep, OTMETMB COOTBETCTBYOLWMIA (DNaXKOK B HACTPOMKAX 1 YKa3aB ero
afpec.

Tpwn nocnefHUX diaxkka NnoakIo4aoT K paboTe NPoKCK-cepBepa COOTBETCTBEHHO, Moy DLP u
KOHTEHT-DWbTPA W

ABTOKOH(MUrypaumusa npoKcu

(x]

Ins Toro, 4Tobbl HE NPOMNUCHIBATL BPYYHYIO MPOKCU-CEPBEP Ha KaXXAO0MN KIIMEHTCKON MaLLWHe, Bbl
MO>XeTe BOCM0/b30BaTbCs aBTOKOH(MIypaTopoM. B Bpay3epe kineHTa A0/KHa ObiTb BbICTaBAEHA
onums «ABTOMaTMYeCcKas KOHUrypaLms NpokCu», BCe 0CTaslbHble HAacTponkmn onpeaennt UKC.

OH BKJItOMAEeTCA YCTAHOBKOMN (hnaKka B COOTBETCTBYIOLLEN BKNaAKe. Bbl MOXKETE OTMETUTbL OANH UN
HECKONbKO NPOTOKOM0B M3 AOCTYNHbIX (HTTP, HTTPS, FTP).

Onuwus nybankaumm CKpUnTa aBTOHACTPOVKK onpenenseT, byaeT M OH AOCTYNeH no ip-agpecy
cepBepa /mbo No co3faHHOMY BUPTYaslbHOMY XOCTY C JOMEHHbIM UMeHeM. lMpu Bbibope
BUPTYasIbHOr0 XOCTa, OH aBTOMaTUYeCKM CO3AacTcsa B cucteme. Pnaxok «Co3paTh 3anuch Ha
OHC-cepBepe» aBTOMaTN4YeCKM A0OABUT 30HY C HY>XHLIMU 3aMUCAMU AN18 3TOM0 BUPTYasbHOMO
X0CTa.

MybnukoBaTb cKpunT aBTOKOH(Urypauum no DHCP - faHHbIN NnapameTp nepeaaeT HaCTPONKN
npokcu scem DHCP-knmneHTaM cepsepa.
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PoauTenbCKUU NPOKCHU

(x]

Ecnv B BalLel opraHM3aLnmn HECKOIbKO NMPOKCUPYIOLLMX CEPBEPOB, PACMON0XEHHBIX MEPAPXMUYHO, TO
BbilecTosAWmM ans MKC npokcu-cepeep byaeT SBNSATLCS €ro POAUTEsNIbCKMM NPOKCU. Kpome Toro,
B KQ4YeCTBe POAUTENLCKOro MPOKCK MOXKET BbICTYNaTk Ntoboin y3en ceTu.

Y7066l IKC nepeHanpaBisn 3anpochkl, MPUXOASLLME Ha €ro MPOKCU-CEPBEP, Ha POAUNTENLCKMIA
MPOKCK, YKAXXUTE ero ip-aapec n nopT Ha3HAYeHNs BO BKIAAKe «POAUTENbCKUI MPOKCH».

Mpokcu-cepeepa MoryT 0bMeHMBaTHCA faHHbIMKU CBOMX K3Lwern no npotokony ICP. B cnyyae paboThl
CeTMn Yepe3 HeCKOIbKO MPOKCK 3TO MOXKET 3HaUYNTENbHO YCKOPUTL paboTy. Ecnv poauTtensckuia
NPoKCK NoaaepXmnBaeT paboTy NpoTOKONa, OTMETbTE COOTBETCTBYIOLWMNIA O1aXKOK U YKaXKMTE NopT
paboTbl cnyx6bl (Mo ymonyaHuio 3130).

Ecnn poanTenbckuii Npokcn paboTaeT ¢ aBTOpU3aLMEN, TO B HXKECIEAYIOLLNX MONAX YKaXNTe
NOTVH 1 Naposb AN NOAK/OYEHNS.

BoipaHHble ip-appeca

B 3To BKMaaKe HaXoAUTCS CMMCOK Ip-aapecoB 1 Nonb3oBaTesNeln, KOTOPbIE aBTOPWN30BaINCh Ha
NPOKCK-CepBepe C 1CNoJib30BaHNeEM Beb-aBTopm3aLmm.

Copep>xumoe Kiwia

(x]

30eCb Bbl MOXKETE NMPOCMOTPETb HEKOTOPbIE 3NEMEHTLI BE6-CTpaHUL, (B OCHOBHOM 1306paXxeHus),
KOTOPbIE COXPaHUINCh B K3LLE, @ TakXKe 04UCTUTb Ero CoLepXXnMoe.

=]
XypHan

(=]

B 3aknanke «XXypHan» Haxo4MUTCS CBOLKA BCEX CUCTEMHbIX COOBLLEeHN OT NPoKCu-cepBepa. XKypHan
pasfeneH Ha CTpaHuLbl, KHOMKaMK «Bnepea» u «Ha3al» Bbl MOXETe NepexofnTb CO CTPaHULbI Ha
CTpaHuuy, Mbo BBECTM HOMep CTPpaHWLbI B NOJ1e U NepektloYnTbCA Cpa3y Ha Hee.

3anncuy B XXypHase BbliAeNA0TCA LLBETOM B 3aBUCUMOCTHK OT BuAa coobweHns. Obbi4Hble coobLieHns
CUCTEMbI OTMeYeHbl 6enbiM LBETOM, COOBLLEHNSA O COCTOSHUMN CUCTEMbI (BKJTHOYEHWE/BBIKITIOYEHNE,
0bpaboTKa Kawwa) - 3e/1eHbIM, OLINBOKKN - KPaCHbIM.

B npaBoM BEpXHEM yrfly MOAyJis HAXOAMTCS CTPOKa nouncka. C ee NOMOLLbIO Bbl MOXXETE UCKATh B
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XKYpHase HyXXHble BaM 3amnucu.

XXypHan Bcerga otobparkaeT cobbITUA 3@ TeKyLyto AaTy. YTobbl NOCMOTPETL COBLITUS B APYrOM
LEHb, BbibepuTe Hy)XHyt0 AaTy, UCMOJb3ys KajleHAapb B JIEBOM BEPXHEM yray MOAYJIA.
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