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(&“Fix Mel) 31a cTpaHMLa NoKa YTO He NepeBefieHa NOJIHOCTLIO. MoXanyicTa, nomoruTe
3aBepLUNTb NepeBoa,.
(CoTpuTe 370 coobLyeHME 10 OKOHYaHUN nepesoaa.)

CepTucdukarbl

OoLwue nonoXKeHus

SSL (Secure Sockets Layer — ypoBeHb 3aLLULLEHHbBIX COKETOB) — KpUNTOrpadmnyeckmim NpoToKo,
KOTOpbI 0becrneynBaeT ycTaHoBeHMe Be30nNacHOro CoeaUHEHNA MeXAy KJNEHTOM U CepBEPOM.
MpoTokon obecneynsBaeT KOHPUAEHLNANBHOCTb OOMEHa flaHHbIMU MeXAY KJIMEHTOM U CepBepoM,
ncnonb3ywowmmm TCP/IP, npuyém onsa WwndpoBaHma NCNOIb3yeTCs aCUMMETPUYHBIN aJirOpUTM C
OTKPbITbIM KJIOHOM. Mpn WKNdpoBaHMM C OTKPBITHIM KHOYOM UCMONb3YeTCa ABa Kio4ya, NpuyeM
ntobon N3 HNX MOXKET NCMONb30BaTbCA AN WnhpoBaHMa coobieHns. TeM cambiM, eCcnu
MCNONb3YeTCH OAMH KNKOY AN5 WNGPOBAHNSA, TO COOTBETCTBEHHO A5 PACLUNMPOBKIN HY>XHO
MCNOJIb30BaTb APYron KoY. B Takon CUTyaunn MOXXHO NOJlyvaTb 3alMWEHHbIE coobLieHms,
nybMKys OTKPBITBLIN KJTI0Y, U XpaHs B TalHe CeKpeTHbI KoY. Ansa paboTsl SSL TpebyeTcs, 4TobbI
Ha cepsepe nmesncs SSL-cepTudumkar.

Uudposon cepTuduKaT — BbiNyLLEHHbLIN YA0CTOBEPSAOLNM LEHTPOM 3N1EKTPOHHbLIA UAN NeYaTHbIN
LOKYMEHT, MOATBEPXAAIOWMNA NPUHALNEXHOCTb BNafenblly OTKPbITOro Kj4a nam Kakmx-nnbo
aTpubyToB.
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3alMLLIEHHOE COeMHEHME YCTaHOBNEHO,
WaeT nepeaada JaHHbIX

Peanunsaunsa nponcxoguT cienyowmm o6pa30M:

1. KNMeHT nHnumnpyeT coeaunHeHNe,
2. B oTBeT cepBep nocbiaeT UNGpPoBoOn naeHTUdUKaTop (ceptTndukaT). Ecnm TpebyeTtcs
ayTEeHTU(UKALMA KIIMEHTa, TO CEPBEP MOXET 3arnpoCUTb OTBETHbLIN CepTUdUKaT,
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3. KnneHT cBepseT ngeHTudukaTop cepeepa, npu HeobxoamMoCcTn 0TNpaBasAs CBOW,

4. lNocne 3aBepLUeHNd npoLecca ayTeHTUMKaLm KNMeHT nepenaeTt CepBepy KoY ceccun,
3alMpOoBaHHbIA NPY MOMOLLM OTKPLITOro KJto4Ya cepeepa,

5. Ha ocHOBe creHepnpoBaHHOMO KJl04a YCTaHaB/IMBAETCA 3alUULLEeHHOe CoeHEHnE U
NPONCXOAMT nepefada AaHHbIX MexXay KJIMEHTOM 1 CepBEepOM;

B pasgene «CepTudukaTtbli» XpaHUTCA CANCOK BCeX SSL-cepTUhnKaToB, NPUMEHSIOLWNXCS B Cny>xbax
NKC.

CepTyHKaTLI

* - B ¥panute | MpockoTp cepTudvkaTa !Eh(cnupTv nHr-mupT _

Fma = knwod pog.cepT... | Jatadad.. | Jdatako.. | MMA £0CcTa WOW ip-agpec

= ! CepTupHEaTe
= * KopHeE oM cepTHdMEaT HEe 38w MpoEaH 14.01 2011 14.01 2012 testru

! OnaFTP He saWwmbpoEaH 14.01 2011 14.01 2012 testru

l Ona HTTPS HE 3aWMbpoEsH 14.01 2014 14.01 2012 testru

Kak 0bbI4HO, CMNCOK CepTUMKaATOB NpefCTaB/eH B BUAe aepesa, a none MoAys nogesieHo Ha
cToN6Lbl, B KOTOPbIX NMOKa3aHa OCHOBHasa MHMOpMaLMa 0 cepTudukaTax: TUN KayYa POANTENbCKOr0
cepTumkaTa, AaTa Havyana OENCTBUSA U OKOHYaHUSA, a TakXe Ms XocTa (Mau ip-agpec), KoTopbin
npefcTaBaseT faHHbIN cepTUPUKAT. Bbl TaKKe MOXKETe 3KCMOPTMPOBaThb CO3AaHHble CEPTUPMKATI
NN UMNOPTUPOBATL CTOPOHHUE MPU NMOMOLLN KHOMOK «IKCNOpT» N «MNopT», a Takxe
npocMaTpmMBaTb MHGOPMaALMIO O BbIBpaHHOM cepTuduKaTe Npu NOMOLLK KHOMKKU «[TpocMoTp
cepTuurkaTa».

Co3paHue cepTudUKaToB

Y1066l CO34aTb HOBLIN SSL-cepTudmKaT, HaXxXMUTe «J06aBnNTE» = «CepTUdUKaT».
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Aobaenenve cepTydrKkaTa %

Obuwee HacTpofitm WCNoneZ0BaHHE KNHHE Metscape
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Aobaenenve ceprudmkara

HacTpofkm Metscape

Mcnonb3oBaHWe KNHo4a

LlaBor
IICNONL30BAHME KMDYa:
B CFL sign
Certificate Sign
Mo Repudiation
Digital Signature
key Encipherment
PaclipeHHOe MCNaNE20BIHIKME KMKUa:
E-mail Protection
TLS
Code Signing
TLS Web Server Authentication

Tirme Stamping

| AobaBHTh | | OTMeHa |

Aobasnenye cepTyprKaTa B

CAlEE HacTpoftk MCNonESOEaHHE K] Metscape

SL Client

Chiject Signing

SSL A

Chject Signing CA

| AobaBHTh | | OTHMEHa |

CHa4asia 3anosHAITCS AaHHble cepTuduKaTa - HaUMEeHOBaHWe, KoL CTPaHbl, MeCcToNoJI0OKeHune,

cBefleHuns 06 opraHu3aumm, UMs XocTa UK ip-afpec. 3aTeM BO BKIaJKe «HacTponku» onpegensercs
https://doc.a-real.ru/
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posib cepTudukata - CA (KOPHEBOWN) NN KOHEYHbIN, yCTaHABANBAETCA METOA WN(HPOBAHNSA, BPEMS
OEeNCTBUA N ONINHA Ko4Ya B BuTax.

Ba>xHO: nepBOHa4YasibHO BCerpa Ao0JIKEeH co3/aBaTbCA KOpHEeBOM cepTucdukar, 3aTtem -
[o4vyepHue KoHevHble cepTudukaTbl! K cnyxbam UKC, npuMeHAI0TCA TONBKO KOHEYHbIe
cepTudukaTbl. ByabTe BHUMaTENbHbI: HEBEPHOE NpUMeHeHue cepTucdukarta K cnyxdbam
MOXeT caesiaTb UX HeAOoCTYNHbIMU AN nosnb3oBaTens!

Mocne 3Toro nepenamnTe BO BKNaAKy «Mcnonb3oBaHue kioya» 1 BblbepuTe B Cricke HEOBXOANMBIIA
WwabnoH ncrnonb3oBaHms. Boibop WabnoHa aBTOMATUYECKM YCTAHOBUT h1aXkKK NMapaMeTpoB
cepTudmKaTa NPUMEHNTENBHO K BbIBpaHHON posin. ECAK Bbl OMbITHbIA CUCTEMHbIV aAMUHUCTPATOP,
Bbl MOXXETE YCTAaHOBUTbL (P1aXkKKn BPy4YHYy0. Bknaaka «Netscape» no3BonseT yCTaHOBUTh
LOMNOJIHATENbHbIE Netscape-pacluMpenns ans ceptTudmkaTa.

Hac Tpoiikw E

@ WhpoEaTE 2aPRITEIA KDY Oapones

TIBITHIA KIHOY

|£| | OTHMeHa |

Mocne HaxkaTua KHonku «JobasnTb» NUKC npennoxuT 3awmgposaTb KoY naponeM. Beegute
napoJib UM OTKaXKUTeCb OT €ro 1UcroJib30BaHuS.
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