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Me)XXceTeBOM 3KpaH

CTtapToBas cTpaHuMULa MoAyns

Me>xceTeBOM 3KpaH — KOMMMJIEKC NPOrpaMMHbIX CPELCTB, OCYLLECTBAAIOLLNA KOHTPOJIb 1
DUNbTPALIMIO MPOXOASLLNX YEPE3 HEMO CETEBLIX MAKETOB B COOTBETCTBUM C 3aaHHbIMI NMpPaBUIaMN.
OCHOBHOW 3afla4ell CETEBOro 3KpaHa SABASETCS 3alMTa KOMMbIOTEPHbLIX CETEN WK 0TAESbHbIX Y3/10B
0T HECAHKLMOHUPOBAHHOIO A0CTyNa. Takxe, MexceTeBol akpaH MIKC oTBeYaeT 3a TpaHCNsLMIo
CeTeBbIX aipecoB BO BHeLUHW ceTb (NAT) 1 nepeHanpaBfieHne NOPTOB.

rlpl/l BXo4€Ee B MOAYJib 0T06pa)KaeTCFI €ro COCTOSIHNE, KHOMKa «BbIKN0YNTb» (M «BKIOYNTL» €Cin
MoAyJib BbIKJ/IIOYEH) 1 nocnenHne cobbiTUS CUCTEMBI.

BHuMaHue! Bbik/l0oYeHMe MeXXCeTeBOro 3KkpaHa oCTaBUT paboTaloLWMMmM TOJILKO NpaBuia
NAT'a. Bce npaBuna, orpaHu4MBaloLLme pocTyn u3BHe, OyayT oTK/IO4YEHbl, YTO MOXET
HeraTMBHO CKa3aTbCA Ha Oe3onacHOCTU cuctembl. OTKNIIOYaUTe MeXCeTeBOM IKPaH TONbKO
npu KpanHeu HeobXxoaMMOCTH.

TakXxe cnepyet OTMETUTb, UTO NOCJe Nepe3arpy3Ku CUCTEMbI C BbIKJIIOYEHHbIM
Me)XCeTeBbIM 3KpaHOM cnucok npasun pf, B Tom yncne u npasuna NAT'a OyaeT nosHOCTbIO
OuYMLLEH, U NOJIb30BaTesIU NOTEPAI0 AO0CTYN BO BHELUHIO CeTb MO BCEM NPOTOKOJIaM, KpoMe
HTTP.

HacTtpounkmu

Bknagka «HacTponkun» no3sonseT onpefennTb YpoBeHb AOCTyna K ynpasneHuio VKC 6e3 co3paHuns
LLONOJIHUTESIbHbIX MPaBUI MEXCeTEeBOro 3KpaHa. Bbl MoXeTe nponucaTsb ip-agpeca unm noaceTu, ¢
KOTOpbIX ByAeT oCyLecTBAATLCA AOCTYN K Beb-uHTepdency NKC nam K KOHCONM BOCCTAHOBAEHMS MO
NpoToKoJy SSH.

Ecnm Bbl x0TUTE nonyyYaTb goctyn K MIKC 13 nioboro mecTa, Bbl MOXKETe MOJHOCTbIO OTKPbITh AOCTYM,
nponucas noaceTsb 0.0.0.0/0. BuumaHue! laHHasA HacTpoMKa He ABnseTca besonacHowm,
NOCKOJIbLKY B TaKOM ciiy4ae niobon MoXXeT Nosy4UTb A0CTYN K cucTteMe. llepep TeMm, Kak
OTKpPbIBaTb OOCTYIM, HACTOATE/IbHO PEKOMEHAYETCS U3MEHUTb Maposib OTKPbLIBAEMOr0 CepBMCa Ha
6onee H6e3onacHbIN (He MEHee BOCbMU CMMBOJIOB, BKJIOYAOLLMNX LNPbl U OYKBLI pa3fnyHOro
perucrpa).

MNapameTp «MakCuMMasibHOEe KOJIMYECTBO aKTUBHbIX coeaNHEeHNN» No3BonseT YCTaHOBUTb JINMUT BCEX
CeTeBbIX NOOK/IIOYEHU K CUCTEME.

MapameTp «Pexxmum paboTbl MeXCeTeBOro 3KkpaHa» yCTaHaB/IMBAET 04epelHOCTb 3anycka Moaynew
pf n ipfw. B HekoTopbix cny4vasax pabota VPN-nogknoyeHnin Yyepes MKC moxeT BbITb 3aTpyaHeHa
npoxoxxaeHnem vyepes NAT mogyns pf. B TakoMm cnyvae M3MeHUTE o4epenHOCTb 3anycka Ha pf-ipfw.
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NMpaBuna

Bknagka «lpasuna» sBAgeTCA rnaBHbIM paboymm nosiem agMMHUCTPaTopa No HacTporke
Me)XXCeTeBOro skpaHa. OHa pa3feneHa Ha ABe 4acTu: Cnucok Bcex nHtepgencos VKC (B Buge
nepesa) 1 cobCTBEHHO CrcKa npasu. MNpu Kanke Ha BbiIbpaHHOM MHTepgence byayT NnokasaHsl
TONbKO Te MpaBuia, KOTOPble OTHOCATCA K AaHHOMY MHTepdency. MNpn HeobxoAnMOCTU Bbl MOXETE
OTK/YNTb CMIMCOK MHTEPMENCOB, HAaXKaB Ha 3HA4YOK B BUAE CTPE/IKM B LLIEHTPE pa3aesmTenbHON
noJochl.

MpaBuia MeXCETEBOro 3KpaHa rpynnupyoTcs Nno TUny:

Paspewatolwime npasuna
3anpeLyatoLLre rnpasua
MpuoputeTsl
MapLpyTsl
OrpaHun4eHns ckopocTu

ke whe

Mo yMOHaHUIO B MEXXCETEBOM dKpaHe BCe COeANHEHNS, MHULIMMPOBAHHbLIE CHAPY XN, 3anpeLleHbl.
Mpw yCTaHOBKE CO3[al0TCS HECKOJIbKO CTaHAAPTHBIX pa3peLlaowmx npasua 41 KOPPEKTHON
paboThl OCHOBHbIX CEPBMUCOB: NMOYTOBLIV cepBep (nopTol 25, 110, 143), FTP-cepsep (nopTbi 21,
10000-10030), Beb-cepsep (nopT 80), DNS-cepsep (nopT 53 UDP), VPN-cepBep (nopT 1723, NnpoToKoN
GRE). Tak)Xe C034at0TCA ABa OTK/OYEHHbIX pa3peLualowmx npasuia: 4oCTyn K samba-pecypcam
(mopTbl 139, 445) n goctyn K TpaHcgepy 30H DNS (nopT 53 TCP) 1 npaBuo, pa3peLlatoLlee
oTBeYaTb Ha ICMP-3anpocChkl (MUHIK). 3TK NpaBuiia He ABNAOTCA XXECTKO 3aJaHHbIMK, Mpu
HeobXxoAUMOCTN Bbl MOXKETE VX BbIK/OYNTb, OTPEAAKTUPOBATL NN YOANT.

CoObiTuA

Bknanoka «CobbiTusi» oTobparkaeT BCE U3MEHEHUS, MPOMCXOAsLLNE C MEXCETEBbLIM 3KpaHOM. OHa
pa3fesieHa Ha CTpaHuLbl, KHOMKaMn «Bnepen» N «Hasag» Bbl MOXXeTe NepexofnTb CO CTPaHuLUbl Ha
CTpaHuuy, Mbo BBECTM HOMEP CTPAHULbI B MOJE N NEPEKIOYNTLCA Cpa3y Ha Hee. B NpaBoM BEPXHEM
yrny Mogynst HaXo4AUTCs CTpoKa nomcka. C ee NOMOLLbIO Bbl MOXKETE UCKaTb HYXXHble BaM 3anncu.

Bknanoka Bcerga otobpaxkaeT cobbiTus 3a Tekywyto aaty. YTobbl nocMoTpeTb cobbiTMA 3a ApYron
AEeHb U NHOWN NPOMEXXYTOK BPEMEHM, BbibepnTE HY)KHbIE AaTbl, NCNOb3YS KajeHaapb B JIEBOM
BEPXHEM Y1y MOAYNS.

B npaBon 4YacTu BepxHen naHenu Bbinagatoliee meHo «CoobLLeHnsa» No3sonseT oTOUIbTPOBaTb
CNMCOoK cobbITUIM NO BbIBPAaHHOMY KPUTEPUIO: CUCTEMHbIE CO0BLLEHNS, CEPBUCHBbIE COOBLLEHNS,
oLWmnbBKM, ocTanbHblEe CO0bLLEHNS.
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