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AokyMmeHTauua UKC 6

* - TEKCT B pa3fiesie MOXET COJlepXaTb yCTapeBLUve CBeleHNs, pa3fien Ha aopaboTke.

YcTaHOBKaA

Pa3zgen nocsawleH 0630py CMCTEMHbIX TpeboBaHW N TEXHUYECKMX XapaKTepuUCTUK cepeepa,
HeobxoanMbIX ona KoppekTHon paboTbl KC. Kpome Toro, B 4JaHHOM pa3fesie no3TanHO pacCMOTPEH
npouecc yctaHosku NKC.

1. YcTtaHoBKa NKC
2. YCTaHOBKa C (hyieLwku

NnaBHOEe MEHIO:

1. Beb-uHTepgenc

NMonb3oBaTeNn U CTaTUCTUKA

1. MNonb3oBaTenu
1. NobaBneHne n MMNOPT NMoJib30BaTeNEN
2. ABTOpU3auus nosib3oBaTenem
3. MHauBmAyanbHbIN MOLYNb NOJb30BaTENA
4. TMpaBuna pocTyna
1. 3anpeuwatouiee npasuIo
PaspewatoLlee npasuso
3anpeLyatoLLee NpasBusIo NPOKCH
Pa3peLuatoLLiee NpaBmsIo NPOKCH
icknioveHne npokcu
OrpaHu4yeHne KosmyecTBa CoeANHEHNIA
OrpaHunyeHmne CKopocTK
BbloeneHne nonockl NponyckaHmsa
9. MapuwpyT
10. KeoTa
11. KoHTposib DLP
12. MpaBunno KOHTEHTHOWN BUabTPaLUK

© N U WN

Ponn
Habopbl npasun
KaTeropun Tpaduka
MOHUTOP CcoeMHEHUN
Hvana3oHbl agpecos
OT4yeThl

1. Mpumepsl

1. Mo obbemy Tpadhuka 3a onpeneneHHbIN nepunoa

NouswnN
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9.
10.

11.

2. Mo obbemy Tpaduka No Yacam

3. 3anpockl nosib3oBaTene Ha IP-agpeca 1 LOMeHbl
4. 3anpocbl Nonb3oBaTesien Ha onpeneseHHbIn IP-agpec nnn gomeH

5. Mo nopTtam

6. [leTanu3mpoBaHHasa CTaTUCTUKA

YnpaBsieHne oT4eTamu
Cepsep aBTOpPM3aLN
Captive portal
1. HacTtpowka SMS-aBTopun3aumn
CUMHXpOHM3aLua

CeTb

=
o

11.
12.
13.

CoOoNOTUARWNE

MepBMYHaAA HaCTPOMNKa CUCTEMDI
MpoBangepsbl 1 ceTn
CeTeBble yTUANUTSI
Me)xceTeBOMn 3KpaH
MapLpyTsl
MNepeHanpassieHne NOPTOB
DNS
DHCP
Mpokcn
1. HacTpowka HTTPS-¢punbTpauum

. VPN

1. Hactpowka OpenVPN
ARP-Tabnumua
OTKa30yCTONYNBOCTb
YaaneHHoe ynpassieHme

3awumTa

==

HOWLWONOUAWNE

AHTMBMpyc ClamAV
AHTUMBUPYC Dr.Web
AHTMCNam Kacnepckoro
AHTMBMpPYC Kacnepckoro
Beb hunbTp Kacnepckoro
MexxceTeBOM 3KpaH

Web Application Firewall
HeTekTop aTak

DLP

KOHTEeHT-punbTp
CepTudukatbl

1. YcTaHOBKa LOBEPEHHOro cepTudmkaTa

PansoBbLIN cepBep

1.

XpaHunvuwe ainnos
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2. Beb
3. FTP
4. CeTeB0Oe OKpYXeHue

NMouToBLIN CepBep

Cnyxba

HacTponkm

Beb-nouyTa

[JOMEHbI U AWNKN
dunbTpbI

C6opLUMK NOYThI
AHTMCNaM SpamAssassin
AHTucnam Rspamd
AHTMCNAM Kacnepckoro
CTaTncTnka n o4epenb

CLO0~NOUL AWM H

=

Jabber

1. Cnyxba

2. Hactponkn

3. JJOMeHbl N aKKayHTbI
4. PocTep

TenedoHus

Cnyxb6a

HacTponku
TeneoHHbIe HOMepa
BHelwHve KaHanbl
MpaBuna

MOHNTOpP 3BOHKOB
XypHas 3BOHKOB
TenecoHHas KHUra

O N U AW

O6cnyxuBaHue

Cnctema

Bce cnyxo6el

Pe3epBHble Konuu
YnpasJsieHne nuTaHnem
XecTkue anckm
Bpems n paTta
HacTponkun nHtepgenca
MOHUTOPUHT

N U AW
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9. XypHan n ysegomsieHuns
10. Texnopnep»xka
11. O6bHoBNEHNA
12. O nporpamme
1. AKTmBaumsa cepsepa

[lonoJsiHuTeIbHble BO3MO)XHOCTH

1. KOHCTaHThI
2. KoHCO/Ib BOCCTAHOBIEHNS
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