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HacTpouku TenecpoHumn

Mogaynb «HacTponkn» pacrnonoxxeH B MeHio «TeneoHna». JaHHbIN MOAY b NpefHa3HayYeH ans
HaCTPONKK cepBepa TeseoHuK.

HacTpoiku nopToB

(]

MepBbIMK YKa3aHbl HacTponku nopTto. SIP (4epe3 UDP) n IAX, a Takxe AnanasoH NopToB AN14
BXOOAWMX coeanHeHnn RTP. Mo-yMon4yaHMo UCNOJIb3YIOTCS CIeAyoLne 3HaYeHNS:

SIP 5060
IAX 4569
RTP 10000-20000

YcTaHoBKa hnara «ABTOMaTMYeCKM CO3aBaThb pa3peLlatoLLee nNpaBuio» 4obaBUT B MEXCETEBON
3KpaH pa3speluatoLlee npaBuo Ans yKa3aHHbIX NOPTOB.

TCP ansa SIP

=]

®nar «TCP gna SIP» Bkto4aeT nogaep XKy oTrnpaBku 1 nosydeHus SIP nakeTos no npoTtokony TCP
Ha BblOpaHHOM NoOpTY. [laHHY onuunio HeobXoAMMO BKOYATb, €CN Y BaC NCMOJIb3YOTCSA BHELLHNE
NN BHYTPEHHME HOMEpPa, HaCTPOEeHHbIe ANns paboThl Yyepes Tvn noakayeHns «bes LundpoaHus
(TCP)»

YcTaHOBKa hnara «ABTOMaTMYeCKM CO3[4aBaTb pa3peLlatoLLiee npasnsio» obaBuT B MeXxceTeBom
3KpaH pa3pellatoLLiee NpaBusIo And yKa3aHHOro nopTa.

LLuncpoBaHue

(]

Mone «CepTndumkaT ans wudposaHus (TLS n SRTP)» no3sonsdeT BbibpaTb, U3MEHUTb UK YOANUTb
cepTuUKaT WngposanHus ona TenedoHunn. Mo ymonyaHuio BoibpaH aBToMaTUYeCKM
CreHepupoBaHHbIN cepTudukaT. Mpu BoibpaHHOM cepTudrKaTe akTMBMpyeTCca obsa3aTenbHoe none
«MopT ona SIP yepe3 TLS» (no ymonyaHuto 310 nopT 5061). YcTaHOBKa hnara «ABTOMaTUYeCKU
Co34aBaTh paspeluatoliee Npasnio» 406aBUT B MEXCETEBOWN 3KpaH pa3peLuatoLlee npasunio 4ns
yKa3aHHOro nopra.

Ba)xHO: o218 UCNoNb30oBaHMA WndpoBaHuA, HeobxoaumMo BbIOpaTh TN NoakaloYeHUus «C
wudgposaHueM (TLS u SDES sRTP)» B HACTPOMKaX KOHKPETHOro tesnie(pOHHOro Homepa u
HaCTPOUTb YCTPOUCTBO Ha CTOpPOHe aboHeHTa.
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OOLwme HaCcTPOUKM cepBepa TenedoHUum

=]

Opausep kaHana SIP no3sonseT BoibpaTh MOAY/b peasm3aumm npotokona SIP, koTopein byner
ncrnonb3oBaTbCs cepepom TenedoHnn NKC. oCcTynHO ABa KaHalbHbIX ApanBepa: TPaguLNOHHbIN
chan_sip n HoBbI chan_pjsip

Beibop opansepa chan_pjsip coxpaHseT Tekyliee noBefeHne moayns tenedoHun n obecneynsaeT
NoYTN Takon xe yHKUmnoHan TenedoHnn NKC, kak ecnm bbl oHa paboTana Ha chan_sip. OgHako,
HEKOTOpPbIE NapaMeTpbl BCE XXe 0TAnYalTCa. B 3aBMCMMOCTU OT BbIbBpaHHOro ApanBepa, CTaHOBATCS
HeOOCTYMNHbI HEKOTOpPLIE OMLKUKN BO BCEM MOy e ip-TenetoHUN.

OTnn4mna B HaCTDOIZKe BHELUHNX KaHaJ10B:

e Onuwuwu insecure, canreinvite n CTpoka perncTpauny LOCTYMHbI TONbKO ANA Moayna chan_sip.
e Onuwsa direct media LOCTyNHa TONIbKO Ansa moayna chan_pjsip. Onuna onpegenseT, MOryT nun
MeAualaHHble NepefaBaTbCa HAaNPAMYIO MeXAY KOHe4YHbIMU To4KaMu. Ecam no, To Bce RTP

NOTOKM NPOXoAAT Yepes Asterisk

OTnn4mns B 06LWLMX HACTPOMKaXxX TeNedoHUN:
e Onuma SRV lookup pocTynHa ToNbKO Ana moayns chan_sip.

Kpome TOro, KoHgepeHumn C pexumoM pacnpegeneHuns snaeo SFU n xphone paboTtatoT TONbKO Ha
KaHaJIbHOM [ipansepe pjsip.

Mone «BpeMs oXXxupaaHus oTBeTa» No3Bo/seT 3a4aTb NEPUOL BPEMEHU, MO UCTEYEHUN KOTOPOrO
cepBep TenetoHUN NocynTaeT aboHeHTa HEOTBETUBLLMM Ha 3BOHOK M NepeBeaéT 3BOHSLLENO
aboHeHTa B cneaytownii Habop npasBua. Bpems no-ymonyaHuto - 30 cekyHa. HekoTopble npasuna
TenegoHUN No3BoAIT NepeonpenenTb 3TO BPeMs LS KOHKPETHOro npasuia.

®nar «Mcnonb3oBatb BLF» Bkto4aeT nognepxky gyHkumm Busy Lamp Field, nossonsioLLyto B
peanbHOM BPEMEHW OTCNEXUBATb COCTOAHUA aboHeHTOB ATC (3aHAT/cBob0AEH). BaXKHO: KOHEYHOEe
obopyLoBaHue (TenedoHHbIN annapaT) AOJIKHO NOALEPXKMBATL 3TY (PYHKLMIO.

®nar «SRV lookup» akTusupyet DNS-nonck SRV-3anucein. HegoctyneH npu Boibope chan_pjsip B
KayecTBe Apansepa kaHana SIP. SRV-3anucy DNS - 3To cpeacTBO 3a4aHNA NOrNMYECKMUX pa3peLlnmblX
agpecos. [o3BosISeT NepeHanpasATh Bbi30Bbl B pa3Hble TOYKM 6e3 HeobX0AMMOCTN N3MEHEHUS
normyeckoro agpeca. icnonb3osaHue SRV-3anuncen oTKpbiBaeT AOCTYM KO MHOMMM NpeumyLlecTsam
DNS, Torga Kak ux oTKJl04eHVe MwaeT BO3MOXHOCTY pa3MellaTtb SIP-BbI30Bbl Ha OCHOBaHMWK
LOMEHHbIX MMeH. B HacToslee BpeMs nogaepxka SRV-3anucen B TeneOHUM HECKOJIbKO
Hea(deKkTnBHa. CneayeT y4nMThiBaTh, YTO €C/IM BO3BpPaLLLEHO HECKONbKO SRV-3anucen, cnyxba byaet
NCMOJIb30BaTb TOJIbKO MEPBYIO N3 HUX.

FonocoBas noyTta
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Nepeapnpecauus BbLI3OBOB

=]

Be3ycnoBHas nepeaapecaums

JaHHas onums No3BoNSET NepPeBeCcTn BXOAALLMIA 3BOHOK, NpeAHa3HaYeHHbI 0AHOMY abOHEHTY,
Apyromy aboHeHTY, Noka NPoMCXoauT 3BOHOK. 1719 3TOro Heobxoammo HabpaTb HoMep 6e3yCIOBHOM
nepeagpecauunn, a 3aTemM Homep Apyroro aboHeHTa. [JoX1AaTbCa OTBETA BTOPOro aboHeHTa He
HY>XHO.

OGbI4Has nepeappecauus

JaHHas onuma No3BoaseT NnepeBecTy BXOAALMIN 3BOHOK, NpeAHa3Ha4YeHHbI 04HOMY aboHeHTY,
Apyromy aboHeHTY, NoKa NPOMCXO0AUT 3BOHOK. 1711 3TOro Heobxoamnmo HabpaTb HOMep ANs
nepeagpecauun, a 3aTemM HoMep Apyroro aboHeHTa, fOXAaTbCA 0TBETa BTOPOro aboHeHTa n 3aTem
NONOXUTb TPYOKY y cebs.

NMepexBaT BbI3OBOB

(]

MepexBaT B paMKaXx rpynnbl

JlaHHas onuwus No3BOASET OTBETUTb Ha BXOAALLMA 3BOHOK, NpeAHa3HaYeHHbIn 04HOMY abOHEHTY,
Apyromy aboHeHTY, Noka NpouCXOAUT 3BOHOK M Tpybka He cHATa. 3To yA0bHO B TOM Cllyyae, eciiun
BTOPOV abOHEHT BUAMUT, YTO NEPBOro HET Ha MecTe. YToObl NepexBaTUTh BbI30B, NPeAHa3HaYeHHbIN
Apyromy aboHeHTy, He06X0AMMO BBECTW BO BPeEMS 3BOHKA HOMep *8. KoMbuMHaLMio KNaBuL A
nepexBaTa Bbl30Ba MOXHO MOMEHSTb B Nosie «HoMep pnsa nepexsarta».

Ba)XHO: nepexBaT Bbi30Ba OCYLLECTBJIAETCA TOJIbKO B Npeaesiax OAHON rpynnbl TenedoHHbIX
HoMepoB!

(]

HanpuMep npu usobpa>keHHOU CTPYKType HOMEpPOB:
BbI30B, MOCTYNUBLUMIA Ha HOMep 155 MoryT nepexBaTuTb T0AbKO 156 n 157.
BbI30B, MOCTYNUBLLMIA Ha HOMEP 223 MOryT NepexBaTuTb Toabko 322, 007 n 111.

Homep 777, HaxoOALWNACSA Ha BEPXHEM YPOBHE, MOXET rnepexsaTbiBaTb BCE HOMepa.

HanpaBneHHbIN nepexsaTt

ITOT TMN NepexBaTa 3BOHKOB NpeAHa3Ha4yeH A5 nepexsBaTa BXOASLLErO 3BOHKA HAa KOHKPETHBIIA
BHYTPEHHWIA HOMEP BHE 3aBMCUMOCTW OT Fpynnbl BHYTPEHHUX HOMEPOB.
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Y106l NEepexBaTUTb BbI30B, MpeAHa3Ha4YeHHbIA ApyroMy aboHeHTY, CO CBOero TenedoHa
Heobxo4uMO BBECTM BO BpeMs 3B0OHKa KOMOMHauumio * * (4Be 3B€3[04KM - N0 YMONYaHUO) +
BHYTPEHHMI HOMep Bbi3biBaeMoro aboHeHTa. KombuHaumio Knasuw 418 HanpaB/eHHOro nepexsaTa
Bbl30Ba MOXXHO MOMeHATL B nosie «<HoMep pna HanpaBJIEHHOro nepexsaTa».

dakchl

(=]

®nar «Moppep>xka T38» BKJOYaeT NogaepXKy cTaHgapTa T.38 014 nepefaym GakCUMUNbHBIX
coobueHunn.

Mone «OBbHapy>XeHne oWMBOK» M03B0NSET BbIOPATh TN KOPPEKTUPOBKMN BXOAALLMX COOBLLEHNIA:

e 3HaveHne«Redundancy» - Redundancy error correction - ncnpasneHme ownbok n3bbITOYHOCTK
e 3HauyeHne«FEC» - Forward error correction - npsamoe ncnpasneHune ownbok
e 3HayeHue «He 3agaHo» - He NPOBEPATHL COOOLLEHMA Ha Hann4Yne oWnBOoK.

Mone «MakcuManbHbIX pa3Mep NakeTa» MNO3BOJSET ONPEAENNTb MaKCUMasbHbIA pa3Mep
coobLeHuns.

®nar «KoHsepTupoBaTtb npuHaTbie pakcbl B PDF» npenHasHavyeH ona onpegeneHns gopmaTta
thannos. Mo ymon4yaHuio BCe hakCUMUIbHbIE CO003LWeHNs ByayT umeTb dopmar tiff

NAT

[aHHbIn 610K 0OTBEYaET 3@ HAaCTPOMKY NOBEAEHUA MOAY A TeneoHNN, eCciv OH HaxoanTcs 3a NAT.

(]

®nar «cnonb3oBatb NAT» Bk/tOYaeT npeobpa3oBaHue IP-aapecoB BHYTPU NAaKETOB TeNeoHUN.
Ina KoppekTHon paboTbl 3TOro 6710ka, HE06X0AMMO YKa3aTb BHYTPEHHMUE SIOKAJIbHbIE CETU 1
BHewWwHwu IP. B none «IP-appec» - HeobxoAMMO yKasaTb BHELWHMI IP-agpec, ncnonb3yemblin Ans
npeobpasosaHus IP-agpecos B obpaboTke SIP, ecnn NyHKT Ha3HavyeHus SIP-coobLieHmnin HaxoanTcs 3a
npenenamu IP-ceTn, onpegeneHHon B nose «CnMcok ceten». Taknm 0bpa3oM, BCe yKa3aHHbIE B
3TOM noJsie ceTu cepeep TenedoHun byaeT cynTaThb NOKaNbHBbIMU, ANA HAX He By YT NPUMEHSATLCS
npasuna npeobpasosaHns IP-agpecos BHyTpy NakeToB IP-TenedoHunn.

MouToBLIN CepBep

HaHHbIn 610K 0OTBEYAET 3@ HAaCTPOMKY NepechisiKK hakCoB, yBeAOMIEHU 1 COOOLLLEHNIA FOTIOCOBON
NoYThI.

(]

Heobxoaumo BbibpaTb, Kakon cepeep byaeT ncnoab3oBaThCA ANA OTMPABKM MUCEM: NMOYTOBbIV
cepsep VKC nnn BHewHnin SMTP-cepsep. B nepBom ciiy4yae A0CTaTOYHO yKasaTb B rnosie «Appec
oTnpaBuTens» O4UH N3 NOYTOBbLIX afLpecoB, co3haHHbIX B MKC. Bo BTOpoM HeobxoA4MMO 3anofHNTb
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nonsa «SMTP-cepBep», «MopT», «JloruH», «Maponb» N «<Appec oTNpaBUTENNA», @ TaKXe, eC/n
HeobxoOuMo, yCTaHOBUTL pnar «SSL».

Kopeku

B naHHoOM 6/710Ke MOXKHO BblbpaTh onpeAesieHHbIe UCMob3yeMble MoyaeM TenedoHUN KOJeKN ans
BCEX HOMEPOB, 3aAaHHbIE MO-YMONYAHWIO.

B neBom cTtonbue «Mcnosb30BaTh» NepevynciieHHbl KOAEKN, KOTOPbIE NCMO/b3YIOTCS BCEMY
HOMepaMu, eC/IN He 3alaHO MHOE B HACTPOMKaXxX OTAesbHbIX HOMEPOB. MopsAAOK CnefoBaHMS KOAEKOB
B 3TOM CTO/6LE UMeeT 3HAYEHUE - KOLEKM, PACMON0XKEHHbIE BBEPXY UMEIOT OO/bLUNIA NPUOPUTET,
4yeM HXKHME. VIHbIMUK C/IoBaMu, NpW 3BOHKE, BO BPEMS YCTAHOBJIEHUS CEaHCA CBA3W, AAHHbIN CMUCOK
KOZleKoB ByeT npeAcTaBfieH yaajeHHON CTOPOHE B MOPSAKE UX CIeloBaHNS B 3TOM CninUcke. Ecnu
nocsie obMeHa nHdopMaLMen o NoaeapPKMBAEMbIX KOLEKAX MEXAY YCTPONCTBAMM HECKOJIbKO
KOJZIEKOB COBMaJaloT - NpuopuTeT ByneT oTAaH NepBOMy COBMaBLUEMY KOMEKY M3 3TOro CrncKa.

JOCTYNHbIE, HO HE UCMOJIb3YEMbIE MOAYNIEM TeNeOHNS KOLEKU, NePeYncsieHbl B NpaBoM cTonbue
«[oCTyMnHbIe KOLEeKMn»

(]

Moaynb TeneoHmn B MUKC nogaep>xmBaeT clenyoLine Kooeku:
Aynno:

e G.711 a-law
e G.711 u-law
e G.723

e G.726

e G.729

e Opus

e GSM

Bupeo:

* H.264
e VP8
* VP9

Ins paboTbl BUAEO3BOHKOB He0bX0aMMOo f06aBuTh B cTonbel «/icnonb3oBaTb» X0TA Bbl 0AUH
BMIEOKOOEK

Ona paboTebl Xxphone pekomMeHAyeTCs NCNOSIb30BaTb caedyowmin Habop kogekos: Opus, GSM, VP8,
VP9

Menoausa npu yaep>XaHuu Bbi3OBOB

B naHHOM 6110Ke yKa3biBaeTCa Menoans, Kotopas byneT BOCMPOM3BOANTCS 3BOHALEMY NPW
yLep>KaHuu Bbl30Ba
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N8 3arpyskn Menoanm HeobxoArMo HaXkaTb KHOMKY «3arpy3uTb HOBYIO MeNoAnto» 1 BbIbpaThb
3BYKOBOW haiin. Mocse 3arpy3ku Mesoanio MOXKHO NMPOCYLIATL UAN YAAINTL C MOMOLLbIO
COOTBETCTBYOLMX (PYHKLIMOHASbHBIX KHOMOK.
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