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HacTpouku TenecpoHumn

Mogaynb «HacTponkn» pacrnonoxxeH B MeHio «TeneoHna». JaHHbIN MOAY b NpefHa3HayYeH ans
HaCTPONKK cepBepa TeseoHuK.

HacTpoiku nopToB

(]

MepBbIMK YKa3aHbl HacTponku nopTto. SIP (4epe3 UDP) n IAX, a Takxe AnanasoH NopToB AN14
BXOOAWMX coeanHeHnn RTP. Mo-yMon4yaHMo UCNOJIb3YIOTCS CIeAyoLne 3HaYeHNS:

SIP 5060
IAX 4569
RTP 10000-20000

YcTaHoBKa hnara «ABTOMaTMYeCKM CO3aBaThb pa3peLlatoLLee nNpaBuio» 4obaBUT B MEXCETEBON
3KpaH pa3speluatoLlee npaBuo Ans yKa3aHHbIX NOPTOB.

TCP ansa SIP

=]

®nar «TCP gna SIP» Bkto4aeT nogaep XKy oTrnpaBku 1 nosydeHus SIP nakeTos no npoTtokony TCP
Ha BblOpaHHOM NoOpTY. [laHHY onuunio HeobXoAMMO BKOYATb, €CN Y BaC NCMOJIb3YOTCSA BHELLHNE
NN BHYTPEHHME HOMEpPa, HaCTPOEeHHbIe ANns paboThl Yyepes Tvn noakayeHns «bes LundpoaHus
(TCP)»

YcTaHOBKa hnara «ABTOMaTMYeCKM CO3[4aBaTb pa3peLlatoLLiee npasnsio» obaBuT B MeXxceTeBom
3KpaH pa3pellatoLLiee NpaBusIo And yKa3aHHOro nopTa.

LLuncpoBaHue

(]

Mone «CepTndumkaT ans wudposaHus (TLS n SRTP)» no3sonsdeT BbibpaTb, U3MEHUTb UK YOANUTb
cepTuUKaT WngposanHus ona TenedoHunn. Mo ymonyaHuio BoibpaH aBToMaTUYeCKM
CreHepupoBaHHbIN cepTudukaT. Mpu BoibpaHHOM cepTudrKaTe akTMBMpyeTCca obsa3aTenbHoe none
«MopT ona SIP yepe3 TLS» (no ymonyaHuto 310 nopT 5061). YcTaHOBKa hnara «ABTOMaTUYeCKU
Co34aBaTh paspeluatoliee Npasnio» 406aBUT B MEXCETEBOWN 3KpaH pa3peLuatoLlee npasunio 4ns
yKa3aHHOro nopra.

Ba)xHO: o218 UCNoNb30oBaHMA WndpoBaHuA, HeobxoaumMo BbIOpaTh TN NoakaloYeHUus «C
wudgposaHueM (TLS u SDES sRTP)» B HACTPOMKaX KOHKPETHOro tesnie(pOHHOro Homepa u
HaCTPOUTb YCTPOUCTBO Ha CTOpPOHe aboHeHTa.
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BaxHo! Mocne cMeHbl cnepylowmnx HacTpoek - nopt SIP yepes UDP/TCP/TLS - cepsep
TenecgoHun OypeT nepesanylieH, TeKylie BbI30Bbl OyaeT npepBaHbl.

O6wme HacTponku cepeepa TenedoHUU

(]

Opausep kaHana SIP no3sonseT BbibpaTb MOAY/Ib peann3aumm npotokona SIP, koTopbin byneT
ncnonb3oBaTbCs cepsepoM TenedoHun NKC. JocTynHO ABa KaHasbHbIX Apansepa: chan_sip 1
chan_pjsip

Boibop fpansepa chan_pjsip coxpaHseT TekyLlee noseaeHne Moayna tenedoHun n obecrneynsaer
NoYTK Takon xe yHKUnoHan TenedoHun NKC, kak ecnm bbl oHa paboTana Ha chan_sip. OgHako,
HeKOTOpble NapaMeTpbl BCE XXe 0TAnYaloTCs. B 3aBncumocTn oT BoibpaHHOro ApanBeepa, CTaHOBATCS
HeLOCTYMHbl HEKOTOPLIE OMNLMK BO BCEM MoAYyJie ip-TeneoHmm.

OTnn4yna B HaCTpOI7IKe BHELWHNX KaHa/10B:

e Onuwuw insecure, canreinvite n CTpoka perncTpaymy LOCTYNHblI TONbKO 415 Moayns chan_sip.
e Onumsa direct_ media [OCTyNHa TOJIbKO Ansa Mmoayna chan_pjsip. Onuna onpenenseT, MOryT un
MeOnagaHHble nepenaBaTbhCA HANPSAMYIO MeXAY KOHEeYHbIMU To4YkaMmn. Ecnm no, To Bce RTP

NOTOKWN NpoxoaaT Yyepes Asterisk

OTnn4ms B 06LWLMX HACTPOMKax TenedoHuN:
e Onuma SRV lookup pocTynHa ToNbKO ANna Mmoayns chan_sip.

Kpome Toro, KoHgepeHumn C pexxumoM pacnpeneneHns snaeo SFU n xphone paboTaloT TONbKO Ha
KaHaJlbHOM Opansepe pjsip.

BaxxHo! NMocne cMeHbl HACTPOUKM ApanBep KaHana SIP cepsep TenecdoHun dyger
nepesanylleH, TeKyliue Bbi30Bbl OyaeT npepBaHbl/He 0OpaboTaHbl. TekyLiue peructpauum
TPaHKOB He OyayT npepBaHbl, HEOOX0AMMO BCEM BHYTPEHHUM/BHELUHUM TPaHKaM 3aHOBO
nepenoaKNo4YUTbCA U NepeperncTpmpoBaTbCa Ha cepBepe.

Mone «BpeMsa oXXupaHUA OTBETa» NMoO3BOJSISET 3aA4aTh NEPUOL BPEMEHM, MO NCTEYEHUN KOTOPOTOo
cepBep TenedoHNN NocynMTaeT aboHeHTa HEOTBETMBLLMM Ha 3BOHOK 1 NepeBeaéT 3BOHSLLErO
aboHeHTa B cneaytoLLmnii Habop npaswa. Bpems no-ymonyaHuio - 30 cekyHa. HekoTopble npaBuna
TenedoHUI No3BOJISIOT NEPEoNpPeaeNTb 3TO BPEMS 1S KOHKPETHOro NpaBuna.

®nar «Mcnonb3oBatb BLF» BKo4aeT nogaepxky gyHkumm Busy Lamp Field, nossonsioLLyto B
peanbHOM BPEMEHW OTCNEXUBATb COCTOAHUA aboHeHTOB ATC (3aHAT/cBob0AEH). BaXKHO: KOHEYHOe
obopypaoBaHue (TenedoHHbIN annapaT) A0JKHO NOAAEPXKMBATb 3TY YHKUMIO.

®nar «SRV lookup» akTusupyet DNS-nonck SRV-3anucein. HegoctyneH npu Beibope chan_pjsip B
KayecTBe Apansepa kaHana SIP. SRV-3anucy DNS - 3To cpeacTBO 3a4aHNA NOrMYECKMUX pa3peLlnmblX
agpecos. [103BoNISeT NepeHanpasiAThb BblI30Bbl B pa3Hble TOYKM 6e3 HeobX0AMMOCTN N3MEHEHUS
normyeckoro agpeca. icnonb3oBaHme SRV-3anucen oTKpbIBaeT 4OCTYN KO MHOMMM NPenMyLLecTBam
DNS, Torga Kak nx oTKJIl04eHMne nvaeT BO3MOXHOCTY pa3MellaTb SIP-BbI30Bbl Ha OCHOBaHWN
LlOMeHHbIX UMeH. B HacTosLee BpeMsa nogaepxka SRV-3anucen B TeneoHUN HECKOJIbKO
Hea(dekTnBHa. CneayeT y4nMThiBaTb, YTO €C/IM BO3BPaLLEHO HECKONbKO SRV-3anucen, cnyxba byaet
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NCnoJib3oBaTb TOJIbKO NMEPBYIO U3 HUX.

FonocoBas noyta

I'Iepeap,pecau,ml BbI3OBOB

(]

be3ycnoBHana nepeappecauus

JlaHHas onuwms No3BONSET NEPEBECTN BXOASLLNIA 3BOHOK, NpeaHa3Ha4YeHHbIN 04HOMY abOHEHTY,
Apyromy aboHeHTY, NoKa NPOMCXOAUT 3BOHOK. [1s 3Toro Heobxoammo HabpaTb HoMep 6e3yCcnoBHOM
nepeagpecaunm, a 3aTemM HoMep Apyroro aboHeHTa. JoxuaaTbCs 0TBeTa BTOPOro aboHeHTa He
HY>KHO.

OObIyHas nepeagpecauus

[laHHasa onuusa NO3BONISET NEPEBECTU BXOASALWMIA 3BOHOK, NpeAHa3HaYeHHbI 0AHOMY abOHEHTY,
Apyromy aboHeHTY, Noka NpoMCXoauT 3BOHOK. /19 3TOro Heobxoanmo HabpaTb HOMep ANS
nepeagpecauun, a 3aTemM HoMep Apyroro aboHeHTa, 4OXXAaTbCsA OTBETa BTOPOro aboHeHTa n 3aTeM
NnoNoXnTb TPYbKy y cebs.

NMepexBaT BLI3OBOB

(]

MepexBaT B paMKax rpynnbi

JlaHHas onuwms No3BONSET OTBETUTb Ha BXOAALLMIA 3BOHOK, NpeAHa3HaYeHHbI 04HOMY abOHEHTY,
Apyromy aboHeHTy, Noka NPONCXOAUT 3BOHOK M TpybKka He cHATa. ITo yaobHO B TOM Cllyyae, eciin
BTOPOW abOHEHT BMAMT, 4TO NEPBOr0 HET Ha MecTe. YTobbl NepexBaTUTL BbI30B, NPeAHa3HaYeHHbIN
apyromy aboHeHTy, He06X04MMO BBECTW BO BPEMS 3BOHKA HOMep *8. KoMBMHaL M0 KNaBuw ais
nepexBaTa Bbl30Ba MOXHO NMOMEHSTb B nosie «Homep pnsa nepexsarta».

Ba>xHO: nepexBaT Bbi30Ba OCYLLECTBJ/IAETCA TOJNILKO B nNpeaesiax oaHOU rpynnbl TenedOoHHbIX
HoMepoB!

(=]

HanpuMep npu usobpa>keHHOU CTPYKType HOMEpOB:
BbI30B, NOCTYNMBLUUIA Ha HOMep 155 mMoryT nepexsaTuTb TOAbKO 156 1 157.
BbI30B, NOCTYNMBLUUIA Ha HOMep 223 MOryT nepexBaTuTb ToAbko 322, 007 n 111.

Homep 777, HaxoasLWMACA Ha BEPXHEM YPOBHE, MOXET NepexBaTbiBaTb BCE HOMEpa.
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HanpaBneHHbIN NnepexsaTt

9TOT TUN NepexBaTa 3BOHKOB MpefHa3HayeH A5 nepexsaTa BXOASLLEro 3BOHKa Ha KOHKPETHbIN
BHYTPEHHWIA HOMEP BHE 3aBMCUMOCTW OT Fpynnbl BHYTPEHHUX HOMEPOB.

Y106l NEepexBaTUTb BbI30B, MpeAHa3Ha4YeHHbIA ApyroMy aboHeHTY, CO CBoero TenedoHa
Heobxo4uMO BBECTM BO BpeMs 3B0OHKa KOMOMHauuMio * * (aBe 3B€3[404KM - N0 YMONYaHUO) +
BHYTPEHHWI HOMep Bbi3biBaeMoro aboHeHTa. KombuHaLmio KnaBuLw 418 HanpaB/ieHHOro nepexsaTa
Bbl30Ba MOXXHO MOMeHATL B nosie «<HoMep pna HanpaBJIEHHOro nepexsaTa».

dakchbl

(=]

®nar «Moppep>xka T38» BKJOYaeT NoALepXKy CTaHgapTa T.38 014 nepefayim GakCUMUIbHBIX
coobueHunn.

Mone «OBbHapy>xeHne owMBOK» Mo03B0ONSET BbIOPATh TN KOPPEKTUPOBKMN BXOAALLMX COOBLLEHNIA:

e 3HayeHne«Redundancy» - Redundancy error correction - ucnpassieHne owmnboK N36bITOYHOCTH
e 3HauvyeHne«FEC» - Forward error correction - npsamoe ncnpasneHune ownbok
e 3HayeHune «He 3a4aHo» - He NPoBEPATb CO0DOLLEHNS Ha Haan4Yme oLWmnBOK.

Mone «MakcuManbHbIK pa3Mep NakeTa» Mo3BOJSET ONPEAENNTb MAaKCUMasbHbIA pa3Mep
coobLeHns.

®nar «KoHsepTupoBaTb npuHaTbie pakcbl B PDF» npenHasHavyeH ona onpegeneHns gopmata
thannos. Mo ymonyaHuio Bce hakCuMuibHble coobseHuns byayt nmeTb gopmart tiff

NAT

JaHHbIN 610K 0TBEYaeT 3a HaCTPOMKY NoBedeHUs MoayNA TenedoHUK, ecn OH HaxoauTcsa 3a NAT.

(]

®nar «cnonb3oBatb NAT» Bk/toYaeT npeobpa3oBaHue IP-aapecoB BHYTPU NAaKETOB TeNeoHUN.
Ina KoppekTHon paboTbl 3TOro 6710ka, HE06X0AMMO YKa3aTb BHYTPEHHMUE SIOKaJbHbIE CETU 1
BHewWwHwun IP. B none «IP-appec» - HeobxoAMMO yKasaTb BHeELWHMI IP-agpec, Ucnonb3yemblin Ans
npeobpasosaHus IP-agpecos B 0bpaboTke SIP, ecnn NyHKT Ha3HavyeHUs SIP-coobLieHnin HaxoanTca 3a
npenenamu IP-cetn, onpeaeneHHon B none «CnUCokK ceten». Taknm 06pa3oM, BCe yKa3aHHbIE B
3TOM noJsie ceTu cepeep TenedoHun byaeT cYnTaTh NOKaNbHBLIMU, ANA HAX He By ayT NPUMEHSATLCS
npaswia npeobpasoBaHna IP-agpecos BHYTpY NakeToB IP-TenedoHun.

MouToBLIN CepBep

[aHHbIn 610K 0OTBEYAET 3@ HAaCTPOMKY NepechlsIKK hakCoB, yBeAOMIEHU 1 COOOLLEHNIA FOI0COBON
NoYThI.
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Heobxoaunmo BbIbpaTh, Kakon cepeep byaeT NCNosib30BaTbCA 415 OTMPaBKW NUCEM: NOYTOBbI
cepsep MKC nnum BHewHnn SMTP-cepsep. B nepeoM csiy4yae [0CTaTOMHO yKasaThk B noJjie «Appec
oTnpaBuTens» O4UH 13 NOYTOBbLIX afLpecoB, co3faHHbIX B MKC. Bo BTOpoM HeobxoamMMo 3anoHNTb
nonsa «SMTP-cepBep», «[MopT», «JloruH», «Maponb» N «<Appec oTnpaBUTENNA», @ TaKXe, eCc/iu
HeobxoauMo, yCTaHOBUTL hnar «SSL».

Koneku

B naHHOM 610Ke MOXHO Bbl6paTb onpegesieHHble UCrnosb3yemble MoayJsieM Tefle)OHMN KOLEKMN 014
BCe€X HOMEPOB, 3afaHHbIE MO-YMOJ/THaHUIO.

B neBom cTonbue «Mcnonb3oBaTh» NepevnciaeHsl KOAEKN, KOTOPbIE NCMOJb3YIOTCS BCEMU HOMEPaMU,
€C/IN He 3a/4aH0 MHOE B HACTPOMKax OTAeNbHbIX HOMePOB. MopPAAOK ClefoBaHNSA KOAEKOB B 3TOM
cTonbue nMeeT 3HaYeHne - KOLEKU, PacnosIOXKEHHbIE BBEPXY MMEIOT 60bLIMIA NPUOPUTET, YEM
HVKHUEe. MHbIMK CnoBaMu, CNMCOK KOLeKOoB ByeT npeAcTaBfeH yaaleHHON CTOPOHE BO BpeMs
YCTaHOBJIEHUS CeaHca CBSA3M B MOPSAKE UX C/IeA0BaHUS B 3TOM CrNCKE.

[lOCTyMHbIE, HO HE NCMO/b3yeMble MOAYeEM TenedoHNS KOAEKN, MepedncsieHbl B mpaBom ctonbue
«JloCTYrMHbIE KOOEKN»

(]

Moaynb TeneoHmn B UKC nogaepxmBaeT clenyLine Kogeku:
Ayano:

e G.711 a-law
e G.711 u-law
e G.723

e G.726

e G.729

e Opus

e GSM

Bupeo:

* H.264
e VP8
* VP9

Ins paboTbl BUOEO3BOHKOB He0bX0aMMo n06aBuTh B cTonbel, «/icnonb3oBaTb» x0T Obl 0AUH
BMIEOKOOEK

Inda paboTbl xphone pekomeHayeTCs MCNoAb30BaTh cneayowmin Habop kogekos: G.711 a-law, Opus,
VP8, VP9
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Menoausa npu ygep>XaHum Bbi3OBOB

B naHHOM 6/10Ke yKa3biBaeTCs Menoans, kotopas byneT BOCMPOM3BOANTCS 3BOHSALEMY NPW
yLep>KaHuu Bbi30Ba

=]

Ons 3arpy3ku Menoaun Heo6xoanMMo Ha)kaTb KHOMKY «3arpy3nTb HOBYO MENOANIO» U BbIOpaTb
3BYKOBOW ¢haiini. Mocse 3arpy3kn MeAoAmMio MOXKHO NPOCyLWaTb AN YAAANTb C MOMOLLbIO
COOTBETCTBYOLWMNX (YHKLMOHAbHBIX KHOMOK.
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