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HacTpouku TenecpoHumn

Mogaynb «HacTponkn» pacrnonoxxeH B MeHio «TeneoHna». JaHHbIN MOAY b NpefHa3HayYeH ans
HaCTPONKK cepBepa TeseoHuK.

HacTpoiku nopToB

(]

MepBbIMK YKa3aHbl HacTponku nopTto. SIP (4epe3 UDP) n IAX, a Takxe AnanasoH NopToB AN14
BXOOAWMX coeanHeHnn RTP. Mo-yMon4yaHMo UCNOJIb3YIOTCS CIeAyoLne 3HaYeHNS:

SIP 5060
IAX 4569
RTP 10000-20000

YcTaHoBKa hnara «ABTOMaTMYeCKM CO3aBaThb pa3peLlatoLLee nNpaBuio» 4obaBUT B MEXCETEBON
3KpaH pa3speluatoLlee npaBuo Ans yKa3aHHbIX NOPTOB.

TCP ansa SIP

=]

®nar «TCP gna SIP» Bkto4aeT nogaep XKy oTrnpaBku 1 nosydeHus SIP nakeTos no npoTtokony TCP
Ha BblOpaHHOM NoOpTY. [laHHY onuunio HeobXoAMMO BKOYATb, €CN Y BaC NCMOJIb3YOTCSA BHELLHNE
NN BHYTPEHHME HOMEpPa, HaCTPOEeHHbIe ANns paboThl Yyepes Tvn noakayeHns «bes LundpoaHus
(TCP)»

YcTaHOBKa hnara «ABTOMaTMYeCKM CO3[4aBaTb pa3peLlatoLLiee npasnsio» obaBuT B MeXxceTeBom
3KpaH pa3pellatoLLiee NpaBusIo And yKa3aHHOro nopTa.

LLuncpoBaHue

(]

Mone «CepTndumkaT ans wudposaHus (TLS n SRTP)» no3sonsdeT BbibpaTb, U3MEHUTb UK YOANUTb
cepTuUKaT WngposanHus ona TenedoHunn. Mo ymonyaHuio BoibpaH aBToMaTUYeCKM
CreHepupoBaHHbIN cepTudukaT. Mpu BoibpaHHOM cepTudrKaTe akTMBMpyeTCca obsa3aTenbHoe none
«MopT ona SIP yepe3 TLS» (no ymonyaHuto 310 nopT 5061). YcTaHOBKa hnara «ABTOMaTUYeCKU
Co34aBaTh paspeluatoliee Npasnio» 406aBUT B MEXCETEBOWN 3KpaH pa3peLuatoLlee npasunio 4ns
yKa3aHHOro nopra.

Ba)xHO: o218 UCNoNb30oBaHMA WndpoBaHuA, HeobxoaumMo BbIOpaTh TN NoakaloYeHUus «C
wudgposaHueM (TLS u SDES sRTP)» B HACTPOMKaX KOHKPETHOro tesnie(pOHHOro Homepa u
HaCTPOUTb YCTPOUCTBO Ha CTOpPOHe aboHeHTa.
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BaxHo! Mocne cMeHbl cnepylowmnx HacTpoek - nopt SIP yepes UDP/TCP/TLS - cepsep
TenecgoHun OypeT nepesanylieH, TeKylie BbI30Bbl OyaeT npepBaHbl.

O6wme HacTponku cepeepa TenedoHUU

(]

Opausep kaHana SIP no3sonseT BbibpaTb MOAY/Ib peann3aumm npotokona SIP, koTopbin byneT
ncnonb3oBaTbCs cepsepoM TenedoHun NKC. JocTynHO ABa KaHasbHbIX Apansepa: chan_sip 1
chan_pjsip

Boibop fpansepa chan_pjsip coxpaHseT TekyLlee noseaeHne Moayna tenedoHun n obecrneynsaer
NoYTK Takon xe yHKUnoHan TenedoHun NKC, kak ecnm bbl oHa paboTana Ha chan_sip. OgHako,
HeKOTOpble NapaMeTpbl BCE XXe 0TIMYaTCA. B 3aBUCMMOCTY OT BbIGPaHHOr0 KaHabHOro ApaiBsepa,
CTAHOBATCSA HEAOCTYMHbI HEKOTOPbIE OMUMUKN BO BCEM MOZYe ip-TenedoHnn.

OTnn4yna B HaCTpOI7IKe BHELWHNX KaHa/10B:

e Onuwuw insecure, canreinvite n CTpoka perncTpaymy LOCTYNHblI TONbKO 415 Moayns chan_sip.
e Onumsa direct_ media [OCTyNHa TOJIbKO Ansa Mmoayna chan_pjsip. Onuna onpenenseT, MOryT un
MeOnagaHHble nepenaBaTbhCA HANPSAMYIO MeXAY KOHEeYHbIMU To4YkaMmn. Ecnm no, To Bce RTP

NOTOKWN NpoxoaaT Yyepes Asterisk

OTnn4ms B 06LWLMX HACTPOMKax TenedoHuN:
e Onuma SRV lookup pocTynHa ToNbKO ANna Mmoayns chan_sip.

Kpome Toro, KoHgepeHumn C pexxumoM pacnpeneneHns snaeo SFU n xphone paboTaloT TONbKO Ha
KaHaJlbHOM Opansepe pjsip.

BaxxHo! NMocne cMeHbl HACTPOUKM ApanBep KaHana SIP cepsep TenecdoHun dyger
nepesanylleH, TeKyliue Bbi30Bbl OyaeT npepBaHbl/He 0OpaboTaHbl. TekyLiue peructpauum
TPaHKOB He OyayT npepBaHbl, HEOOX0AMMO BCEM BHYTPEHHUM/BHELUHUM TPaHKaM 3aHOBO
nepenoaKNoYUTbCA U NepeperncTpmpoBaThCa Ha cepBepe (T.e. BCEM BHYTPEHHUM
TenedoHaM HeobxoauMO 3aHOBO nNoaknYuTbCA K «MKC», a B cnyvyae npodbnem ¢
npoBanpepom TesnedoHUN NepenoaKalovuTb ero).

MNone «BpeMa oXxupaHua oTBeTa» MNo3BosigeT 3ajaTb NepUoL BPEMEHU, N0 NCTEYEHMUN KOTOPOro
cepep TesiehoHMM NocymTaeT aboHEHTa HEOTBETMBLUUM Ha 3BOHOK M NepeBeET 3BOHALLEr0
aboHeHTa B cnenyowmn Habop npasua. Bpems no-ymonyanuio - 30 cekyHa. HekoTopble npaBuna
TenedoHnM No3BONAIT NepeonpenenTs 3TO BpeMs 415 KOHKPETHOro npasuna.

®nar «<Mcnonb3oBaTtb BLF» BkaoYaeT nogaepxky qyHkuum Busy Lamp Field, no3sonsioLlyto B
peasibHOM BPEMEHN 0TC/IeXMBaTh COCTOSHMA aboHeHTOB ATC (3aHAT/cBO6OAEH). BaXKHO: KOHEYHOE
obopypoBaHue (TenetoHHbIN annapaT) AOJKHO NOAAEPXKMBATbL 3TY YHKLUMIO.

®nar «SRV lookup» akTusmpyet DNS-nouck SRV-3anucen. HegoctyneH npu Beibope chan_pjsip B
KayecTBe Apansepa kaHana SIP. SRV-3anncy DNS - 370 CpeACcTBO 3afl@aHUSA IOrMYECKMX pa3peLlnMblxX
agpecos. [03BosISeT NepeHanpasAThb Bbli30Bbl B pa3Hble TOYKM 6e3 HeobX0AMMOCTM U3MEHEHUS
normyeckoro agpeca. icnonb3osaHue SRV-3anucen oTKpbiBaeT AOCTYM KO MHOMMM NpeumyLlecTsam
DNS, Torga Kak ux oTKJto4eHue inwaeT BO3MOXXHOCTU pa3MellaTb SIP-BbI30Bbl Ha OCHOBaHMWU
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JIOMEHHbIX MMeH. B HacTosLee BpeMsa noaaep>xka SRV-3anucen B TeneOHUN HECKOJIbKO
Hea(hekTMBHa. CnefyeT y4MThIBaTh, YTO €C/IM BO3BPALLEHO HECKOIbKO SRV-3anucen, cnyxba bynet
NCMOJIb30BaTb TOJIbKO MEPBYIO N3 HUX.

FonocoBas nouyTta

NMepeappecauus BbLI3OBOB

(=]

Be3ycnoBHas nepeaapecaums

J[laHHaa onuus NO3BONAET NepeBecTy BXOASALWMA 3BOHOK, NpeAHa3HaYeHHbIN 0AHOMY abOHEHTY,
Apyromy aboHeHTY, Noka NpoMCXoauT 3BOHOK. 119 3TOro Heobxoanmo HabpaTb HOMep Be3yCIOBHOM
nepeagpecauun, a 3aTemM HoMep Apyroro aboHeHTa. [LoXXMaaTbCA OTBETa BTOPOro aboHeHTa He
HY>XHO.

OObI4Has nepeagpecaums

JaHHas onuma No3BoaseT NepeBecTy BXOAALLMIA 3BOHOK, NpeAHa3Ha4YeHHbI 04HOMY aboHeHTY,
Apyromy aboHeHTY, NoKa NPOMCXO0AUT 3BOHOK. 1719 3TOro Heobxoanmo HabpaTb HOMep ANs
nepeagpecauun, a 3aTemM HoMep Apyroro aboHeHTa, f0XAaTbCA 0TBETa BTOPOro aboHeHTa n 3aTem
NONOXUTb TPYOKY y cebs.

NMepexBaT BbI3OBOB

(]

MepexBaT B paMKax rpynnbi

JaHHas onums No3BoiseT OTBETUTb Ha BXOASALLMNIA 3BOHOK, NpeAHa3HaYeHHbI 0AHOMY abOHEHTY,
apyromy aboHeHTY, Noka NpouCXoAuT 3BOHOK M TpybKa He cHATa. 3To yA0bHO B TOM Cliyyae, ecniun
BTOpOW abOHEHT BMAMT, YTO NEPBOro HET Ha MecTe. YTobbl MepexBaTUTb BbI30B, NPeAHa3HaYeHHbIN
apyromy aboHeHTYy, Heo6X0aMMO BBECTY BO BPEMS 3BOHKA HOMep *8. KoMbMHaLMI0 KnaBuLl s
nepexBaTa Bbl30Ba MOXHO MOMEHSThb B Nosie «HoMep pnsA nepexsarta».

Ba)XHO: nepexBaT Bbi30Ba OCYLLECTBJIAETCA TOJIbKO B Npeaesiax OAHON rpynnbl TenedoHHbIX
HoMepoB!

(x]

HanpuMep npu usobpa>keHHOU CTPYKType HOMEpPOB:
Bbi30B, MOCTYNUBLUMIA Ha HOMep 155 MoryT nepexBaTuTb T0AbKO 156 n 157.

BbI30B, NOCTYNMBLUUIN Ha HOMep 223 MOryT nepexsaTuTb ToNbKo 322, 007 n 111.
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Homep 777, HaxoOAWMIACA Ha BEPXHEM YPOBHE, MOXKET MepexBaThiBaTb BCE HOMepa.

HaﬂpaBHEHHblﬁ nepexsart

3TOT TWN nNepexBaTa 3BOHKOB NpeAHa3Ha4YeH A5 nepexsaTa BXOAALIEro 3B0HKa Ha KOHKPETHbIN
BHYTPEHHWIA HOMEP BHE 3aBMCUMOCTW OT FPynMbl BHYTPEHHUX HOMEPOB.

YT106bl NEpexBaTWTh BbI30B, MPeAHA3HAYEHHbIA APYroMy aboHEHTY, CO CBOero TenedoHa
Heob6Xx0aMMO BBECTW BO BPEMS 3BOHKa KOMOMHALMIO * * (OBe 3BE3[104KM - MO YMOJIYaHUIO) +
BHYTPEHHWIA HOMep Bbi3biBaeMoro aboHeHTa. KoMbuHaLMio KnaBuLl A8 HanpaB/ieHHOro nepexsaTa
BbI30Ba MO)XHO NMOMeHSATL B Nnosie «<HoMep Ang HanpasJsIeHHOro nepexsaTa».

dakchbl

(]

®nar «Moapepxka T38» BKJOYaeT NognepXxKy cTaHfapTa T.38 ons nepefayvm akCUMUIIbHbBIX
coobLeHmnn.

Mone «O6Hapy>xeHUe oWMUOBOK» NMo3BOSET BbIOPaTh TUM KOPPEKTUPOBKMN BXOASLLMX COOOLLEHNIA:

e 3HayeHne«Redundancy» - Redundancy error correction - ncrnpasniieHme owmbok n3bbITOYHOCTH
e 3HaveHune«FEC» - Forward error correction - npsaMoe ncnpassieHne owmnbok
» 3Ha4yeHune «He 3a4aHo» - He NMPOBEPATb COOOLLEHNS Ha Hann4Yme OLWmnOOK.

Mone «MakcuManbHbIK pa3Mep NakeTa» Mo3BOJISET ONPEAENNTb MaKCUMaslbHbIA pa3Mep
coobLieHus.

®nar «KoHBepTupoBaTb NpuHATbIe pakcbl B PDF» npefHa3HavyeH ans onpepeneHns opmaTta
thannos. Mo ymonyaHuio BCe hakCuMUbHble coob3LeHuns dyayT nmeTb opmart tiff

NAT

NaHHbIn 610K 0OTBEYAET 3@ HAaCTPOMKY NOBEAEHUS MOAYNA TeneoHNN, eCiv OH HaxoamnTcs 3a NAT.

(]

®nar «cnonb3oBatb NAT» BKtOHaeT npeobpasosaHue IP-agpecos BHyTPM NaKeTOB TenegoHUN.
Ana koppekTHoM paboTbl 3TOro 6s10ka, HEOOXOAMMO yKa3aTb BHYTPEHHMNE JIOKaJlbHbIe CeTU U
BHewwHun IP. B none «IP-appec» - HeobxoanMmo yka3aTb BHeLWHWI IP-agpec, ncnosib3yemelin gns
npeobpa3soBaHus IP-agpecos B 06paboTke SIP, ecnn NyHKT Ha3HayvyeHus SIP-coobuieHnin HaxoanTcs 3a
npepenamu IP-ceTu, onpegeneHHon B none «CNMcoK ceten». Takum obpasom, Bce yKasaHHbIe B
3TOM noJsie ceTu cepeep TenedoHun byaeT cynTaTh NOKANbHBIMU, ANA HAX He By YT NPUMEHATbCS
npaswusa npeobpasoBaHua IP-agpecos BHYTpY NakeTos IP-TenedoHuN.

MouToBbLIN CepBep
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HaHHbIn 610K OTBEYAET 3@ HAaCTPOMKY NepechbiiKK hakCoB, yBeAOMEHU 1 COOOLLIEHNIA FOTIOCOBON
NoYThI.

=]

Heobxoanmo BbibpaTh, Kakon cepeep byaeT NCNonb30BaThbCS AN OTMPABKM NMUCEM: MOYTOBLIN
cepsep VKC nnn BHewHnin SMTP-cepsep. B nepBom ciy4yae A0CTaTOYHO YKa3aTb B rnose «Appec
oTnpaBuTena» OAUH N3 NOYTOBLIX a4 pecoB, co3haHHbIX B MKC. Bo BTOpoM Heob6Xx04MMO 3anoHNTb
nons «<SMTP-cepBep», «MopT», «JlornH», «Maponb» N «Appec oTNpaBUTENA», @ TaKXe, eC/n
HeobxoauMo, yCTaHOBUTL hnar «SSL».

Kopeku

B naHHOM 6/10ke MOXHO BbIOpPaTh ONpeAeneHHble NCMOb3YEMbIE MOAYEM TENEDOHNN KOJEKUN ANst
BCEX HOMEPOB, 3aAaHHbIE MO-YMONYAHWIO.

B neBom cTonbue «Mcrnosib30BaTb» NepevncsieHbl KOLEKMN, KOTOPbIE NCMOJb3YHOTCS BCEMU HOMEpPaMMU,
€C/IN He 3a[jaH0 MHOE B HACTPOMKaxX OTAeNbHbIX HOMepPOB. MopPSAAOK CeloBaHNS KOAEKOB B 3TOM
cTonbLe nMeeT 3HaYeHME - KOLEKW, PAcrooXKEHHbIE BBEPXY UMET 60NbLUNIA NPUOPUTET, YEM
HVXHME. NHbIMU CnoBaMu, CMIMCOK KoZlekoB ByaeT npeacTaBieH yaaleHHON CTOPOHE BO BPEMS
YCTaHOBJ/IEHUSI CEaHCa CBA3W B MOPSIAKE UX CNefOBaHUS B 3TOM CMNCKE.

[OCTynHbIE, HO HE UCMONb3yeMble MoAYIeM TenedoHMA KOLEKUN, NepeyvncsieHbl B NpaBom ctonbue
«JloCTynHbIE KOgEeKn»

=]

Moaynb TeneoHmn B UKC nogaep>xmBaeT c/iefyoLline KoLeku:
Aynno:

e G.711 a-law
e G.711 u-law
e G.723

e G.726

e G.729

e Opus

e GSM

Bupeo:

e H.264
e VP8
e VP9

Ina paboTbl BUAE03BOHKOB Heobxoanmo fobasuTh B cTonbel «icnonb3oBaTb» X0TA Obl 0OAUH
BMOEOKOdEK

Ina paboTbl Xxphone pekoMeHAyeTCS UCN0JIb30BaTb cieayowmnin Habop kogekos: G.711 a-law, Opus,
VP8, VP9
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Menoausa npu ygep>XaHum Bbi3OBOB

B naHHOM 6/10Ke yKa3biBaeTCs Menoans, kotopas byneT BOCMPOM3BOANTCS 3BOHSALEMY NPW
yLep>KaHuu Bbi30Ba

=]

Ons 3arpy3ku Menoaun Heo6xoanMMo Ha)kaTb KHOMKY «3arpy3nTb HOBYO MENOANIO» U BbIOpaTb
3BYKOBOW ¢haiini. Mocse 3arpy3kn MeAoAmMio MOXKHO NPOCyLWaTb AN YAAANTb C MOMOLLbIO
COOTBETCTBYOLWMNX (YHKLMOHAbHBIX KHOMOK.
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