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Captive Portal

Moaynb «Captive Portal» pacnonoxeH B MeHto «llonb3oBaTenn n ctatucTuka». JaHHbIN MOAY /b
npefocTaBsigseT BO3MOXHOCTbL aBTopu3auunn MNonb3osaTtenen Ha «MKC» ansd goctyna K ceTu
NHTepHeT, a Takxe obbeanHseT B cebe HAaCTPOMKY M PYHKLMOHANIbHOCTb Tpex cepBucos: SMS-
aBTOpM3aLmu, Beb-aBTOpM3aLLIMM U aBTOpPU3aLLMK Mo 3BOHKY. Bce TCP 3anpockl Ha nopTbl 80 1 443 oT
BCeX Hen3BeCTHbIX [onb3oBaTesien nepexsaTbiBaeT PaepBo 1 NepeHanpasnseT B MOAYyb captive
portal. He aBTopn3oBaHHOMY [o/ib30BaTENIO BbILAETCSA OKHO aBTopM3auum B bpaysepe, CTOUT
OTMeTUTb, YTO He BCce bpay3epbl CNOCOOHLI aBTOMATUYECKM BblAaTb OKHO aBTOpM3auunu captive
portal. B naHHOM cny4ae, MNonb3oBaTenb fo/mKeH 06paTntbca Ha: <IP_ICS>:81/portal/. LaHHbIN
MOLYJIb COAEPXMT NATb BKNafoK: «Captive Portal», «HacTpoinkn», «AKTUBHbIE CECCUM»,
«3abnoknpoBaHHble HOMepa», «XKypHan».

Captive Portal HacTpoiiku AKTHBHBIE CECCHM 3abnoKWpoBaHHbIE HOMEpa HypHan

Captive portal JAMyLLEH
OTBS43ET 33 38TOPU3ALIMID NONL30BaTENEN Yepes Beld cTpaHuLy

BrikmoumTe
Hlypuan S s
startad
locale loaded

config loaded
[http]: is listening on 127.0.0.1:60180
[https]: is listening on 127.0.0.1:60181
[MpumeyarHne. Ons ynobctea, BMecTo obpaweHnsa <IP_ICS>:81/portal/ Ha «MKC» BO3MOXHO c034aTb

BUPTYaJibHbIA XOCT C NepeHanpassieHneM. Takum obpa3som Monb3oBaTenb byaeT obpallaTbcsa Ha
NOKasbHO CO3[l@aHHOe LJOMEHHOe 1MS, HO nonagaTh Ha <IP_ICS>:81/portal/.

MpumeyvaHme. NMepeHanpasneHne Ha Captive Portal n3 DMZ ceTen paboTaTb He byaer.

Ha Bknanke «Captive Portal» npeacTaBneHbl: CTaTyC cepBepa aBTOPU3aLIMM (3anyLLEeH/BbIKIOYEH/HE
HACTPOEH), KHOMKA «BKOYNTL» / «BbIKAYATE» 1 XKYPHAI COBLITUIA 3a TEKYLLYO AaTY.

HacTpounku

Ha Bknaake «HacTponkun» npeacrtaBneHa BO3MOXHOCTb BbibpaTb pexum paboTel Captive Portal, B
KavecTse cepsuca Web-asTopusauum (pnar «<ABTopusaumns no JIOrMHy/naposito»), B kKa4ecTse
cepsuca SMS-astopusauuu (dpnar «<SMS-aBTopusaumns»), B Ka4eCcTBe CepBuMca aBTopusaumm no
3BOHKY (thnar «ABTOpM3aLmMa NO 3BOHKY»), NN COBMeCTHas paboTa B ntobon kKombuHauuu.
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CepTudurar Bpema mW3HH cecoun

# Captive - 24 . 4

[N KOPPEKTHOr0 NepeHanpaBAeHns Ha CTpaHWULy aBTopu3auunmn, npu obpaleHunn Nonb3oBaTens K
https pecypcam, Heobxoaumo B none «CepTuduKaT» yCTaHOBUTb COOTBETCTBYIOLLNA KOHEYHbIN
CepPTUGUKAT, @ TakKXXe UCNONb30BaTb MPO3PadHbIA MPOKCHU.

Kaxablh aBTOpM30BaHHbIN Monb3oBaTens B Captive Portal coxpaHseTcs Kak ceccusi Ha ocHose MAC-
appeca Monb3osatens. NoeHTudukaumnsa no MAC-agpecy ncrnonb3yeTcsa BMECTO naeHTUduKaumm no
ip-anpecy, 4Tobbl n3bexxaTb Cly4aeB C NOAMEHON ip-aApeca UK CNyyYaes, Koraa ip-aapec eueé He
NCTEKLWeNn ceccnn Boigaétca gpyromy MNonb3osaTento no DHCP. Kaxaas ceccmsa MMeeT BPeEMS XKU3HM,
no NncTevyeHum KoToporo lMNosb3oBaTesib aBTOMATMYECKM pa3nornHusaeTcs. Takxe Captive Portal
Kaxayto 1 MuHyTy nposepsieT ARP K3 onepaunoHHon cnctemsl. Ecnim MAC-agpec aBTOpU30BaHHOIO
Monb3oBaTens OTCYTCTBYET B Kawwe, To Captive Portal cyntaeT, 410 Monb30BaTElb HEAKTUBEH U
aBTOMaTUYeCKmn pasnornHuneaeT ero. Ecnm MAC-agpecy 6bin1 npucsoeH apyrou IP-agpec, To cnyxba
Captive Portal obHoBNSIET Yy Cceccum IP-agpec, Npu 3TOM CECCMA He 3aKPbIBAETCS.

ABTOpM3auUuA NO JIOTMHY/NapoJIio

| ABTOPMZALLMA NO NOTHHY/ NapoIo

v SHHDETHTI: MHOMECTBEHHYHD aBETOPHW3IAUMED C OAHWM NMOTMHOM

Ecnum ycTtaHoBneH gnar «ABTopmu3aumsa rno JorMHy/naposo», To 3TO 03HavaeT, 4To B moayne «Captive
Portal» BkatoyeH 1 3anyLueH cepsep Beb-asTopusauun. Mpu nepsom obpalieHnn Monb3oBaTens K
Kakomy-nnbo pecypcy, emy byneTt npefsioXXeHOo BBECTW NIOMMH U Naposb, 3aKPENIEHHbIN 3a ero
y4yeTHoM 3anunceto B «MKC».

SMS-aBTOopu3auus
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v SMS-zeTOpMIALMS

HazHa4aTk afpeca NoALIDBATEMD BpeMa aeicTEMA Koga, oTNpaeneHHoro B SMS ™
oy

8 ApmunucTpaTop - 180 — Cex
MHTepean Mexmoy NOBTOPHBIMK NOMLITHAMK MaKCHManbHOS YHCN0 NONLITOK NOBTOPHOW OTNDABKH
OTNpaexM SMS° SMS nns ogHOro HoMepa

. Fa

5 " CEK. 3 "

Tekct SMS

Fog npoeepen {gode}

Ecnn ycTaHoBneH dnar «SMS-aBTopur3auus», To Mosb3oBaTenn byayT NpoxoanT aBTopU3aLmio Yepes
SMS.

Mone «HasHavaTb agpeca Nosib3oBaTenNto» ABnseTCa oba3aTensHbIM 1 TpebyeT Bbibopa 04HOMO 13
Monb3oBaTenen, 3aBefeHHblX Ha «MKC». aHHOMy lofb30BaTento, AN KaXX 40 HOBOW ceccun, byayT
BbllaBaTbCs AMHaMmyeckune IP-agpeca. Mone «Bpems AencTBus Koga, oTnpasaeHHoOro B SMS»
Nno3BONSET 3afaTb BpeMs AeCTBUTENIbHOCTY Koda B cekyHAax oT 60 o 999999. Ecnv spems
LEeNCTBUS Koda NCTEK0 U Ko He Bbia BBeAEeH, To Monb3oBaTento HeobxoaAnMo BHOBb 3aMpocuTb
KOA, Ha)XaB COOTBETCTBYIOLLYIO KHOMKY B (hopMe Beb-aBTopu3auunn. Mo yMon4aHMo B JaHHOM nose
ycTaHoBsieHo 180 cekyHa. MNone «NHTepBan Mexay NOBTOPHbLIMU MOMbITKAMWU OTNPaBKN SMS»
Nno3BONSET 3aAaTb BpeMs 610KMpoBKY KHOMKK «OTNpaBuTb CMC NOBTOPHO» (CM. HUXXE) ONS
Monb3oBaTens npu SMS-asTopu3saumun. 3Ha4yeHne, 3alaBaeMoe B laHHOM MoJie, He OOJIKHO
npeBbIlWaTb BpeEMSA AeNCTBMA Koda, oTnpasiaeHHoro B SMS. MNMone «MakcuManbHOe Y1UC10 NOMNbITOK
NOBTOPHOW OTNpaBku SMS g ogHOro HoMepa» No3BoJsiSeT 3a4aTb YACSI0 MOMbITOK MOBTOPHOM
oTnpaBkn SMS-coobLLeHnin, KOToOpoe MoXeT coBepwnTh MNosb3oBaTeNb A 0A4HOM0 abOHEHTCKOro
HoMepa. pun 3TOM BpeMsa Mexxay nonbiTKaMu byaeT BblYUCAATLCSA N0 (hopMysie: HOMep NoMbITKK *
«/HTepBan mexay NOBTOPHbLIMU NOMbITKaMK 0TNpaBku SMS». Ecnu lMNonb3oBaTens ncyepnan
yKa3aHHOe 4Y1CJI0 MONbITOK 0TNpaBkyu SMS-coobuieHunn, To eMy byaeT LOCTYNHa BO3MOXHOCTb
CMeHNTb aboHEeHTCKMIA HoMep ANns oTnpaBkK SMS. MNMpu cMeHe abOHEHTCKOro HOMepa YMCJI0 NOMbITOK
0bHynnTCA. Mone «TekCT SMS» - coaepXNT TEKCT oTNpaBasemoro coobuieHms MNMonb3oBaTento npu
aBTOopM3aLmun. [laHHoe cooblLieHme 0ba3aTeNbHO AOKHO coaepxaTh wabnoH - {code}. BmecTo
3TOro wabnoHa SMS-cepBep BCTaBUT YeTbIPEX3HAYHOE YUCIO.
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MapameTpw SMPP:

SMPP-cepeep ™ Mopt”
Fat
smpp.local 2775 >
Noruu/system_id Napone
mylogin (T ITYTITITIT Y] ]
source-addr-ton ’ source-addr-npi *
Y Fa
5 LY 1 L
dest-addr-ton” dest-addr-npi
.y Fa
1 LY 1 '

bnok «MapameTpbl SMPP». SMPP (Short Message Peer-to-Peer) - 3T0 NpOTOKOJI, UCNOJIb3yEMbIN B
«KC» pnsa nepenayn SMS-coobLyeHnin, ABASOLWMNCA YHUBEPCASbHbIM 1 Hanbosiee LWNMpoKo
NCMNOJIb3yeMbIM MPOTOKOIOM NMpu nepepayve SMS-coobuieHun mexxay SMSC (Short Message Service
Centers) n SMS application systems. BoNbLUIMHCTBO CEPBMUCOB, NPEAOCTaBAAOLWMNX BO3MOXXHOCTb
oTnpaBkn SMS-coobuieHnin, noagaepxneatoT SMPP-NpoTOKON Npu Nepenaye KOPOTKNX COOBLLEHWNIA.
Ana HaCTpoMKKM NoakKyYeHns HeobxoauMo 3anosiHMTb oba3aTenbHble nons: «SMPP-cepeep»,
«[MopT», «JlornH/system _id» n «Maponb».

3HaYeHnsa gONOJHUTENbHBLIX MapaMeTPoB NOAKNOYEHNSA «source-addr-ton», «source-addr-npi», «dest-
addr-ton», «dest-addr-npi» 0o/KHbI ObITb B JOKYMEHTaUun K nogkatodaemomy cepsepy SMPP. B
60NbLIMHCTBE CNy4YaEeB OHU TaKue:

source-addr-ton|5|source-addr-npi|1l
dest-addr-ton |1|dest-addr-npi |1

Jns NpoBEpKM NPaBMALHOCTY BBEAEHHbIX HACTPOEK, BO3SMOXXHO BOCMOb30BaTLCA (PYHKLMEN
TecToBoOW OTNpPaBKu. [1na 3Toro HeobxoAnMo HaxkaTb «lpoBepka oTnpaBky SMS». byaeT oTKpbITO
HOBOE AMasioroBoe OKHO, B KOTOPOM HeobxoAMMO BBECTU HOMep TeniedhoHa U TEKCT coobLyeHuns.
Mone «Homep TenedoHa» ABnseTCa 06A3aTeNbHbIM, BBOAUMbIE HOMEPA LO/KHbI UMETb C/IeAYOLNIA
opMaT - <KOA CTpaHbl NN BbIXOA Ha 30HOBYIO/MEXAYTOPOLHIO HYMepaLMo> <AeCATU3HAYHbIN
HoMep aboHeHTa B ONepaToOPCKON ceTn>. Bce BBOANMbIE HOMEPA A0JIKHbI COAEP>KaTb TONbKO
umndpbl (He MeHee oanHHaauUaTh), 6e3 ckobok n geduncos (Hanpumep, +79991112233 nnu
85554447799). None «TekcT SMS» aABnsieTca He 0653aTeNIbHLIM 1 MO3BONSET BBECTU U OTMNPaBUTb
nobon TekcT. Ecnm coobuieHne 6110 ycnewHo oTnpaBaeHo, To byaeT noka3aHo COOTBETCTBYOLLEE
cooblieHmne, nHavye otTobpaxeHa owmbka oTNpaBkmM € ee KogoM. Ba)kHo: OTnpaBKa TeCTOBOro cMc-
coobOLieHus OypeT npomMsBegeHa C UCMOJIb30BAaHUEM COXPAHEHHbIX HACTPOEK U NpHU
BKJIlOYEHHOM cnyxbe «Captive Portal».

ABTOpPM3aLMUA MO 3BOHKY
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| ABTOPWZALMA NO 3BOHKY

HazHayaTs agpeca NnonL30eaTento Mpoeaiigep TENeGOHMK ONA NPHEMA 3B0HKOE

2 Bacs - i Hoeelit nposaitgep SIP -
Homep ana 3somKa Bpema 0iMAAHHA 3B0HKA

B1234567799 180 - CEeH.

Mone «Ha3HayaTb afgpeca rnosb3o0BaTento». No3sonseT BolbpaTb 04HOro 13 Monb3oBaTenen,
3aBefeHHbIX Ha MKC. JaHHoMy Monb3oBaTento, 415 KaXKAon HOBOW ceccuu, By ayT BblAaBaTbCA
OnHamunyeckue IP-agpeca.

[Mone «lposavigep TenepoHnn a5 npuema 380HK0B». No3sonseT 3afaTb SIP-npoBangepa monyns IP-
TenegoHum MKC, koTopbin ByaeT oxxnaaTb BXOAALLNA 3BOHOK OT aBTOpU3yemMoro Mosib3oBaTens.
lMone «Homep A5 3B0HKa». [103BONAET 3a4aTb BHELHUA HOMEpP NpoBanepa, Ha KOTOpPbI
Heobxo4MMO COBEPLUMTL 3BOHOK aBTopu3mpyemMomy losib3oBaTento.

lMone «Bpems oxunaaHnsa 3B0HKa». N103BoNISIeT 3alaTb BPEMSA B CEKYHOAX, B T@YEHUM KOTOPOro
aBTOpU3MpyeMbIv [ob30BaTeNlb fOJ/KEH COBEPLLMNTL 3BOHOK Ha YKa3aHHbIA HOMep.

Mpouecc aBTOpM3aLLMM NPOXOAUT cnedyowmnm obpasom. ABTopusyemblin Monb30BaTe b YKasbiBaeT
HoMep TenetoHa, C KOTOPOro eMy Hy>XHO ByaeT No3BoHWUTL. Janee MNonb3oBaTens coBepluaeT
3BOHOK C BBEIEHHOr0 HoMepa Ha HOMep, yKa3aHHbI B NpurnaweHnn. Ecnm BHeWHMn BXOAALLNA
BbI30B, Npuweawnin Ha SIP-nposangepa moayna IP-tenedoHnn MKC, npuwien ¢ ykasaHHOro
Monb3oBaTeneM HoMepa, To Monb3oBaTeNb YCNELWHO aBTopu3yeTcs. Bbi3oB Npu 3ToM cbpacbiBaeTca
(Hangup), nHa4ve npoxoanT panblue no npasunam IP-tenegoHun NKC.

BBeneHHbIN Monb30BaTeNEM HOMEP COXpaHSAeTCs B cookies Bpay3epa, 4Tobbl 6bin0 yaoobHee ero
CMEHUTb Ha CTpaHuLLe BBOAA HOMepa. Homep B cookies XpaHWUTCS B TEYEHUW O HOWN CECCUN.

N3MeHeHue norotuna

Tak>Xe Ha JAaHHOW BKaAKe BO3MOXXHO U3MEHUTb MPUBETCTBEHHbIA IoroTmun ans SMS-agTopusaumm um
aBTOpM3auMM No NoruHy/naponto. Ong sToro HeobxoaAnmMo HaxkaTb «M3MeHUTb norotTun». byaer
OTKPbITO HOBOE AMANIOrOBOE OKHO, B KOTOPOM 0TOBPa3AaTCA: TEKYLMIA IOroTHA (MO YMOSTHaHMIO - 3TO
norotun «MKC»); KHoNKa «3arpy3uTb .png», A4 3arpy3kn HOBOro JloroTuna B oopmaTe png
(pekoMeHayeMmbIn pa3mep 3arpy>xaemoro norotuna 316*118 nukcenen); KHonka «BoccTtaHoOBUTL MO
YMO4aHW0», N03BOIAET BepHYTb noroTun «MKC»; KHOMKa «3akpbiTb», 3aKPbIBAET TeKyLlee
AManioroBoe OKHO.

Ona MNonb3osaTtens, npn SMS-agTopnsaunn, B bpaysepe byaeT OTKPbITO OKHO: C yCTaHOB/IEHHbIM
NOroTUNOM, C NoJIeEM KyAa Heobxoamnmo BBECTU CBON aboOHEHTCKMIA HoMep, B hopMaTe 0603HAYEHHOM
Bbllwe, 1 KHonKa «Mony4ynte CMC ¢ kogom». lNpu BBeLEHNUM HOMEpPA B YKa3aHHOM hopMaTe U
Ha)aTumn Ha KHonky «[Mony4nte CMC c kogom», Monb3oBaTento byaeT otnpasneHo SMS-coobuieHne
C KOOOM, NOJly4YeHHbIN KoL Heobxoamnmo BBeCTU B none «Beeante koa ns CMC». Mpwn BBeAeHUN
npaBunbHOro koaa, Monb3osatento byaeT BblAaH AUHaMU4eckun IP, a cam MNonb3oBaTesib
aBTopu3osaH Ha «KC» n nony4nT poctyn K cetn IHTepHeT. Ecnn MNonb3oBaTesib He CMOr BBECTU
KOZ 3a OTBeJEeHHOe BpPeMs, TO OH MOXET 3anpoCuTb KO MOBTOPHO HaXXaB Ha KHOMKY «OTNpaBuTb
CMC noBTOpPHO» NN M3MEHUTb aBOHEHTCKUI HOMEP, HaXXaB Ha KHOMKY «/3MeHNTb HoMep>».
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IP-appeca Nonb3oBaTeneun

Ip-appec MonszoBaTens

192.168.17.62
IyHamMuHeckuid ip-agpec (eeb-aeTopuzaums) & AoMuHKMCTpaTop

Mac-appec: d8:cb-8a:7d:0b:4a
ByoeT oTrnioMeH vepes 23 Yaca 59 MuHyT 43 ceryHIb

OTHMYHMTE

Ha BkJlagke «AKTUBHbIE CeCCUM» 0TODPaXatoTca TeKyLine ceaHchl Monb3oBaTeNIen aBTOPU30BaAHHbIX
yepes Captive Portal c NpUCBOEHHBIMW UM AMHAMUYeCKMMU ip-afpecamu B «AKC».

Ha Bknagke «3abnoknpoBaHHble HOMepa» 0Tobpa)kalTca HoMepa aboHEeHTOB, KOTOpbIe NcHeprnanu
BCe MOMbITKN BBOAA KOoAaA. BNIOKMPOBKa, Ha AaHHble HOMEpa, YCTaHaB/IMBAETCA Ha BPEMS XKU3HU
ceccun. bNokupoBka MOXXeT B6bITb NPUHYANTENbHO CHATa Monb3oBaTenem «MKC», umerowmnm
aOMUHUCTPATUBHbIE NpaBa.

XypHan
01.112019-01.11.2019 CerogHa Hepens Mecay Ipyroi nepuog ~ =
X Swcnopr YOanuTE NorK Q
J
started
locale loaded

config loaded
[http]: is listening on 127 .0.0.1:60180
[https): is listening on 127.0.0.1:60181

[webauth]: auth [ip: 192.168.17.62. mac: d&:ch:8a:7d:0b:4a, user: AgMuHMcTpaTop] successtull

Ha Bknazke «KypHan» oTobpa)kaeTcst CBOAKa BCEX CUCTEMHbIX COOBLLEHMNIA COOTBETCTBYHOLLMX
CepBepoOB C YKa3aHWeM AaTbl U BpeMeHU. XKypHan pa3fesieH Ha CTPaHWLbl, KHOMKaMmn «Bnepea» 1
«Ha3aA» BO3MO)XKHO NEPEXoanTb CO CTPaHULbI Ha CTpaHuuy, mbo BBECTU HoMep TpebyeMol
CTPaHULbI. 3anucy B KypHase BblAEeNA0TCA LLBETOM B 3aBUCUMOCTU OT BUAa coobLLeHns. ObblYHble
COO0DLLEHNS CNCTEMbI OTMeYeHbl 6ebiM LBETOM, COOOLLEHUS O COCTOSHUM CUCTEMBI
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(BKNIOYEHMe/BbIKI0YEHME, NOAKI0YEHNE MO/b30BaTeNs) - 3e/1eHbIM, NPefyNpPeXXAeHNUS - XXeNTbIM,
OLWMBKM - KpaCHbIM. B MpaBoM BepxHeM yriy XypHana HaX0AUTCSA CTPOKa NonUCKa. A Takxe
BO3MOXXHOCTb Bbibopa nepuofa otobpaxkeHns xxypHana cobbiTuid. 10 yMOA4aHMIO XXypHan
oTobpaxaeT cobbiTna 3a TekyLwyto AaTty. Mpn HeobXxoANMOCTN MOXHO COXPaHUTb AaHHble XXypHaia B
(haisl, HaXxaB KHOMKY «3KCMOPT» WK YAANUTb AaHHbIE XXYpHana, 3a ornpefesieHHbI Nepunos, Haxas
KHOMKY «YAanuTb N0rn».
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