2025/11/30 07:51 1/4 Captive Portal

Captive Portal

[aHHaa cTpaHuua akTyanbHa ana sepcumn UKC 6 m Bbiwe!

Moaynb «Captive Portal» pacnonoxeH B MeHto «lMonb3oBaTenn n ctatucTuka». JaHHbIN MOAY /b
npenocTassiseT BO3MOXHOCTb aBTopm3aunn Nonb3osaTtenen Ha «MKC» ons noctyna K ceTu
NHTepHeT, a Takxe 06beaunHsaeT B cebe HaCTPONKY U PYHKLMOHANLHOCTbL ABYX CepBepoB: SMS-
aBTopm3aummn n seb-asTopusaummn. Bce TCP 3anpockl Ha nopTbl 80 1 443 0T BCEX HEU3BECTHbIX
Monb3oBaTenen nepexsaTbiBaeT (haepBoa 1 NepeHanpasaseT B MoA4yb captive portal. He
aBTOpPM30BaHHOMY Nosib30BaTEN0 BbIAAETCA OKHO aBTOpU3auny B bpay3sepe, CTOUT OTMETUTb, HTO He
BCe Bpay3epbl CNoCobHbI aBTOMaTUYECKM BbiAaTb OKHO aBTopm3aLmm captive portal. B gaHHOM
cnyyae, Nonb3oBaTenb fo/KeH 0bpaTuTbes Ha: <IP_ICS>:81/portal/. aHHbI MOAY b COOEPXUT
NsaTb BKNafok: «Captive Portal», «HacTponkn», «<AKTUBHbIE cecCun», «3abOKMPOBaHHbIE HOMEpPa»,
«XypHan».

[

[MpumeyarHne. Ons ynobctea, BMecTo obpaweHnsa <IP_ICS>:81/portal/ Ha «MKC» BO3MOXHO c034aTb
BUPTYasbHbIA XOCT C NepeHanpasfeHnemM. Takum obpasom Monb3osaTens bynet obpawtatbcs Ha
NOKasbHO CO3[jlaHHOe LJOMEHHOe 1MS, HO nonagaTh Ha <IP_ICS>:81/portal/.

MpumeyaHume. NepeHanpasneHue Ha Captive Portal ns DMZ ceten pabotath He BygeT.

Ha Bknanke «Captive Portal» npeacTaBneHbl: CTaTyC cepBepa aBTOPU3aLIMM (3anyLeH/BbIKIOYEH/HE
HACTPOEH), KHOMKA «BKOYNTL» / «BbIKAOYUTL» 1 XKYPHAN COBLITUIA 3a TEKYLLYO AaTY.

HacTpounku

Ha Bknagke «HacTponkun» npefcTaBieHa BO3MOXHOCTb BbiOpaTh pexum paboTtel Captive Portal,
TOJIbKO B KayecTBe cepsepa Web-aBTopusauunu (hnar «ABTopusaLms no JIOrnmHy/naponio»), ToJbko B
KayecTBe cepBepa SMS-aBTopusauun (pnar «SMS-aBTopusaumnsa») nnm coBMecTHas paboTta B
KayecTBe [IByX CepBepoB.

4]

N5 KOPPEKTHOrO NepeHanpaBieHns Ha CTPaHKLY aBTopm3auun, npy obpalleHnmn Monb3oBaTens K
https pecypcam, Heobxoammo B nosne «CepTUPUKaT» YCTaHOBUTb COOTBETCTBYIOLLNIA KOHEYHBbI
CepPTUGMKAT, @ TaKXXe UCMO0/Ib30BaTb MPO3PaYHbIi MPOKCH.

Kaxablh aBTOpM30BaHHbIN Monb3oBaTens B Captive Portal coxpaHseTcs Kak ceccusi Ha ocHose MAC-
agpeca Monb3osatens. NoeHTudukaumnsa no MAC-agpecy ncrnonb3yeTcs BMECTO naeHTUduKaumm no
ip-agpecy, 4Tobbl n3bexxaTb Cay4YaeB C MOAMEHON ip-afpeca uan CNlyvaes, KOraa ip-agpec eulé He
NCTEéKLWwen ceccnn Bolgaétca gpyromy MNonb3osaTento no DHCP. Kaxaas ceccma MMeeT BPeEMS XKU3HM,
Mo ncTe4yeHmm Kotoporo MNosib3oBaTeNb aBTOMaTUYECKN pa3soruHusaeTcs. Takxke Captive Portal
Kaxayo 1 muHyTy nposepsieT ARP K3 onepaunoHHon cuctemsl. Ecnn MAC-agpec aBTOpU30BaHHOMO
Monb3oBaTens oTCYyTCTBYeT B K3wwe, To Captive Portal cyntaeT, 4To MonNb30BaTe/lb HEAKTUBEH U
aBTOMaTU4YeCcKun pasniornHueaeT ero. Ecnu MAC-agpecy bbi1 npucsoeH apyrou IP-agpec, To cnyxba
Captive Portal obHoBNSIET Yy Cceccum IP-agpec, Npu 3TOM CECCMA He 3aKPbIBAETCS.
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ABTOpM3auUuA NO JIOTMHY/NapoJiio

=]

Ecnn ycTaHoBneH hnar «ABTopu3aLuns nNo JIOrMHy/naposto», To 3TO 03Ha4aeT, 4To B moayne «Captive
Portal» BkntoYeH 1 3anyLleH cepeep Beb-aBTopm3aunn. Mpn nepsom obpalleHnmn Monb3oBaTens K
Kakomy-nnbo pecypcy, emy byaeTt npefanioXXeHo BBECTM NIOFMH MU Napob, 3aKPEMNIEHHbIN 3a ero
y4eTHoW 3anuceto B «MKC».

SMS-aBsTopu3saumsa

[x]

Ecnn ycTaHoBneH nar «SMS-agTopusaumns», To MNonb3oBatenm 6yayT NnpoxoanT aBTOpPM3aLMIO Yepes
SMS.

Mone «Ha3HavyaTb afpeca Nonb3oBaTeNto» ABnseTca oba3aTtensHbIM 1 TpebyeT BoibOpa 0gHOro 13
Monb3oBaTenen, 3aBefeHHbIX Ha «MKC». [laHHOMY Mosib30BaTeNto, 418 KaXKA0W HOBOW ceccum, byayT
BbllaBaTbCs ANMHaMm4eckune IP-agpeca. Mone «Bpems nencTeus Koga, oTnpasaeHHoOro B SMS»
No3BOJISET 3a4aTb BPEMS OENCTBUTENbLHOCTY Koda B CeKyHAax oT 60 go 999999. Ecau Bpems
LENCTBUS Koa NCTEK0 1 Ko He Bbin BBeAeH, To Monb3oBaTento HeobxoAnMO BHOBb 3anpocuTb
KOA, Ha)KaB COOTBETCTBYIOLLYIO KHOMKY B hopme Beb-aBTopm3aumn. Mo ymonyYaHuio B LaHHOM none
ycTaHoBneHo 180 cekyHA. Mone «MHTepBaa Mexay NOBTOPHLIMU NOMbITKAMN OTApaBkn SMS»
No3BOJISIET 3afaTb BpeMsa 610KMPOBKU KHOMKK «OTNpaBuTb CMC NOBTOPHO» (CM. HUXE) Ond
MNMonb3oBaTens npu SMS-aeTopusaunmn. 3Ha4eHne, 3alaBaeMoe B IaHHOM NoJe, He OO0JIKHO
npeBsbIlWaTb BpeMa AeNCTBMA Koda, oTnpasneHHoro B SMS. MNMone «MakcuManbHOe 41MC10 NOoMnbITOK
NOBTOPHOW OTNpaBku SMS s ogHOro HoMepa» No3BoJsiseT 3a4aTb YMUCSI0 MOMNbITOK MOBTOPHOW
oTnpaBkn SMS-coobLLeHNA, KOTOPOE MOXKET CoBepLLNTbL Monb3oBaTeNb AN 04HOr0 abOHEHTCKOro
HoMepa. MNpun 3TOM BpeMsa Mexay NnonbiTkaMum byaeT BbIYUCAATHCA NO (hOpMyie: HOMEpP NOnbITKK *
«/HTepBan mexay NOBTOPHbLIMU NOMbITKaMK 0TNpaBku SMS». Ecnu lMNonb3oBaTens ncyepnan
yKa3aHHOe Y1C/0 NoMbITOK 0TrpaBkyn SMS-coobuieHnid, To eMy ByaeT AOCTynNHa BO3MOXHOCTb
CMeHNTb aboHeHTCKNA HoMep Ans oTnpaskn SMS. Mpu cMeHe abOHEHTCKOro HOMepa YMUCI0 NOMbITOK
0bHynnTCA. NMone «TekcT SMS» - COQEePXNT TEKCT 0TNpaBaseMoro coobleHns MNosb3oBaTeNO NpK
aBTopum3aumun. laHHoe coobuweHune oba3aTensHO fO0KHO coaep)kaTh wabnoH - {code}. BMmecTo
3TOro wabnoHa SMS-cepBep BCTaBUT YeTbIPEX3HAYHOE YUCIO.

=]

bnok «MapameTpbl SMPP». SMPP (Short Message Peer-to-Peer) - 3T0 NpoTOKOJ1, UCNOJIb3yEMbIV B
«MKC» pns nepepgayn SMS-coobeHnn, ABNAOWMACS YHUBEPCaNbHLIM U Hanbonee WMPOKO
NCNOJIb3yeMbIM NPOTOKOIOM Npu nepenayve SMS-coobuieHnin mexay SMSC (Short Message Service
Centers) n SMS application systems. BonbLWMHCTBO CEPBMNCOB, NPEAOCTABASIOLNX BO3SMOXXHOCTb
oTnpaBku SMS-coobeHnn, nogaepxusatoT SMPP-NpoTOKON Npu nepefadye KOPOTKMUX COOBLLEeHNNA.
Ona HaCcTponKK NoakyYeHns HeobxoauMo 3anosiHMTb obsa3aTensHble nons: «SMPP-cepeep»,
«MopT», «JlornH/system_id» n «Maposib».

3HaYeHnsa QONOJHUTENbHBLIX MapamMeTpoB NOoAKMOYeHNS «source-addr-ton», «source-addr-npi», «dest-
addr-ton», «dest-addr-npi» gomKHbI 6bITb B IOKYMEHTaLUKN K NoakKAo4aeMomy cepsepy SMPP. B
00/IbLUMHCTBE C/ly4aeB OHU Takue:
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source-addr-ton|5|source-addr-npi|l
dest-addr-ton |1l|dest-addr-npi |1

[Nna NpoBepKM NPaBUIbHOCTM BBEAEHHbIX HACTPOEK, BO3MOXHO BOCMO0J1Ib30BaTbCA PyHKLMEN
TeCTOBOW OTNpaBkuW. [11a 3Toro HeobxoamMMo HaxkaTb «[lpoBepka oTnpaBku SMS». byfeT 0TKpbITO
HOBOE [1ajsioroBoe OKHO, B KOTOPOM HeobXoAnMO BBECTU HOMep TenedoHa 1 TEKCT COobLLeHNS.
Mone «Homep TenegoHa» ABNseTCA 06A3aTeNbHbIM, BBOAUMbIE HOMEPA AO/KHbI UMETb C/IeAYOLNIA
hopMaT - <KOZL CTpaHbl WK BbIXO Ha 30HOBYIO/MEXAYTOPOLHION HYMepaunio> <aeCATU3HaYHbI
Homep aboHeHTa B ONepaTopCKon ceTn>. Bce BBOAMMbIE HOMEPA LO/IKHbLI COAEPXKAaTb TObKO
umnpsbl (He MeHee ogmMHHaauaTn), 6e3 ckobok n geducos (Hanpumep, +79991112233 nnn
85554447799). None «TekcT SMS» aABnsieTca He obsa3aTesibHbIM 1 MO3BONSET BBECTU U OTNPaBUTb
nobon TekcT. Ecam coobuieHne 6110 ycnewHo oTnpaBaeHo, To byaeT noka3aHo COOTBETCTBYOLLEE
coobuieHmne, nHave otobparkeHa owmnbKa OTNPaBKK C ee KOOOM.

N3MeHeHue noroTuna

Tak>Xe Ha JaHHOW BKaAKe BO3MOXXHO U3MEHUTb NPUBETCTBEHHbIA OroTmn ans SMS-agTopu3aumm um
aBTOpM3aLLMM NO NOruHy/naposo. 4nsg 3Toro HeobxoAnMMo HaxaTb «M3MeHnTb noroTun». byper
OTKPbITO HOBOE ANAaIOrOBOE OKHO, B KOTOPOM 0TOBOPa3sATCA: TEKYLWNIA IOroTA (MO yMOJTHaHMIO - 3TO
norotun «MKC»); KHoNKa «3arpy3uTb .png», OA4 3arpy3KM HOBOro JloroTuna B oopmaTe png
(pekomeHayeMbIN pa3Mep 3arpy»xaemoro norotuna 316*118 nukcenen); KHonka «BoccTaHOBUTL MO
YMOJIHaHMI0», M03BOSISET BEPHYTb orotmn «MKC»; KHOMKa «3aKpbiTh», 3aKPbIBAeT TeKyLlee
AMasioroBoe OKHO.

Ona Nonb3osaTens, npu SMS-agTopn3saunn, B bpaysepe 6yoeT OTKPbITO OKHO: C yCTAaHOBIEHHbIM
NOroTUNOM, C NoJieM Kyaa Heobxoamnmo BBECTU CBON abOHEHTCKMIA HoMep, B hopMaTe 0603HaA4YEHHOM
BbilWe, 1 KHornka «lony4yntb CMC ¢ kogom». [pyn BBEAEHUN HOMEpPA B YKa3aHHOM (hopMaTe ”
Ha)aTumn Ha KHonky «Mony4nte CMC ¢ kogom», Monb3oBaTento bygeT oTnpasneHo SMS-coobuieHne
C KOOOM, NOJly4YeHHbIN Ko Heobxoamnmo BBeCTU B none «Beeante ko ns CMC». Mpn BBeAeHUN
npaBWJIbHOro KoAaa, Monb3osaTento bynet BolAaH AuHamMmuyeckun IP, a cam MNMonb3oBaTesb
aBTopu3osaH Ha «KC» n nony4nT poctyn K cetn NHTepHeT. Ecnn MNonb3oBaTeslb He CMOI BBECTU
KOZ 3a 0TBeJEeHHOe BpeMs, TO OH MOXKET 3arnpoCcuTb KO NOBTOPHO HaXKaB Ha KHOMKY «OTnpaBuTb
CMC noBTOpPHO» AN N3MEHUTb abOHEHTCKUIA HOMEP, HaXKaB Ha KHOMKY «/I3MeHNTb HoMep».

IP-appeca Monb3oBaTtenen

(]

Ha BkJlagke «AKTUBHbIE Ceccum» 0TobpaxatTca TeKyLine ceaHcbl Monb3oBaTeIen aBTOPU30BaAHHbIX
yepe3s Captive Portal c NpUCBOEHHBIMW UM AMHaAMUYeCKMMU ip-afpecamu B «AKC».

Ha Bknagke «3abnoknpoBaHHble HOMepa» 0Tobpa)kalTca HoMepa aboHEeHTOB, KOTOpbIE NcHeprnanu
BCe MOMbITKM BBOAA KOoAaA. BNIOKMPOBKa, Ha AaHHbIe HOMEepa, YCTaHaB/IMBAETCA HA BPEMS XKU3HU
ceccun. bNokupoBka MoOXXeT b6biTb NPUHYANTENbHO CHATa Monb3oBaTenem «MKC», umerowmnm
aOMUHUCTPATUBHbIE NpaBa.
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XypHan
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Ha Bknagke «XXypHan» oTobpa)kaeTca CBoAKa BCEX CUCTEMHbIX COOOLLEHNIN COOTBETCTBYIOLLMX
CEPBEPOB C YKa3aHWEM AaThbl U BPEMEHM. XXypHan pasfesieH Ha CTPaHWULbl, KHOMKaMmn «Bnepen» u
«Ha3afj» BO3MOXXHO NepexoanTb CO CTPaHULbI Ha CTpaHuuy, nbo BBeCTU HOMep Tpebyemon
CTPaHULbl. 3aNNCK B XXYPHae BbIAENSIOTCA LBETOM B 3aBUCUMOCTU OT BUAa coobuieHuns. ObblyHble
C006LLEHMSA CUCTEMBI OTMeYeHbl 6e/bIM LIBETOM, COOBLLEHNS O COCTOSAHUN CUCTEMBI
(BKNIOYEHME/BbIK/IIOYEHME, MOAK/IOYEHNE MOb30BaTENS) - 3€/1eHbIM, MPEAYNPEXOEHNS - XKENTbIM,
OLWMOBKM - KpaCHbIM. B MpaBOM BEPXHEM yriy XYypHana HaX0AMUTCS CTPOKa NOMCKa. A Takxe
BO3MOXXHOCTb BbibOpa nepmnoaa oTobpakeHus xypHanaa cobbiTuir. 10 YMONYaHNIO XXYPHaN
oTobpaxkaeT cobbITnA 3a TekyLwyto aaTy. Mpn HeEOBXOAMMOCTN MOXHO COXPaHUTbL faHHbIE XYpHana B
hann, HaxxaB KHOMKY «9KCMOPT» UM YAANUTb AaHHbIe XXYPHana, 3a onpeaesieHHbI Mepuno, Haxkas
KHOMKY «YaanuTb JIOrn».
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