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Captive Portal

[aHHaa cTpaHuua akTyanbHa ana sepcumn UKC 6 m Bbiwe!

Moaynb «Captive Portal» pacnonoxeH B MeHto «lMonb3oBaTenn n ctatucTuka». JaHHbIN MOAY /b
npenocTassiseT BO3MOXHOCTb aBTopm3aunn Nonb3osaTtenen Ha «MKC» ons noctyna K ceTu
NHTepHeT, a Takxe obbeanHseT B cebe HaCTPOMKY U PYHKLMOHANLHOCTL ABYX CepBepoB: SMS-
aBTopm3aummn n seb-asTopusaummn. Bce TCP 3anpockl Ha nopTbl 80 1 443 0T BCEX HEU3BECTHbIX
Monb3oBaTenen nepexsaTbiBaeT PaepBon U NepeHanpasnseT B MoAy/b captive portal.
HeaBTopm3oBaHHOMY [M0b30BaTENIO BbIAAETCSA OKHO aBTopm3auumm B bpay3sepe, CTOUT OTMETUTb, HTO
He BCe bpay3epbl CNOCObHbI aBTOMATUYECKN BblAaTb OKHO aBTopu3auun captive portal. B faHHOM
cnyyae, Nonb3oBaTenb fo/KeH 0bpaTuTbes Ha: <IP_ICS>:81/portal/. aHHbI MOAY b COOEPXUT
NsaTb BKNafok: «Captive Portal», «HacTponkn», «<AKTUBHbIE cecCun», «3abOKMPOBaHHbIE HOMEpPa»,
«XypHan».

Captive Portal HacTpoiiku AKTHBHBIE CECCUM 3abnoKWpOBaHHbIE HOMEpa HypHan

Captive portal 3AMyLLEH
OTeeyaeT 33 3BTOPUIALIMIO NONL20BATENEN Yepes Bed cTpaHuLy

BrismoumTe
Hlypuan L Ls]
startad
locale loaded

config loaded
[http]: 1s listening on 127 0.0.1:60180
[https]: is listening on 127.0.0.1-:60181
MpumeyarHne. Ons ynobctea, BMecTo obpaweHnsa <IP_ICS>:81/portal/ Ha «MKC» BO3MOXHO c034aTb

BUPTYasibHbIA XOCT C NepeHanpassieHneM. Takum obpasom Monb3oBaTenb byaeT obpallaTbcsa Ha
NOKaNbHO CO34aHHOe JOMeHHOoe NMS, HO nonagaTb Ha <IP_ICS>:81/portal/.

MpumeyvaHume. MNepeHanpasneHne Ha Captive Portal n3 DMZ ceTten paboTaTb He byaeT.

Ha Bknagke «Captive Portal» npefacTaBneHbl: CTaTyC cepBepa aBTopu3aunn (3anyLLeH/BblK0YeH/He
HaCTPOeH), KHOMKa «BKAUYNTL» / «BbIKMIOYNTE» 1 XKypHan COObITUI 3a TEKYLLYIO AaTy.

HacTpounkmu

Ha Bknagke «HacTpoikn» npeacTaB/iieHa BO3MOXHOCTb BbibpaTb pexxum paboTbl Captive Portal,
TOJIbKO B KayecTBe cepBepa Web-aBTopusauum (dnar «ABTopu3aLms no JIOrMHy/naponto»), ToNbKO B
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KayecTBe cepBepa SMS-aBTopusauuu (pnar «SMS-agTopusaumnsa») nnm coBMecTHas paboTta B
KayecTBe [BYX CEpPBEPOB.

Ceprrdmrar Bpema mmn3mM cecomn

#¥ Captive - 24 "

N5 KOPPEKTHOrO MepeHanpaBIeHUst Ha CTPaHNLLY aBTopM3aumnn, npy obpalleHnmn Monb3oBaTens K
https pecypcam, Heobxoammo B nosne «CepTugUKaT» yCTaHOBUTb COOTBETCTBYIOLLNIA KOHEYHBI
CepPTUGMKAT, @ TAKXXe UCMO/Ib30BaTh MPO3PaYHbIi MPOKCH.

Kax bl aBTOpmn3oBaHHbIN Monb3oBaTesb B Captive Portal coxpaHaeTca kak ceccust Ha ocHose MAC-
agpeca Monb3osatens. NoeHTudukaumnsa no MAC-agpecy ncrnonb3yeTcs BMECTO NAeHTUdMKaumnm no
ip-agpecy, 4Tobbl n3bexxaTb Cly4aes C NOAMEHON ip-afpeca UK cnyyaes, Koraa ip-agpec eweé He
NCTEKLWen ceccnn Bolaaétca apyromy MNonb3osaTento no DHCP. Kaxaas ceccma MMeeT BPEMS XKU3HM,
Nno ncteveHnn Kkotoporo Mosb3oBaTeslb aBTOMaTUYECKM pa3nornHusaeTcs. Takxe Captive Portal
Kaxxayto 1 MuHyTy nposepseT ARP K3 onepaunoHHon cuctemsl. Ecim MAC-agpec aBTOpU30BaHHOMO
Monb3oBaTens OTCYTCTBYET B Kawwe, To Captive Portal cyntaeT, 4o Monb3oBaTe/lb HEAKTUBEH U
aBTOMaTU4YeCKun pasnornHueaeT ero. Ecnu MAC-agpecy 6bi1 npucsoeH apyrou IP-agpec, To cnyxba
Captive Portal obHoBNSIeT Yy ceccum IP-agpec, Npu 3TOM CeCccmsa He 3aKpbliBaeTCs.

ABTOpM3auLuMA NO JIOTMHY/NapPoJIIo

| ABTOPU2ALMA NO NOTHHY/ Napomo

v JANPETUTE MHOMECTBEHHYHD AETODMIALMKD C OLHMM NMOTMHOM

Ecnn ycTaHoBneH hnar «ABTopMu3aLmns No JIOrMHy/naposto», To 3TO 03HaYaeT, 4To B moayne «Captive
Portal» BkatoYeH 1 3anyLueH cepsep Beb-aBTopu3auun. Mpu nepsom obpalieHnn Monb3oBaTens K
Kakomy-nnbo pecypcy, emy byaeT npeanioXXeHo BBECTM JIOFMH M Naposb, 3aKPEMIEHHbIN 3a ero
y4yeTHoW 3anuncblo B «KC».

SMS-aBsTopu3sauus
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v SMS-zeTOpMIALMS

HazHa4aTk afpeca NoALIDBATEMD BpeMa aeicTEMA Koga, oTNpaeneHHoro B SMS ™
oy

8 ApmunucTpaTop - 180 — Cex
MHTepean Mexmoy NOBTOPHBIMK NOMLITHAMK MaKCHManbHOS YHCN0 NONLITOK NOBTOPHOW OTNDABKH
OTNpaexM SMS° SMS nns ogHOro HoMepa

. Fa

5 " CEK. 3 "

Tekct SMS

Fog npoeepen {gode}

Ecnn ycTaHoBneH dnar «SMS-aBTopur3auus», To Mosb3oBaTenn byayT NpoxoanT aBTopU3aLmio Yepes
SMS.

Mone «HasHavaTb agpeca Nosib3oBaTenNto» ABnseTCa oba3aTensHbIM 1 TpebyeT Bbibopa 04HOMO 13
Monb3oBaTenen, 3aBefeHHblX Ha «MKC». aHHOMy lofb30BaTento, AN KaXX 40 HOBOW ceccun, byayT
BbllaBaTbCs AMHaMmyeckune IP-agpeca. Mone «Bpems AencTBus Koga, oTnpasaeHHoOro B SMS»
Nno3BONSET 3afaTb BpeMs AeCTBUTENIbHOCTY Koda B cekyHAax oT 60 o 999999. Ecnv spems
LEeNCTBUS Koda NCTEK0 U Ko He Bbia BBeAEeH, To Monb3oBaTento HeobxoaAnMo BHOBb 3aMpocuTb
KOA, Ha)XaB COOTBETCTBYIOLLYIO KHOMKY B (hopMe Beb-aBTopu3auunn. Mo yMon4aHMo B JaHHOM nose
ycTaHoBsieHo 180 cekyHa. MNone «NHTepBan Mexay NOBTOPHbLIMU MOMbITKAMWU OTNPaBKN SMS»
Nno3BONSET 3aAaTb BpeMs 610KMpoBKY KHOMKK «OTNpaBuTb CMC NOBTOPHO» (CM. HUXXE) ONS
Monb3oBaTens npu SMS-asTopu3saumun. 3Ha4yeHne, 3alaBaeMoe B laHHOM MoJie, He OOJIKHO
npeBbIlWaTb BpeEMSA AeNCTBMA Koda, oTnpasiaeHHoro B SMS. MNMone «MakcuManbHOe Y1UC10 NOMNbITOK
NOBTOPHOW OTNpaBku SMS g ogHOro HoMepa» No3BoJsiSeT 3a4aTb YACSI0 MOMbITOK MOBTOPHOM
oTnpaBkn SMS-coobLLeHnin, KOToOpoe MoXeT coBepwnTh MNosb3oBaTeNb A 0A4HOM0 abOHEHTCKOro
HoMepa. pun 3TOM BpeMsa Mexxay nonbiTKaMu byaeT BblYUCAATLCSA N0 (hopMysie: HOMep NoMbITKK *
«/HTepBan mexay NOBTOPHbLIMU NOMbITKaMK 0TNpaBku SMS». Ecnu lMNonb3oBaTens ncyepnan
yKa3aHHOe 4Y1CJI0 MONbITOK 0TNpaBkyu SMS-coobuieHunn, To eMy byaeT LOCTYNHa BO3MOXHOCTb
CMeHNTb aboHEeHTCKMIA HoMep ANns oTnpaBkK SMS. MNMpu cMeHe abOHEHTCKOro HOMepa YMCJI0 NOMbITOK
0bHynnTCA. Mone «TekCT SMS» - coaepXNT TEKCT oTNpaBasemoro coobuieHms MNMonb3oBaTento npu
aBTOopM3aLmun. [laHHoe cooblLieHme 0ba3aTeNbHO AOKHO coaepxaTh wabnoH - {code}. BmecTo
3TOro wabnoHa SMS-cepBep BCTaBUT YeTbIPEX3HAYHOE YUCIO.
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MapameTpw SMPP:

SMPP-cepeep ™ Mopt”
Fat
smpp.local 2775 >
Noruu/system_id Napone
mylogin (T ITYTITITIT Y] ]
source-addr-ton ’ source-addr-npi *
Y Fa
5 LY 1 L
dest-addr-ton” dest-addr-npi
.y Fa
1 LY 1 '

bnok «MapameTpbl SMPP». SMPP (Short Message Peer-to-Peer) - 3T0 NpOTOKOJI, UCNOJIb3yEMbIN B
«KC» pnsa nepenayn SMS-coobLyeHnin, ABASOLWMNCA YHUBEPCASbHbIM 1 Hanbosiee LWNMpoKo
NCMNOJIb3yeMbIM MPOTOKOIOM NMpu nepepayve SMS-coobuieHun mexxay SMSC (Short Message Service
Centers) n SMS application systems. BoNbLUIMHCTBO CEPBMUCOB, NPEAOCTaBAAOLWMNX BO3MOXXHOCTb
oTnpaBkn SMS-coobuieHnin, noagaepxneatoT SMPP-NpoTOKON Npu Nepenaye KOPOTKNX COOBLLEHWNIA.
Ana HaCTpoMKKM NoakKyYeHns HeobxoauMo 3anosiHMTb oba3aTenbHble nons: «SMPP-cepeep»,
«[MopT», «JlornH/system _id» n «Maponb».

3HaYeHnsa gONOJHUTENbHBLIX MapaMeTPoB NOAKNOYEHNSA «source-addr-ton», «source-addr-npi», «dest-
addr-ton», «dest-addr-npi» 0o/KHbI ObITb B JOKYMEHTaUun K nogkatodaemomy cepsepy SMPP. B
60NbLIMHCTBE CNy4YaEeB OHU TaKue:

source-addr-ton|5|source-addr-npi|1l
dest-addr-ton |1|dest-addr-npi |1

Jns NpoBEpKM NPaBMALHOCTY BBEAEHHbIX HACTPOEK, BO3SMOXXHO BOCMOb30BaTLCA (PYHKLMEN
TecToBoOW OTNpPaBKu. [1na 3Toro HeobxoAnMo HaxkaTb «lpoBepka oTnpaBky SMS». byaeT oTKpbITO
HOBOE AMasioroBoe OKHO, B KOTOPOM HeobxoAMMO BBECTU HOMep TeniedhoHa U TEKCT coobLyeHuns.
Mone «Homep TenedoHa» ABnseTCa 06A3aTeNbHbIM, BBOAUMbIE HOMEPA LO/KHbI UMETb C/IeAYOLNIA
opMaT - <KOA CTpaHbl NN BbIXOA Ha 30HOBYIO/MEXAYTOPOLHIO HYMepaLMo> <AeCATU3HAYHbIN
HoMep aboHeHTa B ONepaToOPCKON ceTn>. Bce BBOANMbIE HOMEPA A0JIKHbI COAEP>KaTb TONbKO
umndpbl (He MeHee oanHHaauUaTh), 6e3 ckobok n geduncos (Hanpumep, +79991112233 nnu
85554447799). None «TekcT SMS» aABnsieTca He 0653aTeNIbHLIM 1 MO3BONSET BBECTU U OTMNPaBUTb
nobon TekcT. Ecnm coobuieHne 6110 ycnewHo oTnpaBaeHo, To byaeT noka3aHo COOTBETCTBYOLLEE
cooblieHmne, nHavye otTobpaxeHa owmbka oTNpaBkmM € ee KogoM. Ba)kHo: OTnpaBKa TeCTOBOro cMc-
coobOLieHus OypeT npomMsBegeHa C UCMOJIb30BAaHUEM COXPAHEHHbIX HACTPOEK U NpHU
BKJIlOYEHHOM cnyxbe «Captive Portal».

SMS-aBTopur3auus

N3MeHeHue norotuna
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TakXe Ha JaHHOW BKNaAKe BO3MOXXHO U3MEHUTb MPUBETCTBEHHbIA 0roTmn ans SMS-agTopu3aumm um
aBTOpM3aLumMM No noruHy/naponto. Ang aToro HeobxoanmMo HaxkaTb «M3MeHUTb noroTun». byner
OTKPbITO HOBOE ANAaNIOrOBOE OKHO, B KOTOPOM 0TOOPa3ATCA: TEKYLMIA IOroTA (MO YMOJTHaHMIO - 3TO
norotun «MKC»); KHoNKa «3arpy3uTb .png», Oa4 3arpy3Kkn HOBOro JloroTuna B oopmaTe png
(pekomeHayeMbIN pa3mMep 3arpyxaemoro norotuna 316*118 nukcenen); KHonka «BoccTaHOBUTL MO
YMOJIHaHMI0», M03BOSISET BEPHYTb NoroTmun «MKC»; KHOMKa «3aKpbiTb», 3aKpbIBAaeT TeKyLlee
ANasioroBoe OKHO.

Ona MNonb3osaTens, npu SMS-agTopn3saunn, B bpaysepe 6yaeT OTKPbITO OKHO: C yCTAaHOB/IEHHbLIM
NOroTUNOM, C NoJIEM KyAa HeobXoAnMO BBECTU CBON abOHEHTCKMIA HOMep, B hopMaTe 0603Ha4YEHHOM
BbilWe, 1 KHornka «lMony4yntb CMC ¢ kogom». [pyn BBEAEHUN HOMEpPa B YKa3aHHOM hopMmaTe n
Ha)aTumn Ha KHonky «Mony4nte CMC ¢ kogom», Monb3oBaTento byaeT oTnpasneHo SMS-coobuieHne
C KOLOM, NOJIy4eHHbIN Kof Heobxoanmo BBeCTr B none «Beegnte kog n3 CMC». Mpu BBEAEHWM
npaBunbHOro koaa, Monb3oBatento byaeT BblAaH AUHaMU4eckun IP, a cam MNonb3oBaTesnb
aBTopu3osaH Ha «KC» n nony4nT poctyn K cetn IHTepHeT. Ecnn MNonb3oBaTeslb He CMOI BBECTU
KOZL 3a OTBeJEeHHOe BpeMs, TO OH MOXKET 3arnpoCcuTb KO NOBTOPHO HaXKaB Ha KHOMKY «OTnpaBuTb
CMC noBTOpPHO» NN M3MEHNTb aBOHEHTCKNI HOMEP, HaXXaB Ha KHOMKY «/3MeHUTb HOMep».

IP-appeca Nonb3oBaTeneu

Ip-appec MNonbzoBaTens

192.168.17.62

IyHamuueckuit ip-agpec (eeb-aeTopuzaums) & AnmuHucTpaTop
Mac-anpec: d8:cb-8a:7d:0b:4a
BEyneTt oTrnoded vepes 23 Yaca 59 MuHyT 43 ceryHObI

OTHIHNHTE

Ha BkNlagke «AKTUBHbIE Ceccum» 0TobpaxatTca TeKyLine ceaHchl Monb3oBaTeIen aBTOPU30BAHHbIX
yepes Captive Portal c npucBOEHHBLIMY UM AMHAMUYeCKMMU ip-agpecamu B «NKC».

Ha Bkniagke «3abnokuposaHHble HOMepa» 0Tobpa)katoTcs HoMepa aboOHEeHTOB, KOTOpbIe ucyepnanu
BCe MOMbITKWN BBOAA KOAA. BNIOKMPOBKa, Ha AaHHble HOMepa, YCTaHaB/IMBAETCA Ha BPEMSA XKU3HU
ceccun. BNoKupoBkKa MOXXeET ObITb NPUHYAUTESIbHO CHATA Monb3oBaTenem «MKC», umeroLwmnm
aAMUHUCTPaTUBHbIE NpaBa.

XypHan
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01.11.2019-01.11.2019  CerogHa Hepens Mecaw Npyrod nepwon - =

X Swcnopr YOoanuTe nord Q

started

locale loaded

config loaded

[httpl: is listening on 127.0.0.1:40180
[https]: is listening on 127.0.0.1:40181

[webauth]: auth [ip: 192.168.17.62, mac: d8:ch:-8a:7d:0b:4a, user: AgmMuHmcTpaTop] successfull

Ha Bknaake «)XypHan» oTobpaxkaeTcs CBOAKa BCEX CMCTEMHbIX COOOLLEHN COOTBETCTBYOLLNX
CepBeEPOB C YKa3aHMEM AaTbl U BpeMeHW. XXypHan pa3feneH Ha CTPaHULbl, KHOMKaMm «Bnepea» un
«Ha3a4» BO3MOXHO MepexoAmnTb CO CTPaHULbl Ha cTpaHuuy, nnbo BBeCTn HoMep Tpebyemoi
CTPaHULbl. 3aNNCK B XXYpHasie BbIAENSIOTCA LBETOM B 3aBUCUMOCTN OT BUAa coobuieHns. ObbiyHble
C006LLEHNS CUCTEMBI OTMEYeHbI 6e/bIM LIBETOM, COOOLLEHNSI O COCTOSAHUN CUCTEMBI
(BKNIOYEHME/BbIK/IOYEHME, NOAK/IOYEHNE MOb30BaTENS) - 3€/IeHbIM, MPEAYNPEXOAEHNS - XKENTbIM,
OLWMOKM - KpaCHbIM. B MpaBOM BEPXHEM Yy XYpHana HaX0ANTCS CTPOKa NMOMCKa. A Takxe
BO3MOXXHOCTb Bblibopa nepmnoaa oTobpakeHus xypHaaa cobbiTuir. 10 YMONYaHNIO XXYPHAN
oTobpaxkaeT cobbITMA 3a TekyLyo aaTy. Mpn HeEOBXOAUMOCTU MOXKHO COXPaHUTL AaHHbIE XXYpHana B
han, HaxxaB KHOMKY «9KCMOPT» UAWN YAANNTb AaHHbIe XXYPHana, 3a onpeaeseHHbI Nepuo, Ha)kas
KHOMKY «YaanuTb IOrn».
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