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DLP

DLP (Data Leak Prevention) — TexHonorma npeaoTBpaLLeHns yTevek KOHGOUAEHLNANbHON
NHGOPMaLMK N3 BHyTpeHHen ceTu. DLP-cuctema 6asnpyeTcs Ha aHann3e noTOKOB LaHHbIX,
NPOXOAALLMX Yepes W3 ceTu. Mpn obHapyXeHnn KoHPUAeHUMansHoM nHgpopmaunm cpabaTeiBaeT
3awWwmTa, 1 nepegada bnokmpyercs.

Mogaynb «DLP» pacnonoxxeH B MeHto «3awmTta». [JaHHbI MOAY/Ib NpefHa3HayvyeH 413 610KMpoBKu
nepenayun KoHGUAeHUManbHoOM nHopmaummn. Moaynb «DLP» umeeT NaTb BKIaLoK: «DLP»,
«HacTponkmn», «ba3za DLP», «CobbiTns» n «XKypHan».

OOwue ceepeHun

2 Tyse AHCCOH

DLP HacTpo#ku Baza DLP CobbiTiAa HypHan

@ DLP 3aMyLeH
OBecnesMeacT 3aWMTY OT YyTeHeH MHDODMALLMM
BrimoumTe
HWypHan L2 s}

lacale loaded

config loaded

Bknapka «DLP». Ha naHHOW BKaake oTobpa)kaeTcs ero COCTOAHNE, KHOMKa «BbIKYNTL» (MK
«BKOUYUTB» ecnv MOAY/b BbIKJIIOYEH) U nocnegHne coobeHns B XypHane.

HacTtpounku
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DLP Hactpoikn baza DLP CobbiTua HypHan

v Wcnonezoeate DLP pna npowkcu

v WMcnonezoeate DLP ona nouTe

Mcnone3oeaTs ONA NpOBEQKM:

v KoHTpONLHEIE CYMMEI Galnno

v LLlaBnodel
v [ noveewle cnoea
v

OTneyaTk TekcToBsx dainos
80 %

Bknapgka «<HacTpoiku». [JaHHas BKNafKa npegHa3HavyeHa AN1a HacTPonky paboTel Moaynsa «DLP».

®narn Ucnonb3oBatb DLP ana npokcu v Ucnonb3oBatb DLP ans no4Tbl COOTBETCTBYIOT
aHaNornM4YyHbIM hlaraM B pasfenax HacTpoek moaynen «Mpokcu» n «Moyvta», PN UX yCTaHOBKE
moaynb DLP npoBepsieT oTneyvaTku B No4TOBbIX coobuieHmax NKC n B HTTP-Tpadmke.

®narn KoHTponbHbie cyMMbl hannos, LLabnoHbl, Knoyesbie cioBa, OnevyaTkn TeKCTOBbIX
¢dannoB No3BONAIT ONPESESINTb, N0 KAKUM KPUTEPUSM ONpeaensTe KOHPUAEHLMANBHOCTb
NHOPMaLMK, a TakxKe nopor cpabaTbiBaHMA 48 NOCAeOHEro.

YuuTeIBaTE pazmMep darina

Mcnonezoeate eHewHWA DLP cepeep

®nar YuuTbiBaTh pa3mep canna onpeaenseT MakCMMabHbii pa3Mep obpabaTbiBaemMoro daiina,
4TO MO3BOMINT CHU3NTb HArpy3Ky MOAYJA Ha CUCTEMY.

®nar Ncnonb3oBaTb BHeWwHU DLP cepBep gaeT BO3MOXXHOCTb YKa3aTb BHELLUHWUA cepBep
npoBepKu.
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ba3za DLP

DLP HacTpoikm baza DLP CobeITHA HypHan

Yoanute BrivnoMMTE PepnakTMpoBaTh Q

B Kooy cepTudMKaTa AN MyMH-CETH
Ornevatox danna

Q

B MpueeTcTEBME
OTnevaTtox daina

a JanpeweHo K nepegaye
leynna cnoe DLP
Koponegckuid pybus, OouHoxue ropel, LLnana eonwedHuxa

BapomeTp, BOTaHMK, rpaT, NeLlEepa

Ynanutn PepaxTvposaTh BrinnioumTs

Bknagka «ba3a DLP». [laHHasa BKNafKa npefHa3HavyeHa 4nasa ynpasieHUs CNUCKOM (panioBblxX
0TNEeYaTKOB W rPynmn CJI0B, COrJIaCHO KOTOpOMY byaeT NponucxoamTb NpoBepKa.

OTneyaToK canna

06bekT «OTnevaTok hana» NpegHasHayeH ANA 3aWmUTbl OT Nepefayn KOHKpeTHoro danna. 4ns
nobaBneHunsa oTnevaTka anna Heobxoammo HaxaTb «[1obaBnTb» - «OTNEYaToK hanna», OTKPOETCS
LAVanorosoe 0KHO, B KOTOPOM ByaeT npennoXeHo BbibpaTh hana n faTb ONMcaHne oTneyvaTky (no
yMoJil4aHuto, none byneT 3anofHeHO MMeHeM BbibpaHHOro (ainna).

HobaeneHue oTneuyaTka danna

Hazeanme *

Kooy cepTudMraTa 0NA MyMU-CETH

Daiin "

f=

client key

JNobasuTe OTmMena

Mocne nobaBneHnsa oTnevyaTka oH ByaeT 3arpy>XeH B aCMHXPOHHOM pexunme, a B cnucke 6assl DLP
0TOOPA3ATCA NPOLEHTHI 3arpy3Ku.
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Fpynna cnos DLP

06bekT «'pynna cnos DLP» npefHa3HayeH ONd 3alWUThbl OT Nepenayn TEKCTOBOro aina ¢
COOTBETCTBYIOLWMM CoAepXUMbIM. g nobaBneHns rpynnobl CI0B HE0OX0AMMO HaXkaTb «JobaBuTb» -
«pynna cnos DLP», 0TKpoeTcs AnanoroBoe 0KHO C Tpems BKnagkamu: «Obwee», «LLabnoHb» n
«KntoyeBble CnoBa», Npu 3TOM akTUBHa byneT Bknagka «0Obuwee».

Nobaenenue rpynnei cnoe DLP

Obwee LWabnoHel Kntoueskie cnosa

Hazeaume * Onucanue

JanpeuleHo k nepeaye

JobaeuTh OTmMeHa

Bknagka «Obwee». Onqa co3paHusa obbekTa byaeT npeanoxxeHo BBecTu «Ha3BaHune» (0Ob6s3aTenbHbIn
napameTp) u «OnucaHue» (He obs3aTenbHbIN NapaMeTp).

Obwee LLaGnoHb Karoyeskle cnoga

YoanuTe X Wmnopt 3 3anucu =

LLnaAna ecnwebHuxa
Koponesckuid pyBuH

COMHOKKE ropbl

Bknagka «LLlab10HbI». 9Ta BKNaAKa npeaHa3HavyeHa Ans nobaBneHnsa C1I0BOCOMETAHMMA 1
peryfsapHbIX BblpaXkeHun. Mpn yKa3aHum B 3TOM CMMCKe OTAENbHOro C/I0Ba, cuctema bynert nckatb
€ro B Apyrux cfioBax Kak KoMbuHaLmnio CMMBOJIOB.
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Obwee LLlaBnoHel Knroyeeble cnoea

Yoanute & Wmnopt

rpoT

GapomeTp

BoTaHWK

netepa

4 3anucn =

Bknaaka «Knto4eBble c/10Ba». 9Ta BKNallka NpefHa3HayeHa ana nobaBneHns oTaeNbHbIX C/0B.

Ecnm HeobX04MMO COXPaHUTb CMIUCOK UCMOJIb3yeMbIX NMPaBus, TO B KaXXL0N BKNaAKe eCTb (PYHKLUMSA
3KCMopTa B TEKCTOBLIN (pais1. Takxe peannsoBaHa obpaTHaa yHKLNS, ecnn ecTb (hann, B hopmaTe

*.txt, TO ero MOXXHO MMMNOPTUPOBATb HaXXaB Ha KHOMKY «MMopT».

CoObiTuA

DLP HacTpoiku Baza DLP CobbiTHA HypHan

08.11.2019-08.11.2019 CerogHa Hepens

3anpeleHa oTNpaeKa NWcLMa oT mama@murmi.dol pna daddy@mumi.dol

3anpeweHa nepenaya aina "goose? png” ot 192.168.17.43

Mecay, Dpyrow nepuwog - o

Bknagka «CobbiTua». [laHHas BKNagkKa COOEPXUT CNNCOK Bcex 610knpoBok DLP. B ka)kgow cTpoke
6110KMPOBKM yKa3aH nosib3oBaTesb nbo ip-agpec, ans KoToporo 611 3abN0KMPOBaH pecypc, a

TakXXe npuynHa 6,10KMPoBKY (Ha3BaHWe OTMeYaTKa Uan rpynna ciaos).

XypHan
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DLP HacTpoiikm basza DLP CobObImus Hypuan

08.11.2019-08.11.2019  CerogHAa Hepena Mecay, Dpyrod nepuwon - =
X 3Sxcnopr Y0anKTe fOMW Q
o
started
locale loaded

config loaded
mail transparent proxy started at port 3333

DLP db is loaded

Bknagka «)XKypHan». OTobpakaeT CBOAKY BCEX CUCTEMHbIX CO0OLLEHNN Moaynsa «DLP» ¢
yKa3aHWeM AaTbl U BpeMeHun. XXypHan pa3feneH Ha CTpaHULUbl, KHOMKaMKn «Bnepen» U «Hasaa»
BO3MOXXHO NEPEXoamnTb CO CTPaHMLbI Ha CTpaHuuy, Mnmbo BBeCTN HoMep TpebyeMon CTpaHuLbI.
3anncu B XXypHane BbiAeNATCSA LLBETOM B 3aBUCMMOCTM OT BuAa coobuieHms. Obbl4HbIe coobeHns
CUCTEMbI OTMeYeHbl 6esbiM LIBETOM, CO0BLLEHNS O COCTOSAHUN CUCTEMBI (BKIHOYEHNE/BLIKNIOYEHNE) -
3e/1eHbIM, NpeaynpexxaeHuns - XXenTbiM, OWNOKK - KpaCHbIM. B MpaBoM BepXHEM Yy MOgYyNs
HaxXoAMTCs CTPOKa NMOUCKa, @ TakXXe BO3MOXHOCTb Bbibopa nepuoga oTobpakeHns XypHana
cobbITnin. Mo yMONYaHUIO XXypHan oTobpaxkaeT cobbiTnA 3a TekyLyto aaTy. Mpu HeobxogmmocTun
MO>XHO COXPaHWUTb AaHHbIE XYypHana B paisl, Ha)KaB KHOMKY «9KCNOPT» WAWN YAANNTb AaHHble
)KYpHana, 3a onpegeneHHbln Nepnog, HaxkaB KHOMKY «YAananTb S0rmn».
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