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Me)XXceTeBOM 3KpaH

CTtapToBas cTpaHuMULa MoAyns

(]

Me)xceTeBOM 3KpaH — KOMIMJIEKC NPOrpaMMHbIX CPeACTB, OCYLLECTBIAOWMN KOHTPOb U
prnbTpaumnio NPOXOAALLNX Yepe3 HEro CeTeBbIX MNAaKeTOB B COOTBETCTBMM C 3aaHHbIMU NpaBuiamu.
OCHOBHOW 3afla4yen CeTeBOro 3KpaHa ABAAETCS 3allMTa KOMMbIOTEPHbIX CeTEN UM OTAE/bHbIX Y3/10B
OT HEeCaHKLUMNOHMPOBAHHOI0 AoCTyna. Takxe, MexceTeBon 3kpaH MIKC oTBevaeT 3a TpaHCaauuio
CeTeBblX afipecoB BO BHewWHW ceTb (NAT) n nepeHanpassieHne NopTos..

Mpu BXxoLe B MOAY/b 0TOBPaXKaeTCs ero COCTOSAHME, KHOMKa «BbIKMIOYNTL» (MK «BKNoYnTb» ecnu
MOAY/b BbIK/OYEH) 1 nocneaHne cobbiThA CMCTEMBI,

BHuMaHue! BbiKJIlO4E€HUE MEXCeTeBOro 3KpaHa OCTaBUT paboTaloWwmMm TONILKO NpaBuna
NAT'a. Bce npaBuna, orpaHu4MBaloLLme pocTyn usBHe, OyayT OTK/IO4YEHbl, YTO MOXET
HeraTMBHO CKa3aTbCA Ha Oe3onacHOCTU cuctembl. OTKNIOYaWTEe MeXCceTeBOoW 3KPaH TOJbKO
npu KpanHen Heob6xoaUMOCTH.

TakXe cnepyeT OTMETUTb, YTO NOC/e Nnepe3arpy3sku CUCTEMbI C BbIKJTIO4EHHbIM
MeXXCeTeBbiM 3KPaHOM cnucoK npaeun pf, B Tom yncsne u npasuna NAT'a OypeT nosIHOCTbIO
OYMLLEH, U NOJSIb30BaTEsNIU NOTEPSAI0 AOCTYN BO BHELLUHIOI CETh N0 BCEM NMPOTOKOJ1aM, KpoMe
HTTP.

HacTpounku

]

Bknagka «HacTponkun» nos3sonseT onpefennTb YpoBeHb A0CTynNa K ynpasneHuio VKC 6e3 co3paHuns
LLONOJIHUTESIbHBIX MPaBUI MEXCeTEeBOro 3KpaHa. Bbl MoXeTe nponucaTsb ip-agpeca uan noaceTu, ¢
KOTOpbIX ByAeT oCyLecTBAATLCA AOCTYN K Beb-uHTepdency NKC nam K KOHCOM BOCCTAHOBNEHMSA MO
npoToKoJy SSH.

Ecnm Bbl X0TUTE nony4YaTb goctyn K MIKC 13 noboro mecTa, Bbl MOXKETe MOJHOCTbIO OTKPbITh AOCTYM,
nponucas noaceTsb 0.0.0.0/0. BHumaHue! laHHaA HacTpoMKa He ABnseTca besonacHowm,
NOCKOJIbLKY B TaKOM ciy4ae niobon MoXXeT Nosy4YUTb A0CTYN K cucTeMe. llepep TeMm, Kak
OTKpbIBaTb OOCTYI, HACTOATE/IbHO PEKOMEHAYETCS U3MEHUTb Maposib OTKPbLIBAEMOr0 CepBMCa Ha
6onee H6e3onacHbIN (He MEHee BOCbMU CUMBOJIOB, BKJIOYAOLLMNX LNPbI U OYKBLI pa3fnyHOro
perucrpa).

MNapameTp «MakCuMMasibHOEe KOJINYECTBO aKTUBHbIX coeaNHEeHNN» No3BonseT YCTaHOBUTb INMUT BCEX
CeTeBbIX NOOK/IIOYEHN K CUCTEME.

MapameTp «Pexxum paboTbl MeXCeTeBOro 3KkpaHa» yCTaHaB/IMBAET 04epelHOCTb 3anycka Moaynew
pf n ipfw. B HekoTopbix cny4vasax pabota VPN-nogknoyeHnin Yyepes MIKC moxeT BbITb 3aTpyaHeHa
npoxoxxaeHnem vyepes NAT mogyns pf. B TakoMm cnyyvae M3MeHUTE o4epenHOCTb 3anycka Ha pf-ipfw.
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NMpaBuna

Bknagka «lpasuna» sBAgeTCA rnaBHbIM paboymm nosiem agMMHUCTPaTopa No HacTporke
Me)XXCeTeBOro skpaHa. OHa pa3feneHa Ha ABe 4acTu: Cnucok Bcex nHtepgencos VKC (B Buge
nepesa) 1 cobCTBEHHO CrcKa npasu. MNpu Kanke Ha BbiIbpaHHOM MHTepgence byayT NnokasaHsl
TONbKO Te MpaBuia, KOTOPble OTHOCATCA K AaHHOMY MHTepdency. MNpn HeobxoAnMOCTU Bbl MOXETE
OTK/YNTb CMIMCOK MHTEPMENCOB, HAaXKaB Ha 3HA4YOK B BUAE CTPE/IKM B LLIEHTPE pa3aesmTenbHON
noJochl.

=]

MpaBuia MeXCeTEeBOro 3KkpaHa rpynnupyTCcs No TUny:

Paspewatowme npasuna
3anpelatoLine npasuia
MpropnTeTsl
MapLpyThl
OrpaHu4yeHns CKOpoCTK

vk wh -

M0 yMOHaHUIO B MEXCETEBOM 3KpaHe BCe COeMHEHNS, MHULMNPOBAHHbIE CHAaPYXXW, 3arpeLleHsbl.
Mpn yCTaHOBKE CO34al0TCA HECKOJIbKO CTaHAAPTHbLIX pa3peLlatowmx npasuna 415 KOPPEKTHON
paboTbl OCHOBHbIX CEPBUCOB: NOYTOBLIM cepsep (nopTel 25, 110, 143), FTP-cepsep (nopTsbl 21,
10000-10030), Beb-cepsep (nopT 80), DNS-cepsep (nopT 53 UDP), VPN-cepsep (nopT 1723, NpoTOKON
GRE). Tak)Xe co3faloTcs ABa OTK/OYEHHbIX pa3peLlatowmx npasuna: 4ocTyn K samba-pecypcam
(mopTbl 139, 445) n goctyn K TpaHcgepy 30H DNS (nopT 53 TCP) 1 npasuno, paspewatoLiee
oTBeYaTb Ha ICMP-3anpochkl (MUHIK). 3TK NpaBuia He ABNAIOTCA XXECTKO 3aJaHHbIMK, NMpu
HeobX0ANMOCTMN Bbl MOXKETE UX BbIKNIOYUTb, OTPEAAKTUPOBATL WIWN YAANUTb.

CoObiTHUA

]

Bknagka «CobbiTus» 0TobpaxaeT BCe M3MEHEHWS, MPOMCXOAALLME C MEXCETEBbIM 3KpaHOM. OHa
pasfesnieHa Ha CTPaHWLbl, KHOMKaMu «Bnepen» 1 «Hasag» Bbl MOXKETe NepexoanTb CO CTPaHWLbI Ha
CTpaHuuy, mbo BBECTM HOMEP CTPaHWLbI B MOJE U MePeKoYNTLCA Cpa3y Ha Hee. B npaBoM BepxHeM
yray Moayns HaX0AWTCA CTPOKa Nomcka. C ee NOMOLLbIO Bbl MOXETE UCKATb HY>KHbIE BaM 3anuncu.

Bknanka Bcerna otobpaxkaeT cobbiTus 3a Tekywyto aaty. YTobbl nocMoTpeTb cobbiTMA 3a APYron
LEHb WJIN MHOW MPOMEXYTOK BPEMEHMU, BbibEpUTE HYXXHbIE AaTbl, UCNONb3yS KaJleH4apb B IEBOM
BEPXHEM Yrly MOLAYNS.

B npaBoi 4acTn BepxHeln NaHenu Bbinagatowee MmeHo «CoobLieHmsa» No3BonseT oThuabTPOBaTb
CNnCcoK cobbITnin N0 BbIBPAHHOMY KPUTEPUIO: CUCTEMHBIE COODLLIEHNS, CEPBUCHBLIE CO0BLLLEHNS,
OLWMBKM, ocTaNbHblE COOBLLEHNS.
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