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Me)XXceTeBOM 3KpaH

CTtapToBas cTpaHuMULa MoAyns

(]

Me)xceTeBOM 3KpaH — KOMIMJIEKC NPOrpaMMHbIX CPeACTB, OCYLLECTBIAOWMN KOHTPOb U
prnbTpaumnio NPOXOAALLNX Yepe3 HEro CeTeBbIX MNAaKeTOB B COOTBETCTBMM C 3aaHHbIMU NpaBuiamu.
OCHOBHOW 3afla4yen CeTeBOro 3KpaHa ABAAETCS 3allMTa KOMMbIOTEPHbIX CeTEN UM OTAE/bHbIX Y3/10B
OT HEeCaHKLUMNOHMPOBAHHOI0 AoCTyna. Takxe, MexceTeBon 3kpaH MIKC oTBevaeT 3a TpaHCaauuio
CeTeBblX afipecoB BO BHewWHW ceTb (NAT) n nepeHanpassieHne NopTos..

Mpu BXxoLe B MOAY/b 0TOBPaXKaeTCs ero COCTOSAHME, KHOMKa «BbIKMIOYNTL» (MK «BKNoYnTb» ecnu
MOAY/b BbIK/OYEH) 1 nocneaHne cobbiThA CMCTEMBI,

BHuMaHue! BbiKJIlO4E€HUE MEXCeTeBOro 3KpaHa OCTaBUT paboTaloWwmMm TONILKO NpaBuna
NAT'a. Bce npaBuna, orpaHu4MBaloLLme pocTyn usBHe, OyayT OTK/IO4YEHbl, YTO MOXET
HeraTMBHO CKa3aTbCA Ha Oe3onacHOCTU cuctembl. OTKNIOYaWTEe MeXCceTeBOoW 3KPaH TOJbKO
npu KpanHen Heob6xoaUMOCTH.

TakXe cnepyeT OTMETUTb, YTO NOC/e Nnepe3arpy3sku CUCTEMbI C BbIKJTIO4EHHbIM
MeXXCeTeBbiM 3KPaHOM cnucoK npaeun pf, B Tom yncsne u npasuna NAT'a OypeT nosIHOCTbIO
OYMLLEH, U NOJSIb30BaTEsNIU NOTEPSAI0 AOCTYN BO BHELLUHIOI CETh N0 BCEM NMPOTOKOJ1aM, KpoMe
HTTP.

HacTpounku

(]

Bknagka «HacTponkun» no3sonseT onpefaennTb YpoBeHb A0CTYMa K ynpasneHuio VKC 6e3 co3paHuns
LOMONHUTESIbHbIX NPaBU MEXCETEBOro 3KpaHa. Bl MoXXeTe nponucaTh ip-agpeca Wi noaceTu, ¢
KOTOpPbIX ByaeT oCcyLwecTBAATLCA AOCTYN K Beb-nHTepgency MKC nnm K KOHCONM BOCCTAHOBAEHUS NO
npoToKoJy SSH.

Ecan Bbl XoTnTe nonyyYaTtb goctyn K MKC u3 nioboro mecTa, Bbl MOXXeTe NOSHOCTbIO OTKPbITh AOCTYM,
nponucas noaceTsb 0.0.0.0/0. BHMMaHue! [laHHaA HacTpPOMKa He ABNAETCA be3onacHoOM,
NOCKOJIbKY B TaKOM cJly4yae niobon MoXXeT nosiyunTb JOCTYN K cucTeMe. lNepeq TeMm, Kak
OTKpPbIBaTb OOCTYIM, HACTOATE/IbHO PEKOMEHAYETCS U3MEHUTL Mapo/ib OTKPbLIBAEMOrO CEpBMCa Ha
6onee 6e3onacHbIN (He MEHEE BOCbMU CUMBOIOB, BKOYAOLWMNX LNPbI U BYKBLI pa3nnyHOro
perucTpa).

MNapameTp «MakCcMMasibHOEe KOJIMYECTBO aKTUBHbIX coefHEeHN» MO3BONSET YCTaHOBUTb JINMUT BCEX
CETEeBbIX MOAKIYEHNI K CUCTEME.

MapameTp «Pexum paboTbl MeXCeTeBOro 3KkpaHa» yCcTaHaB/IMBaeT 04epeHOCTb 3anycka Moaynen
pf n ipfw. B HekoTopbix cny4vasax pabota VPN-nogknoyveHnin Yepes VIKC moxeT BbITb 3aTpyaHeHa
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npoxoxaeHnem Yyepe3 NAT moayns pf. B TakoM cnyvyae n3mMeHMTe 04epeiHOCTb 3anycka Ha pf-ipfw.

NMpaBuna

Bknagka «lpaBuna» sBisgeTCA rnaBHbIM paboymm nosieMm agMUHUCTPaATOpa Mo HAaCTporKe
Me)ceTeBoro skpaHa. OHa pa3feneHa Ha ABe 4acTu: Cnucok Bcex nHtepgencos VKC (B Buge
fepesa) n cobCcTBEHHO cnucka npasui. MNpu Karvke Ha BbibpaHHOM nHTepdence byayT nokasaHbl
TONbKO Te MpaBuia, KOTOpble OTHOCATCA K AaHHOMY MHTepdency. MNpn HeobxoanMoCTU Bbl MOXeETe
OTKJIYNUTb CMMCOK MHTEPMENCOB, HAXKaB Ha 3HAYOK B BUE CTPE/IKM B LLeHTPpe pasfesiTenbHON
nosochl.

(=]

MpaBuia MeXCeTEBOro 3KpaHa rpynnupyTcs No TUny:

Paspewatowme npasuna
3anpelatoLine npasuia
MpropnteTsl
MapLpyTsl
OrpaHu4yeHns CKOpoCTK

Uik wh -

10 YMON4aHUIO B ME)XCETEBOM JKpaHe BCe COeANHEHNS, UHULMNPOBAHHbIE CHAPYXXK, 3aMpeLLeHb!.
Mpn yCTaHOBKE CO34al0TCA HECKOJIbKO CTaHAAPTHbLIX pa3peLlatowmx npasuna 41 KOPPEKTHON
paboTbl OCHOBHbIX CEPBUCOB: NOYTOBLIM cepsep (nopTel 25, 110, 143), FTP-cepsep (nopThbl 21,
10000-10030), Beb-cepsep (nopT 80), DNS-cepsep (nopT 53 UDP), VPN-cepsep (nopT 1723, NpoTOKON
GRE). Tak)e co34aloTcs ABa OTK/OYEHHbIX pa3pellaowmx npasuaa: oCTyn K samba-pecypcam
(mopTbl 139, 445) n goctyn K TpaHcgepy 30H DNS (nopT 53 TCP) 1 npasnno, paspewatoLiee
oTBeYaTb Ha ICMP-3anpochl (MMHMK). 3TW NpaBuia He ABASITCA XECTKO 3a4aHHbIMK, Npu
HeobXxoAMMOCTN Bbl MOXKETE MX BbIK/IIOYNTb, OTPEeAaKTUPOBaTb UIN YOANNUT.

CoObiTHuA

(]

Bknagka «CobbiTusi» 0To6pa)kaeT BCeE U3MEHEHUS, NMPONCXOAALLMNE C MEXCETEBLIM 3KpaHOM. OHa
pasfesnieHa Ha CTPaHWLbl, KHOMKaMu «Bnepen» 1 «Hasag» Bbl MOXKETe NepexoanTb CO CTPaHWLbI Ha
CTpaHuuy, mbo BBECTM HOMEP CTPaHWLbI B MOJE U MEePeKoYNTLCA Cpa3y Ha Hee. B npaBoM BepxHeM
yray MoAyns HaX0AUTCA CTPOKa Nomcka. C ee NOMOLLbIO Bbl MOXETE UCKATb HY>KHbIE BaM 3anuncu.

Bknanka Bcerga otobpaxkaeT cobbiTus 3a Tekywyto aaty. YTobbl nocMoTpeTb cobbiTMA 3a APYron
LEHb WJIN HOW MPOMEXXYTOK BPEMEHMU, BbibEPUTE HYXXHbIE AaTbl, UCNOJIb3yS KaJleH4apb B JIEBOM
BEPXHEM Yry MOLAYNS.

B npaBoi 4acTn BepxHeln NaHenu Bbinagatowiee meHo «CoobLieHmsa» No3BonseT oTOUIbTPOBaTb
CNnCoK cobbITnin N0 BbIBPAHHOMY KPUTEPUIO: CUCTEMHBIE COODLLIEHNS, CEPBUCHBLIE CO0BLLLEHNS,
OLWKnBKM, oCcTaNbHblEe COOBLLEHNS.
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