2026/05/01 18:53 1/4 Me)xceTeBoW 3KpaH

Me)XXceTeBOM 3KpaH

CTtapToBas cTpaHuMULa MoAyns

& ALMUHMCTPaTOp -

MeceTeEoi 3KpaH HacTpoitkm [Npasuna CobbiTua

MemceTesol 3Kpax 3aMyLLEH
OTEE43ET 33 GUNETDALMKD HEMENATENSHOMD CETEBOTD TpadMKa

BoionioumTs

HypHan +

Q

Me>XXceTeBOM 3KpaH — KOMIMJIEKC NPOrpaMMHbIX CPEACTB, OCYLLECTBASIOLWNA KOHTPOb U
(pmnbTpaumnio NPOXoAALLNX Yepes Hero CeTeBbIX MaKeTOB B COOTBETCTBUN C 3aaHHbLIMU NpasuiaMu.
OCHOBHOW 3aa4el CeTeBOro 3KpaHa ABAAeTCA 3almMTa KOMMNbITEPHbIX CETEN UK OTAE/bHbIX Y3/10B
OT HECaHKUMOHUPOBAHHOIO AocTyna. Takxe, MexxceTeBon 3kpaH MIKC oTBeyvaeT 3a TpaHCIaumo
CeTeBbIX alpecoB BO BHeLLHIOW ceTb (NAT) n nepeHanpasfieHne NOpTOB.

Mpun BXoAe B MOAY/Ib 0TOBparkaeTCst ero COCTOSIHME, KHOMKa «BbIKN04YNTh» (Mnn «BknounTb» ecnu
MOZY/1b BbIKOYEH) U nocniefHne cobbITUS CUCTEMBI.

BHuMaHue! BbiKNl04eHUEe MeXCeTeBOro 3KpaHa oCTaBuT paboTalowMMm TONbLKO NpaBuna
NAT'a. Bce npaBuna, orpaHu4MBaloLLMe JOCTyn U3BHe, OyayT OTK/IO4YEHbl, YTO MOXET
HeraTUBHO CKa3aTbCA Ha 6e3onacHOCTU cucteMbl. OTK/IIOYANTE MEXCEeTeBOM IKPaH TONIbKO
npu KpaMHen HeobxoaUMOCTM.

Takxe cyieayet OTME€TUTDb, YTO nocise nepe3arpyskm CUCTtembl C BbiIKJTIOYEHHbLIM
MeXceTeBbIM 3KPaHOM CNUCOK npaBun pf, B TOM HYuUcCsne " npasuJjia NAT'a 6yp,eT MNOJIHOCTbIO
O4YULLUEeH, n noJZib30oBaTeJin NoTepAalo AoCTyn BO BHELWHIOI0 CeTb N0 BCeéM NPOoTOKOoJ1aM, KpoMe
HTTP.

HacTpounku
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MexceTeBoM 3KpaH HacTpoiiku [Npaeuna CobbiTia
Ynpaeneuune MKC yepes geb Ynpasnenwe WKC yepes SSH
583 HoBan nokankHas cetes - 4o HOBaA NoKankHaA ceTh -
(192.168.17.190/24) (192.168.17.190/24)
MaKCHMaNEHOE KOMHYECTED AKTHEHBIX EDE,EI,HHE‘HHﬁ ’ Pextiam DaﬁﬂTbl MEMCETEROIND IKPaHa
e
10000 ipfw -= pf -

Bknagka «HacTponkun» no3sonseT onpeaennTb YpoBEHb AOCTyMa K ynpasneHuio VKC 6e3 co3pgaHus
LOMONHUTESIbHbIX NPaBU MEXCETEBOr0 3KpaHa. Bl MoXeTe nponucaTh ip-agpeca i noaceTu, ¢
KOTOpbIX ByeT ocyLwecTBAATLCSA LOCTYN K Beb-nHTepdency NKC nam K KOHCOSIM BOCCTAHOBAEHNS MO
npoToKoy SSH.

Ecan Bbl XoTnTe nonyyaTtb goctyn K MKC u3 nioboro mecTa, Bbl MOXXeTe NOSHOCTbIO OTKPLITh AOCTYM,
nponucas noaceTsb 0.0.0.0/0. BHumaHue! laHHaA HacTpoMKa He ABNAeTCA be3onacHoMm,
NOCKOJIbKY B TaKOM cJly4yae nloboM MoXXeT NoJsiy4nTb JOCTYN K cUucTeMe. lepeq TeMm, Kak
OTKpPbIBaTb OOCTYI, HACTOATEJIbHO PEKOMEeHAYeTCs U3MEHUTb Mapo/ib OTKPbLIBAEMOr0 CepBuca Ha
6onee 6e3o0nacHbIN (He MEHEE BOCbMYW CUMBOJIOB, BK/IOYAOLWMNX LNdPbl U BYKBbI Pa3nnyHOro
perncrpa).

MNapameTp «MaKCMMasibHOE KOJINYECTBO aKTUBHbIX CcoeiNHEeHN» No3BoNseT YCTaHOBUTb JINMUT BCeEX
CeTeBbIX MOOK/IIOYEHUI K CUCTEME.

MapameTp «Pexnm paboTbl MEXCETEBOrO 3KpaHa» yCTaHaB/MBAET 04epPefHOCTb 3anycka Moaynew
pf n ipfw. B HekoTopbIx cnyvasx paboTta VPN-noaknoyeHnin yepes NKC MoxkeT BbITb 3aTpyaHEHA
npoxoxaeHnem yepes NAT moayns pf. B TakoM ciy4ae n3MeHUTe o4epefHOCTh 3anycka Ha pf-ipfw.

NMpaBuna

Bknagka «lpaBuna» sBnseTCsA rnaBHbIM paboymm nosieMm agMUHUCTPaATOpa Mo HAaCTPorKe
Me)ceTeBoro skpaHa. OHa pa3feneHa Ha ABe 4acTu: Cnucok Bcex nHtepgencos VKC (B Buge
fepesa) n cobCcTBEHHO cnucka npasui. MNpu Kavke Ha BbibpaHHOM nHTepdence byayT nokasaHbl
TONbKO Te MpaBuia, KOTOpble OTHOCATCA K AaHHOMY MHTepdency. MNpn HeobxoAnMOCTU Bbl MOXeETe
OTKJIYNTb CMMCOK MHTEPMENCOB, HAXKaB Ha 3HAYOK B BMUE CTPE/IKM B LLEeHTPe pa3fesiMTenbHON
nosochl.
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@ Paspewarowee npasuno
@ 3anpeulatoliee Npaguio
&% Mpuoputer

=» MapuwpyT

O OrpaHuyeHmre cKopocTy

Paspeluaroly1e npaeuna

INocryn no npotokony ICMP

PazpewmTs ICMP Tpadwuk, exonswmi Ha MKC sepez BrelwHne
uHTepdeRcs

INoctyn k cepeepy yepes GRE TouHenn

PazpewmTts GRE Tpadux, exonaumii Ha MKC 4epez BrelwHwe
MHTEpdERCH!

LocTyn K no4ToBOMY CEpBEpY
PazpewmTs TCP Tpaduk, exoaAwmi Ha MKC Ha nopT &4 MopT SMTP (25),
&a MopT IMAP (143), & Mopt POP3 (110) yepes Brawmue uHTepdeics

MpaBrna MeXCeTEBOr0 3KpaHa rpynnupyoTcs no TUny:

MpuoputeTsl
MapLpyTsl

ke whe

Paspewatolwime npasuna
3anpewatoLme npasuna

OrpaHun4eHns ckopocTn

Mo yMOMHaHUIO B MEXXCETEBOM dKpPaHE BCe COeANHEHNS, MHULIMMPOBAHHbLIE CHAPY XN, 3anpeLleHbl.
Mpw yCTaHOBKE CO3[al0TCS HECKOJIbKO CTaHAAPTHbIX pa3peLlaowmx npasu 41 KOPPEKTHON
paboThl OCHOBHbIX CEPBMUCOB: NMOYTOBLIA cepBep (nopTbl 25, 110, 143), FTP-cepsep (nopThl 21,
10000-10030), Beb-cepsep (nopT 80), DNS-cepsep (nopT 53 UDP), VPN-cepBep (nopT 1723, NnpoToKoN
GRE). Tak)Xe C034at0TCA ABa OTK/OYEHHbIX pa3peLualowmx npasuia: 4OoCTyn K samba-pecypcam
(mopTbl 139, 445) n goctyn K TpaHcgepy 30H DNS (nopT 53 TCP) 1 npaBuo, pa3peLlatoLlee
oTBeYaTb Ha ICMP-3anpochkl (MUHIK). 3TK NpaBuiia He ABNAOTCA XECTKO 3aJaHHbIMK, Mpu
HeobXxoOUMOCTN Bbl MOXKETE VX BbIK/OYNTbL, OTPEAAKTUPOBATL NIW YOANT.

CoObiTuA

MemCceTeBoN IKpaH HacTpoiku Mpasuna CobbiTHa

01.112019-01.112019 CerogHsa Hepens Mecsau Ipyroi nepwog - =

Bce cooBuienua ~ Q

3anpeuwaowee npasuno FTP Geno qofasnedo noNs3oeataneM AIMUMHHCTPaTOP

Bknanka «CobbiTns» 0T06pa>KaeT BCE N3MEHEHUA, NPONCXOAALME C MEXCETEBbLIM 3KpaHOM. OHa
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pasfesieHa Ha CTPaHWLbl, KHOMKaMu «Bnepen» 1 «Hasag» Bbl MOXKETe NepexoanTb CO CTPaHWLbI Ha
CTpaHuuy, mbo BBECTM HOMEP CTPaHWLbI B MOJIE U MEePEK0YNTLCA Cpa3y Ha Hee. B npaBoM BepxHeM
yray Moayns HaX0AWTCA CTPOKa Nomcka. C ee MOMOLLbIO Bbl MOXETE UCKATb HY>KHbIE BaM 3anucu.

Bknanka Bcerna otobpaxaeT cobbiTus 3a Tekywyto aaty. YTobbl nocMoTpeTb cobbiTMA 3a APYron
LEHb WM MHOW MPOMEXYTOK BPEMEHHU, BbibEpUTE HYXXHbIE AaTbl, UCMONb3YS KaJleH4apb B JIEBOM
BEPXHEM Yry MOAYNS.

B npaBoi 4acTn BepxHeln NaHenu Bbinagatowee meHo «CoobLieHmsa» No3BonseT oThuabTPoBaTb
CNnMcoK cobbITnin N0 BbIBPAHHOMY KPUTEPUIO: CUCTEMHBIE COODLLIEHNS, CEPBUCHBLIE CO0BLLLEHNS,
OLWMBKM, oCcTaNbHblE COOBLLEHNS.
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