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Me)XXceTeBOM 3KpaH

CTtapToBas cTpaHuMULa MoAyns

& AgMUHKUCTpaTop

MeceTeEoi 3KpaH HacTpoitkm [Npasuna CobbiTua

MemceTesol 3Kpax 3aMyLLEH
OTEE43ET 33 GUNETDALMKD HEMENATENSHOMD CETEBOTD TpadMKa

BoionioumTs

Hypuan +

Q

MeXxceTeBoM 9KpPaH — KOMIeKC nporpamMmMHbIX CpencTs, OC)/LLI,ECTBJ'IHPOLLI.I/IIZ KOHTPOJIb "
(pvmpraumo npoxoaAaLnx 4epes Hero ceTeBblX MakKeToB B COOTBETCTBUN C 3afaHHBIMU MpaBu1aMi.

OCHOBHOW 3afla4yeln CeTeBOro 3KpaHa ABAAETCS 3allMTa KOMMbIOTEPHbIX CETEN UM OTAE/bHbIX Y3/10B
OT HECAHKLMOHNPOBAHHOIO AoCcTyna. Takxe, MexxceTeBon 3kpaH MIKC oTBevaeT 3a TpaHCnaumo
ceTeBbIX aflpecoB BO BHelWHI0W ceTb (NAT) n nepeHanpasneHne NopToB..

Mpu BXxoLe B MOAY/b 0TOBPaXKaeTCs ero COCTOSHME, KHOMKA «BbIKNIOUNTL» (MAKn «BKNoYnTb» ecnu
MOAY/b BbIK/OYEH) U nocnefHne CobbITUS CUCTEMBI.

BHuMaHue! Bbikno4eHne MexCceTeBoro akpaHa octaBuT paboTatowmmm ToabKo npasuia NAT'a. Bce
npaBwa, orpaHnyYnBaloLWme OCTyn n3BHe, By AyT OTKOYEHbI, YTO MOXKET HEraTMBHO CKa3aTbCH Ha
6e3onacHOCTN cuctembl. OTKOYANTE MEXXCETEBOWN 3KPaH TOIbKO NMPU KpanHen HeobXxoanmMocTH.

Ba>xHo! Nocne nepe3arpy3kn CUCTEMbI C BbIK/IOYEHHBIM MEXCETEBbLIM 3KPaHOM CrnCoK npasun pf, B
ToM yucne u npasuaa NAT, byaeT NONHOCTbIO OYULLEH, U MONb30BATENN NOTEPSOT AOCTYN BO
BHELLHIOIO CeThb M0 BCEM NMPOTOKoaM, KpoMe HTTP.

HacTpounku

JokyMeHTaums - https://doc-old.a-real.ru/



Last update: 2020/04/13 16:50 ics70:firewall https://doc-old.a-real.ru/doku.php?id=ics70:firewall&rev=1586785846

MexceTeBoM 3KpaH HacTpoiiku [Npaeuna CobbiTia
Ynpaeneuune MKC yepes geb Ynpasnenwe WKC yepes SSH
583 HoBan nokankHas cetes - 4o HOBaA NoKankHaA ceTh -
(192.168.17.190/24) (192.168.17.190/24)
MaKCHMaNEHOE KOMHYECTED AKTHEHBIX EDE,EI,HHE‘HHﬁ ’ Pextiam DaﬁﬂTbl MEMCETEROIND IKPaHa
e
10000 ipfw -= pf -

Bknagka «HacTporku» No3BONSET ONpenennTb YPOBEHb A4OCTYNa K yrnpasneHuto MKC 6e3
C034aHNS OONONHUTESIbHbLIX NPaBU MEXCETEBOIr0 IKpPaHa.

Bbl MOXXeTe nponucaTh ip-agpeca nam NoACeTH, C KOTOpbIX ByaeT oCyLecTBAATLCA AOCTYN K Beb-
nHTepgency NKC nam K KOHCOM BOCCTAHOBJIEHNS MO NPOTOKOAY SSH.

Ecnn Bbl xoTnTe nonyyvaTtb goctyn K MKC u3 nioboro mecTa, Bbl MOXXETE NOSHOCTbI OTKPbITh AOCTYM,
nponuncas noacetb 0.0.0.0/0.

BHumaHue! OTKpbIThIN AocTyn Yepe3 noacetb 0.0.0.0/0 He sBndeTcsa 6e30nacHbIM, MOCKOJIbKY B
TakoM caiydae ntobon MOXXeT NoNyyYnTb AOCTYN K cucteme. MNepep TeM, Kak OTKpbIBaTb AOCTYM,
HaCTOATENIbHO PEKOMEHAYETCA N3MEHNTbL Napo/b OTKPLIBAEMOro cepBuca Ha bonee 6e3onacHbIn (He
MeHee BOCbMUW CMMBOJIOB, BKJIOHAOLWMX LnUgpbl 1 ByKBbI pa3iMYHOro perncTpa).

I'IapaMeTp «MaKkcuManbHOEe KOIMYECTBO aKTMBHbIX COeANHEHM» NO3BONSET YCTaHOBUTb JINMUT BCEX
CeTeBbIX NOOK/IIOYEHNI K CUCTEME.

MapameTp «Pexum paboTbl MEXCETEBOIr0 3KpaHa» YyCTaHaBAMBAET 04epeHOCTb 3aMnycka Mmoaysien
pf n ipfw.

B HekoTopbIx cnyvaax paboTta VPN-nogknoveHunin Yepes VKC moxeT bbITb 3aTpyaHeHa
npoxoxaeHnem yepes NAT moayns pf. B TakoM c/iy4ae n3MeHUTe o4epefHOCTh 3anyCcka Ha pf-ipfw.

NMpaBuna

Bknagka «lpaBunna» SBNSeTCA rnaBHbIM paboymm nosem agMMHUCTPaTOopa Mo HacTPoKe
MeXCeTeBOro skpaHa. OHa pa3geneHa Ha [ABe 4YaCTu: CNMCOK Bcex nHtepgerncos UKC (B Buae
fnepea) U cobCTBEHHO cnncka npasui. Mpu KAnke Ha BoibpaHHOM MHTepderce ByayT nokasaHbl
TONIbKO Te NpaBuia, KOTOPbIE OTHOCATCA K AaHHOMY UHTepdency. Mpn HeOBXO0ANMOCTUN Bbl MOXETE
OTKJ/IIOYNTb CMINCOK MHTEP(ENCOB, Ha)KaB Ha 3HA4YOK B BMUAE CTPESIKM B LEHTPE pa3aenTenbHOm
noJsioChl.
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@ Paspewarowee npasuno
@ 3anpeulatoliee Npaguio
&% Mpuoputer

=» MapuwpyT

O OrpaHuyeHmre cKopocTy

Paspeluaroly1e npaeuna

INocryn no npotokony ICMP

PazpewmTs ICMP Tpadwuk, exonswmi Ha MKC sepez BrelwHne
uHTepdeRcs

INoctyn k cepeepy yepes GRE TouHenn

PazpewmTts GRE Tpadux, exonaumii Ha MKC 4epez BrelwHwe
MHTEpdERCH!

LocTyn K no4ToBOMY CEpBEpY
PazpewmTs TCP Tpaduk, exoaAwmi Ha MKC Ha nopT &4 MopT SMTP (25),
&a MopT IMAP (143), & Mopt POP3 (110) yepes Brawmue uHTepdeics

MpaBrna MeXCeTEBOr0 3KpaHa rpynnupyoTcs no TUny:

MpuoputeTsl
MapLpyTsl

ke whe

Paspewatolwime npasuna
3anpewatoLme npasuna

OrpaHun4eHns ckopocTn

Mo yMOMHaHUIO B MEXXCETEBOM dKpPaHE BCe COeANHEHNS, MHULIMMPOBAHHbLIE CHAPY XN, 3anpeLleHbl.
Mpw yCTaHOBKE CO3[al0TCS HECKOJIbKO CTaHAAPTHbIX pa3peLlaowmx npasu 41 KOPPEKTHON
paboThl OCHOBHbIX CEPBMUCOB: NMOYTOBLIA cepBep (nopTbl 25, 110, 143), FTP-cepsep (nopThl 21,
10000-10030), Beb-cepsep (nopT 80), DNS-cepsep (nopT 53 UDP), VPN-cepBep (nopT 1723, NnpoToKoN
GRE). Tak)Xe C034at0TCA ABa OTK/OYEHHbIX pa3peLualowmx npasuia: 4OoCTyn K samba-pecypcam
(mopTbl 139, 445) n goctyn K TpaHcgepy 30H DNS (nopT 53 TCP) 1 npaBuo, pa3peLlatoLlee
oTBeYaTb Ha ICMP-3anpochkl (MUHIK). 3TK NpaBuiia He ABNAOTCA XECTKO 3aJaHHbIMK, Mpu
HeobXxoOUMOCTN Bbl MOXKETE VX BbIK/OYNTbL, OTPEAAKTUPOBATL NIW YOANT.

CoObiTuA

MemCceTeBoN IKpaH HacTpoiku Mpasuna CobbiTHa

01.112019-01.112019 CerogHsa Hepens Mecsau Ipyroi nepwog - =

Bce cooBuienua ~ Q

3anpeuwaowee npasuno FTP Geno qofasnedo noNs3oeataneM AIMUMHHCTPaTOP

Bknanka «CobbiTns» 0T06pa>KaeT BCE N3MEHEHUA, NPONCXOAALME C MEXCETEBbLIM 3KpaHOM. OHa
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pasfesieHa Ha CTPaHWLbl, KHOMKaMu «Bnepen» 1 «Hasag» Bbl MOXKETe NepexoanTb CO CTPaHWLbI Ha
CTpaHuuy, mbo BBECTM HOMEP CTPaHWLbI B MOJIE U MEePEK0YNTLCA Cpa3y Ha Hee. B npaBoM BepxHeM
yray Moayns HaX0AWTCA CTPOKa Nomcka. C ee MOMOLLbIO Bbl MOXETE UCKATb HY>KHbIE BaM 3anucu.

Bknanka Bcerna otobpaxaeT cobbiTus 3a Tekywyto aaty. YTobbl nocMoTpeTb cobbiTMA 3a APYron
LEHb WM MHOW MPOMEXYTOK BPEMEHHU, BbibEpUTE HYXXHbIE AaTbl, UCMONb3YS KaJleH4apb B JIEBOM
BEPXHEM Yry MOAYNS.

B npaBoi 4acTn BepxHeln NaHenu Bbinagatowee meHo «CoobLieHmsa» No3BonseT oThuabTPoBaTb
CNnMcoK cobbITnin N0 BbIBPAHHOMY KPUTEPUIO: CUCTEMHBIE COODLLIEHNS, CEPBUCHBLIE CO0BLLLEHNS,
OLWMBKM, oCcTaNbHblE COOBLLEHNS.
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