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Me)XXceTeBOM 3KpaH

CTtapToBas cTpaHuMULa MoAyns

& AgMUHKUCTpaTop

MeceTeEoi 3KpaH HacTpoitkm [Npasuna CobbiTua

MemceTesol 3Kpax 3aMyLLEH
OTEE43ET 33 GUNETDALMKD HEMENATENSHOMD CETEBOTD TpadMKa

BoionioumTs

Hypuan +

Q

MeXxceTeBoM 9KpPaH — KOMIeKC nporpamMmMHbIX CpencTs, OC)/LLI,ECTBJ'IHPOLLI.I/IIZ KOHTPOJIb "
(pvmpraumo npoxoaAaLnx 4epes Hero ceTeBblX MakKeToB B COOTBETCTBUN C 3afaHHBIMU MpaBu1aMi.

OCHOBHOW 3afla4yeln CeTeBOro 3KpaHa ABAAETCS 3allMTa KOMMbIOTEPHbIX CETEN UM OTAE/bHbIX Y3/10B
OT HECAHKLMOHNPOBAHHOIO AoCcTyna. Takxe, MexxceTeBon 3kpaH MIKC oTBevaeT 3a TpaHCnaumo
ceTeBbIX aflpecoB BO BHelWHI0W ceTb (NAT) n nepeHanpasneHne NopToB..

Mpu BXxoLe B MOAY/b 0TOBPaXKaeTCs ero COCTOSHME, KHOMKA «BbIKNIOUNTL» (MAKn «BKNoYnTb» ecnu
MOAY/b BbIK/OYEH) U nocnefHne CobbITUS CUCTEMBI.

BHuMaHue! Bbikno4eHne MexCceTeBoro akpaHa octaBuT paboTatowmmm ToabKo npasuia NAT'a. Bce
npaBwa, orpaHnyYnBaloLWme OCTyn n3BHe, By AyT OTKOYEHbI, YTO MOXKET HEraTMBHO CKa3aTbCH Ha
6e3onacHOCTN cuctembl. OTKOYANTE MEXXCETEBOWN 3KPaH TOIbKO NMPU KpanHen HeobXxoanmMocTH.

Ba>xHo! Nocne nepe3arpy3kn CUCTEMbI C BbIK/IOYEHHBIM MEXCETEBbLIM 3KPaHOM CrnCoK npasun pf, B
ToM yucne u npasuaa NAT, byaeT NONHOCTbIO OYULLEH, U MONb30BATENN NOTEPSOT AOCTYN BO
BHELLHIOIO CeThb M0 BCEM NMPOTOKoaM, KpoMe HTTP.

HacTpounku
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MexceTeBoM 3KpaH HacTpoiiku [Npaeuna CobbiTia
Ynpaeneuune MKC yepes geb Ynpasnenwe WKC yepes SSH
583 HoBan nokankHas cetes - 4o HOBaA NoKankHaA ceTh -
(192.168.17.190/24) (192.168.17.190/24)
MaKCHMaNEHOE KOMHYECTED AKTHEHBIX EDE,EI,HHE‘HHﬁ ’ Pextiam DaﬁﬂTbl MEMCETEROIND IKPaHa
e
10000 ipfw -= pf -

Bknagka «HacTporku» No3BONSET ONpenennTb YPOBEHb A4OCTYNa K yrnpasneHuto MKC 6e3
C034aHNS OONONHUTESIbHbLIX NPaBU MEXCETEBOIr0 IKpPaHa.

Bbl MOXXeTe nponucaTh ip-agpeca nam NoACeTH, C KOTOpbIX ByaeT oCyLecTBAATLCA AOCTYN K Beb-
nHTepgency NKC nam K KOHCOM BOCCTAHOBJIEHNS MO NPOTOKOAY SSH.

Ecnn Bbl xoTnTe nonyyvaTtb goctyn K MKC u3 nioboro mecTa, Bbl MOXXETE NOSHOCTbI OTKPbITh AOCTYM,
nponuncas noacetb 0.0.0.0/0.

BHumaHue! OTKpbIThIN AocTyn Yepe3 noacetb 0.0.0.0/0 He sBndeTcsa 6e30nacHbIM, MOCKOJIbKY B
TakoM csiydae ntobon MoXXeT NoNyYnTb AOCTYN K CUCTEME.

Ba>xHo! lepen TeM, KakK OTKpPbIBaTb JOCTYM, HACTOSTE/IbHO PEKOMEHYETCA U3MEHUTb MNaposib
OTKpbIBaeMOro cepBuca Ha 6onee 6e3onacHbIi (He MeHee BOCbMW CUMBOJIOB, BKOYAIOLNX LUdPbI 1
OyKBbI Pa3IM4YHOrO PermcTpa).

MNapameTp «MakcumMasibHoe KOJIM4eCTBO aKTUBHbIX coeanHEeHW» No3BonseT YCTaHOBUTb JINMUT BCEX
CeTEeBbIX MOAKYEHN K CUCTEME.

MapameTp «Pexum paboTbl MEXCETEBOIO 3KpaHa» yCTaHaBMBaeT 04epelHOCTb 3aMycKa Moaynen
pf n ipfw.

B HekoTopbix cnyydasax pabota VPN-nogkntoveHun yepes NKC moxeT 6bITb 3aTpyAHEHA
npoxoxaeHnem yepes NAT moayns pf. B TakoM ciy4ae n3MeHUTe o4epefHOCTh 3anycka Ha pf-ipfw.

NMpaBuna

Bknagka «lpaBuna» sBAgeTCA rnaBHbIM paboymm nosieM agMUHUCTPaATOpa Mo HacTporKe
Me)ceTeBoro skpaHa. OHa pa3feneHa Ha ABe 4acTu: Cnucok Bcex nHtepgencos VKC (B Buge
fepesa) n cOBCTBEHHO CNUCKa Npasul.

Mpwn KNnKe Ha BbIbpaHHOM MHTepderice by ayT NOKa3aHbl TOJIbLKO Te MpaBWJia, KOTOPble OTHOCATCS K
[aHHOMY NHTepgency.
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|_|pl/l HeobX0AMMOCTHN Bbl MOXKETE OTKAOYNTb CMINCOK MHTepCpel\ilCOB, Ha>XaB Ha 3Ha40K B BUAe
CTpeNKnN B LleHTpe pa3,uen|/|Tean0|7| NnosocChbl.

MeceTeB0N 3KpaH HacTpoiiku Mpaeuna CobbiTia

S

@ Paspewatolee Npaeuno A
Paspeluatolyue npaeuna

Q

@ 3anpellatoliee NpaBKao
petiatolly P HocTyn no npotokony ICMP

PazpewmTs ICMP Tpadwy, exonawmi Ha MKC yepes BHelwsne
MHTEpbERCE!

&% Npuoputer

= Mappyt Noctyn k cepeepy 4epes GRE TouHenw

PazpewwnTts GRE Tpadmy, exonawmii Ha MKC yepez BrelwHwe
O OrpaHuyeHue CKopocTy MHTEPQEUCE]

[locTyn K NONTOBOMY CEPBEDY

Pazpewmts TCP Tpaduk, exogawmii Ha MKC Ha nopt & MopT SMTP (25),
a MopT IMAP (143), &a Mopt POP3 (110) 4epez BHewHue uHTepdeRcs!

MpaBuia MeXCeTEBOro 3KpaHa rpynnupyTcs No TUny:

Paspewatowime npasuna
3anpelatoLine npasuia
MpropnTeTsl
MapLpyThl
OrpaHun4yeHns CKOPoCTK

vk wh -

1o yMONI4aHMIO B MEXCETEBOM 3KpaHe BCe COefNHEHNSA, NHULMNPOBAHHbIE CHaPYXW, 3anpeLleHsl.

Mpu yCTaHOBKE CO3AAa0TCS HECKO/IbKO CTaHAAPTHbIX Pa3peLlatoLLnX NpaBua AN KOPPEKTHON
paboTbl OCHOBHbLIX CEPBUCOB:

* N104TOBbLIN cepBep (nopThl 25, 110, 143)
FTP-cepsep (nopTbl 21, 10000-10030)
Beb-cepsep (nopT 80)

DNS-cepsep (nopt 53 UDP)

VPN-cepsep (nopt 1723, npotokon GRE)

Tak>xe co30al0TCs ABa OTK/IOYEHHbIX pa3peLlatolwux npasuia:

e [0CTYN K samba-pecypcam (nopTsl 139, 445)
e [OCTYN K TpaHcgepy 30H DNS (nopt 53 TCP)

/I npaBuno, paspelsatowiee oteedaTb Ha ICMP-3anpockl (MUHMK). 9TK NpaBuia He ABNAIOTCSA XECTKO
3a4aHHbIMK, NP HEOOXOANMOCTUN Bbl MOXETE UX BbIKNIOYUTh, OTPEAAKTMPOBATL UM YOAUTb.
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CoObiTus
MexceTeBol 3xKpaH HacTpoiku [Npasuna CobbiTua
01.11.2019- 01112019 Cerogua Henena Mecay, Dpyroi nepwog, ~ 5]
X Sxcnopr YoanuTe Aorm Bce coofweHna ~ Q
s

Janpewarowee npaswno FTP Gewno gobaenedo nons3osateney AZMMHHMCTRATOD

Bknanka «CobbITs» 0To6pa)kaeT BCe M3MEHEHWS, MPOUCXOAALLME C MEXXCETEBbLIM 3KpaHOM. OHa
pasfefieHa Ha CTpaHuLbl, KHOMKaMu «Bnepea» U «Hasal» Bbl MOXKETE NepexoanTb CO CTPaHMLbl Ha
CTpaHuuy, nmbo BBECTM HOMEP CTPAHWLbI B MOJIE U NEPEKI0YNTLCS Cpa3y Ha Hee. B npaBoM BepxHeM
yray MoOAyas HAXOAUTCA CTPOKa Noncka. C ee NoMOLLbO Bbl MOXETE UCKATb HY)KHbIE BaM 3anuncu.

Bknanoka Bcerna otobpaxkaeT cobbiTus 3a Tekywyto aaTy. YTobbl nocMoTpeTb cobbiTHA 3a APYron
LEHb U MHOW NPOMEXYTOK BPEMEHN, BbIBEPUTE HY)KHbIE AAThl, NCMOb3YS KaneH4apb B JIEBOM
BEPXHEM Yrly MOy NS.

B npaBon 4acTu BepxHen NaHenn sBeinagatolliee MeHio «CoobLleHns» nNo3BonseT oTPUNLTPOBaTb
CNNCOK cobbITMIA N0 BbIBPaHHOMY KPUTEPUIO: CUCTEMHbIE COODLLIEHNS, CEPBUCHbLIE COOBLLLEHNS,
ownbKK, ocTanbHble COODLLEHUS.
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