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Beb-uHtepdenc

Bxop, B BeO-uHTtepgenc

Mocne ycTaHOBKY, A5 BXoAa B Beb-nHTepdenc ynpasneHms Heobxoaumo Ha ntoboM KoMnboTepe 13
NnokanbHoW ceTu, B bpay3epe BBECTU ip-aapec cepBepa, KOTOpbI Bbisl YKa3aH npu yCTaHOBKe M NopT
81 (<ip:81>).

B kavecTBe bpay3epa ro ymMoa4aHnio peEKOMEHAYETCS ncnosib3oBaTb Mozilla Firefox nan Google
Chrome.

Mocne 3Toro, HAYHETCS NPOLECC 3arpy3ku Beb-nHTepdenca n NoSBMTCS OKHO BBOAA JIOTVHA 1
napons.

(]

Mpw NnepBoM Bxoae B BeO-nHTepdenc, HeobxoanmMo Ncnosb3oBaTb NoruH root 1 napons 00000 (NATb
Hynien).

BHumaHue! HacTtoaTenbHO peKoMeHAyeTCA NOMEHATb NapoJib agMUHUCTPaTOpa cpasy Xxe
nocsie nepeoro Bxopa B cucremy. B npotuBHom cnyyae, K uutepcency ynpasneHus MKC
CMOTYT MOJQIY4YUTb AO0CTYN NOCTOPOHHUE NULa.

Takxe, B OKHe aBTOpM3aLMN HaXOAMUTCS CCbIIKU Ha BEB-UHTepdenc noYTel, CTpaHWLYy aBTopmU3aLLnm
Captive portal, Beb6-COpTHOH 1 yTUANTY aBTOpU3aLUN.

naBHaA cTpaHMUUA

Ha rnaBHom cTpaHuue Beb-nHTepdenc pa3aeneH Ha aBe YacTu. B neBon HaxoOQuTCs CNUCOK MoAaynen
CMCTEMbI, Pa3buTbIi Ha HECKOJ/IbKO OCHOBHBIX FPYMM - Ha3blBaEMbI MEHIO, @ B MPaBOW - OKHO
Tekywero moayns. Ha rnaBHon ctpaHuue «MKC» B OKHe Moayna npeacTasneH Habop
HaCTpanBaeMbix BUOXeTOB («[onb3oBaTenn», «CTaTuCTka», «OTYET MO KaTeropmsam»,
«be3onacHoOCTb 1 orpaHnyeHne foctyna», «fMposangepsl n ceTn», «Movyta», «Beb n hannosbin
cepep», «TenedoHns», «MOHNTOPUHI 1 06CNYyXNBaHNE», «JIeHTa CanToB», «JIeHTa NONCKOBUKOB»,
«CobbITNA»).

(]

Bup>xetbl

HekoTopble U3 HUX NEePBOHAYasIbHO CKPbITbI. BCe BUAXKETHI MOXHO CKPbIBAaTh/A00aBASATb Ha MaBHYHO
CTPaHULY, N3MEHSTb pa3Mep 1 nepemeLlaTtb No ceTke. Ans nobaBneHns BUOKETOB HE0BX0AMMO
Ha)xaTb Ha CUMBOJ KapaHAalla B IEBOM HUXHEM Yyriy, OyeT BKJIIOYEH PEXUM peaaKTUPOBaHMS
FIABHOW CTpaHULbI.
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CHn3y bygeT OTKpbITa MaHeNb C NepeyvymcieHnemM BCex AOCTYMHbIX BULXKETOB, @ TakXKe KHOMKa
BOCCTaAHOBJIEHNS NEPBOHAYabHON HAaCTPONKM BUAXeToB. OTobparkaeMble BUOXKEThI Ha F1aBHOM
3KpaHe 6yayT NoacBeYeHbl Ha AaHHOW naHenu. MNpu gobaBneHUn BuaXKeTa, OH 400aBMTCSA B CaMbli
HWU3 3KpaHa. B pexnme pefakTMpPOBaHMA r1aBHON CTPaHMULbI TaKXe NOSBASETCS CETKA, a Y KaXXaoro
BUA KETa NOSBAAIOTCA 3HAYKMN yAANEHNS N peAaKTMpoBaHMS (LecTepeHka). Ecnm Heobxoammo
ybpaTb BUOXKET C rNaBHON CTPaHULbl, TO 3TO MOXXHO CAeSlaTb: Ha)kaB Ha 3HaK KOP3WHbI, y
COOTBETCTBYIOLLEro BUAKETA; HaXXaTb HA COOTBETCTBYIOLLYIO MKOHKY BUAXETa B NaHENN OTKPbITOM
CHU3Y; «yXBaTUTb» N NepeTaLLnTb BUAXKET Ha HUXKHIOK MaHesb.

(]

Mpun pefakTupoBaHMM BuaKeTa 6yeT OTKPbITO HOBOE AMaIoroBOE OKHO, B KOTOPOM MOXXHO yKa3aTb
LUMPVHY 1 BbICOTY. 3alaBaeMble 3HAaYEHNS YKa3blBAOTCA B KOJIMYECTBE KIEeTOK. MakCcManbHas
lWMpUHa 36 KNETOK, YTO COOTBETCTBYET pa3Mepy 0TobparkaeMol CETKM, a MaKCMaJsibHas BbICOTA
onHoro Buaxxeta 3600 knetok. CTOUT OTMETUTb, YTO M3MEHUTb pa3Mep BUOXKETA BO3MOXHO TOJIbKO
B CJly4ae J0CTaTOYHOro MecTa. Pasmep BuaxeTa byaeT paccymMTbiBaTbCS OT IEBOFO BEPXHEr0 Yrna,
TeKYLLEero pacnofioxxeHus suaxeta. Ecnm Heobxoanmo yBennynTb BUAXKET, a CBOOOAHOro MecTa He

XBaTaET, TO CTOUT NepeTalunTb BUAXKET B CaMblii HU3 1 NPOM3BECTU HACTPOMKY HEODX0ANMbIX
pa3mepoB. B MobunnbHOM BuAe BUAXKETbI PAcnofiaratoTcs Nno BEPTUKANN APYr 3a APYroM, BHECEHNE
N3MEHEHUsI PaCMoNIOXKEHNS 1 Pa3MEPOB HE BO3MOXKHO.

Bo3MoOXHbIe 3aBucumsblie
Bupxert Nudopmauus . Mepexop
LeUuCTBUA cnyXobl
ObLee KONNYECTBO,
' No6aBnTb
KOJINYECTBO aKTUBHbIX, Monb3oBaTenu,
nonb3oBaTens,
Monb3oBaTenn |3a6J10KMPOBaAHHbIX W Ponun, MoHuTOp -
UMMOPTUPOBATL »
OTKJIOYEHHbIX . coeiNHeHnn
y nonb3oBaTesien
nosib3oBaTenen
Pa3mep Bxogsdwero n |BKAOYNTL/OTKIOYUTD
ncxogswero Tpaduka (Cyxby cTaTUCTUKK CraTncTuka,
CraTtucTtuka OTy4eTsl CyeTyuKuy,
3a TeKyLme OeHb, (CtatucTuka,
MNpokcu-cepeep
Hepesno n Mecsl CyeT4nkn)
BbiBOOUT CBOAHYIO
NH(OPMaLMIO 0 OT1yeThl
OT4eTbl NO (popmaul
pacrno3HaHHbIX - (KaTeropuun -
KaTeropunsam
KaTeropua Tpaduka 3a Tpaduka)
TeKYLWNN OeHb
MexceTeBon
3KpaH, MNMpokcun-
Habopbl npaBun, |cepsep, GuabT
BKIOYNTB/BLIKOYNTD pel fIp peep, @ P
KaTeropun HTTP-Tpaduka,
cmcTtemy besonacHoCTH
be3onacHoOCTb N Tpadguka, DNS-cepsep,
Yucno obHapyXeHHbIX |(MeXxceTeBon 3KpaH, .
N orpaHn4yeHune MexceTeBou [leTekTop aTak
aTaK 1 BUPYCOB Mpokcu-cepsep, :
AocTyna 3KpaH (npaBuna), |Suricata,
puneTp HTTP- .
Tpathuika) Mpokcu AHTVBUPYCHbLIN
(HacTpomkm) NpoKCKu-cepaep,
DLP, KoHTeHT
puneTp
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Mposangep no
YMOJIHaHWIO, MUHT A0

MpoBanaepsl n

cetn, VPN
LLJTKO3a MO0 YMOYaHWUIo,
y (Monb3oBaTenn),
MpoBangepsl U |CpenHas 3arpyska 3anycTnTb MacTep VrpasneHme i
cetn NHTepdenca HaCTPOWNKN CeTn
nposaiinepa oT4yeTamu (oTyeT
P Pa, Mo nHTepencam),
konnyectso VPN -
y CeTeBble yTUNUTHI
NOOK0YEHNN
Moy4TOBLIN
cepsep,
BKNIOYNTL/BLIKNHOYNTD XpaHunuiie
MoyTa: rnasHas
Konun4yecTtso NoYTOBbIE CNYXDbl NoYTHI,

y CTpaHuua, JOMeHb
obpaboTaHHbIX Nucem |(MoYTOBLIN CepBep, 1 SLUVKN CéopLunk
(oTnpaBneHHbIX, XpaHnAuLLe noYTsl, UnbT Q NoYThI,

MoyTa NoJIyYeHHbIX, ChopLUMK NoYThl, PbI, AHTUCNaM
agpecHas KHura, .
OTrMpaBfIEHHbIX B CNaMm, |AHTUCNAM SpamAssasin,
. no4yToBas
0bHapyXeHHbIX SpamAssassin), ouepess DNS-cepsep,
BMPYCOB) N06aBnTb NOYTOBLIN ' Cepsep
CTaTUCTMKA NOYTHI
ALWMK KaTaJioros,
Cnyx6a DKIM-
nognucu
BKAOYNTL/BLIKIOHYUTD
thannosbIn cepeep XpaHunuuie
Konun4yecTtso (Beb-cepsep, FTP- tannos, Beb (Beb- |Beb-cepsep,
Beb n BUPTYaJIbHbIX XOCTOB, |cepBep, CeTeBoe pecypcel), FTP FTP-cepsep,
thannosbin pecypcoB, OCTaBLUeecs |0KpyXeHne), nobaBuTh |(FTP-pecypcsl), CeTeBoe
cepsep cBobOHOE MeCTO Ha  |0AWH N3 Pecypcos, CeTeBoe OKpYXXeHue,
auncke [06aBMTb pa3aen u OKpY>XXeHune DNS-cepBep
NOAKJYUTL XECTKMIA |(MaeHTUpuKaumns)
ANCK
BKJIIOYMNTL/BLIK/IIOYNTD
TenecoHns
Konm4ecTBo BHEWHNX [Cnyxby TenedoHuuy,
(TenedoHHbIE TenedoHus,
TenedgoHus KaHanos, TenedoHHbIX ([JobaBuTb
- Homepa, npasuna, |DNS-cepsep
HOMepoB, (paKcoB TeneOHHbIN HoMep,
)KYPHa 3BOHKOB)
nob6aBnTb hakc
3arpy3ka: npoweccopa,
Py bou P MOHUTOPWHT, MOHUTOPWHT
onepaTUBHOM NamATK, |BKNOYNTL/BLIKNIOYNUTD
O6HoBNEHNS, COCTOSIHMSA
MOHUTOPWHI 1 |CUCTeMbI. Bpems oo MOHUTOPWUHI CUCTEMBbI,
obcnyXnBaHMe [KOHUA AeMO-BepCumn CO30aTb pe3epBHYI0 Bpems u para, CUCTEMBI,
CncTeMHbIn CncTeMHble
(ecnu cuctema He KOMnuio
XXYpHan yBeLOM/IeHUs
aKTVBUPOBaHa)
BeiBOOATCA NnocnegHue OT1yeThl
JleHTa CanToB |3aperncTpupoBaHHbIe |- (AKTUBHOCTb -
noceweHnsa canTos noJsib3oBaTenen)
BbiBOAATCA nocnefHue
JleHTa 3aperncTprpoBaHHbie | OT14eTbl (JleHTa i
MOWCKOBMKOB |3aMpocChl B MOUCKOBbIX NMOVCKOBUKOB)
cmcTemMax
[Moka3biBaeT XypHan n
nocnenHune cobbiTus BELOMJIEHMSA
CobbiTuna A - yBed g -
CUCTEMbI U3 (CucteMHbIN
CMCTEMHOr0 XXypHana XKypHan)
Bce BnoxeTbl 0TobpaXkaloT akTyaslbHY0 MHGOpMaLmMo U 0OHOBNAOTCA B peasibHOM BPEMEHN.
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Mocne nepBoro BxoAa B Be6-nHTepenc HeobXxoaAnMo NPOBECTU NEPBUYHYIO HACTPOMKY CUCTEMBI.
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