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HacTtpouka HTTPS-cbunbTpauum

Ina Toro, 4Tobbl NOY4YMTb BO3MOXHOCTbL (hnnbTpoBaTh HTTPS-Tpadumk nonb3osatenen, Heobxoammo
coenaTb cnepytoulee:

1. [lobaBuTb KopHeBoi cepTudukat (CA) co CTaHAAPTHLIMW HACTPONKaMM B MOAYE CEPTUGDMKATHI.

(]

Ona Toro, 4Tobbl cepTuduKaT paboTan AAMTeNbHOE BpeMS U He Obl/I0 HEOOXOAUMOCTN MEHATL €ro
Ha KOHEYHbIX NO0JIb30BaTesNAX, YCTaHOBMTE AaTy OKOHYaHWA cepTudumkaTa bonee yem 1 rog (no
yMmon4yaHuio). OCTanbHble NapaMeTpbl cepTUdUKaTa 0CTaBbTE MO YMOJIHAHMIO.

(]

Mocne HaxxaTus KHOMKK «[,06aBUTb» CMCTEMA CMPOCUT, HY>KHO NN LUMGPOBAHUE KItoYa. YKaxunTe
«He WwntpoBaTb 3aKPbITbIA KOY».

2. BbibpaTb gaHHbIN cepTudukat B none «Ceptudukat ana HTTPS-punbTpaumm» HaCTpoeK Moayns
NnpokKcu.

(]

Mocne 3Toro Heob6xoAMMO BbIOPaTb OAMH U3 ABYX PEXUMOB paboTbl hunbTpaLmm:

®dunbTpoBaTbh Becb HTTPS-Tpaduk ¢ pacumndpoBKon. B 3ToM pexrme BeCb NPOXoaALLUNA
Tpamk byneT paclmdpoBbIBaTLCA NOCPEACTBOM NOAMEHLI cepTudurKkaTa. lNocne 3Toro npasmna
hunbTpaumm HavyHyT paboTaTbh, OJHAKO B CBA3W C MOAMEHOM cepTudukaTa npu 3anpoce bpaysep
nonb3oBaTtens byaet coobLiaTb 0 HEKOPPEKTHOM cepTudukaTe. YTobbl NCKYNTL AaHHYIO OWNOKY,
HeobxoamMo caenaTb cregytoLlee:

(]

B moayne cepTuduKaTbl 3KCMNOPTUPOBATL AaHHbLIN CEPTUHMKAT Ha MaLLUHY KOHEYHOr O
No/b30BaTeNS. DKCMOPT KJtoYa cepTudukaTa He TpebyeTcs.

Ha Ka>X[40oM KJIMeHTCKOM KoMnMbloTepe AobaBuTb cepTUdUKaT B JOBEPEHHbIE KOPHEBbIE LIEeHTPbI
cepTudmkaummn. ITo fenaetca cnepyowmm obpasom (Ha npumepe Windows 7): ABaXAbl KIMKHUTE
Ha cepTuukaT. HaXxMmnTe KHOMKY «YCTaHOBUTbL cepTuukaTt». OTKpPOETCSA MacTep MMMopTa
cepTudukaTa. Korga Mmactep cnpocuT BbiIbOp MecTa XxpaHeHus cepTudukaTa, Bbibepute «NoMecTuTb
BCe CepTumKaTbl B CriedyoLiee XpaHuamnwie», HaxxmMute KHomnky «0630p» v BblibepuTe «40BEpeHHbIe
KOPHEBbIE LIeHTPbl CepTUdUKaLNm».

(]

Takum obpa3om, cepTudnkaTt byaet nMnopTUpoBaH B rnobanbHoe xpaHunuuie cnctemsl. OH byaeT
paboTaTb As1a Tex bpay3epoB, KOTOPbLIE NCNOJb3YIOT CUCTEMHbIE XPaHUAULLA CEPTURNKATOB,
Hanpumep, Internet Explorer, Chrome, Yandex. Ecnun xe 6pay3ep ncnonb3yeTt cobcTBeHHOE
XpaHunuLe, Kak, K npumepy, Firefox, To umMnopT HeobxoaMMO NPON3BECTU HEMOCPEACTBEHHO B
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HacTpoukax bpay3epa. 3To oenaetcs cnegyowmm obpasom (ans Mozilla Firefox):

(=]

3anpguTe B HacTponky bpaysepa, nepenaute B flonosHUTENbHbIE - CepTugurkaTbl - NpocmMoTp
ceptugmkaTos - WLEeHTpbI cepTudukaumnm - UMnopTupoBaTh U yKaXknTe ckadaHHbln ¢ UKC
cepTndumkar.

OTMeTbTe BCe (DNIAXKKM U UMMOPTUPYIATE CEPTUPUKAT.

Ons Toro, 4Tobbl NCKAYNTL BbIBpaHHbIX NONb30BaTENEN UAW OTAE/IbHblE LOMEHbI, MPUMEHSeTCS
none «McknoyeHns». CoeanHeHNs Nosib3oBaTesend, yKasdaHHbIX B 3TOM noJse He byayT
paclIngpoBbIBaTLCA U, COOTBETCTBEHHO, UMMNOPTUPOBATL CEPTUPMKAT NS HAX HET HEOOXOANMOCTN.
AHanorn4yHo, CoeANUHEHNA Ha YKa3aHHble JOMeHbl TakxXe He byayT paclmngposbiBaThCs. JobaBnsATb
LOMeHbl MOXXeT noTtpeboBaTbCa AN9 KOppeKkTHOW paboTel 6e3onacHbIX cepBMCOB B NpoBepkon MitM-
aTak, TakMx Kak no4yToBble uiv HaHKOBCKME CEPBUCHI.

dunbTpoBaTh 6€3 NnogMeHbl cepTuduUKaTa. B 3T0M pexmme yCTaHOBKa cepTudmKaTa B CUCTEMY
KOHEYHOro nosib3oBaTtens He TpebyeTca. OgHako, B AaHHOM pexume paboTel MKC byneTt 3HaTb
TONbKO O JOMEHE Ha3Ha4YeHUs 3anpoca, a He o nosHom URL.

Hanpumep, ecnn Bbl X0TWTe 3ab10KMPOBaTb BECb 4OMEH yandex.ru, To 4S19 3TOr0 4OCTaTO4HO
HaCTpoOUTb (USIbTPaLMIo B pexnme paboTel 6e3 noameHbl cepTudmrkaTta. ECam xe Bbl XOTUTE
3ab10KMpoBaTh AOMEH yandex.ru, HO Mpu 3TOM pa3pelnTb agpec yandex.ru/video, To BaM
notpebyeTca HAaCTPOUTb NOJIHYIO NOAMEHY cepTudukaTa ona pacwmndposkn URL Ha3HavyeHms.

Takxxe, B JaHHOM pexxnMe paboTbl eCTb BO3MOXHOCTb HACTPOUTb OTAEsIbHble LOMeHbl Nbo xe
OTLeNbHbIX NOJib30BaTeNe Ha NOJIHYI0 pacluM@poBKy B nose «OuabTpoBaTh C paclMppPOBKOn». B
3TOM CJly4ae MMNopTUPOBaTh CEPTUMUKAT HyXHO Nnbo Ans Tex nosb3oBaTenel, KOTOpble YKa3aHbl B
none, nnbo Ana BCex nonb3oBaTtenen, kotTopble byayT obpalwaTtbCs K MPONNCAaHHOMY OMEHHOMY
nmeHmn (Hanpumep vk.com).
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