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HacTtpouka HTTPS-cbunbTpauum

Ina Toro, 4Tobbl NOY4YMTb BO3MOXHOCTbL (hnnbTpoBaTh HTTPS-Tpadumk nonb3osatenen, Heobxoammo
coenaTb cnepytoulee:

1. [lobaBuTb KopHeBoi cepTudukat (CA) co CTaHAAPTHLIMW HACTPONKaMM B MOAYE CEPTUGDMKATHI.

Hobasnenune ceptudmkaTta

Obuwee HacTpoiikm WMcnonesoeaHue Knkova Netscape pacwmperme

Hazeanme *

HTTPS

Kop cTpaHel

RU - Russian Federation -

lopog Ob6nacTs

Yaroslavl YAR

OpraHu3auma E-mail

ICS Mumidol admin@murni.dol

Wms wnm agpec xocta

murmi.dol

NobGaeuTe OTmeHa

Inda Toro, 4Tobbl cepTudmkaT paboTan onuTenbHoe BpeMs 1 He 6bis10 He0BX0AUMOCTN MEHATb €ro
Ha KOHeYHbIX N0JIb30BaTeNsX, YCTaHOBUTE AaTy OKOHYaHUA cepTudukaTa 6onee yem 1 rog (no
yMonyaHuio). OcTanbHble NapaMeTpbl CEpTUdUKATa OCTaBbTE MO YMOJTHAHUIO.

JokyMeHTaums - https://doc-old.a-real.ru/


https://doc-old.a-real.ru/doku.php?id=ics70:serts

Last update: 2020/01/27 16:28

ics70:https https://doc-old.a-real.ru/doku.php?id=ics70:https&rev=1573401602

HobaeneHune cepTUdMKaTa

Obwees HacTpolku

THn cepTudMraTa

cA

ANropHT™

CpoK geAcTERA CEpTHOMKITA

06112020

< HorGpe 2020

M Br Cp Y7 It Cb6

o 0 11 12 13 14
15 17 18 19 20 21
23 24 25 26 27 28
30

CerogHs

Mcnons3osaHwe KamYa

Metscape pacluMpeHHe

Tun wrpoeaHMa

- RSA -

]
>
Bc
1

- GuT

b

a

Mocne Ha)xaTusa KHonky «[106aBnTb» CMCTEMa CNPOCUT, HYXKHO S WNGPOBaHME KtoYa. YKaxnute

«He wngpoBaTb 3aKPbITbIA KJKOY».

2. BoibpaTb AaHHbIN cepTudukaT B nosie «Ceptudmkat ana HTTPS-¢pumnbTpaunmn» HaCTpoek Moayns

MPOKCHM.

MNpoKkcu-cepeep HacTpoiku

T W

Ceprudurar gna HTTPS duneTpawmm

# HTTPS

Pacwu@poBslEaTe TRaMKK C NOOMEHOH
CEPTHRMKATA

ABTOKOHGMIYpaLmsa
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CETAMMK

PuneTpoBaTs Dez nogmMersl cepTudmKaTa

PacwmndpoebieaTe TpadHK C NOAMEHOH CepTHOMKATA
anAa
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Mocne 3Toro HeobxoaMMO BbIbpaTb OAMH U3 ABYX PEXUMOB paboTbl punbTpaLmm:

®dunbTpoBaTbh Becb HTTPS-Tpaduk ¢ pacumndpoBKon. B 3To0M pexrme BeCb NPOXoaALLUNA
Tpaduk byneTt paclngpoBbiBaTLCA NOCPEACTBOM NOAMEHbI cepTudurkaTa. [locne 3Toro npasuia
bunbTpaumm HavyHyT paboTaTb, OOHAKO B CBA3M C MOAMEHON cepTuduKaTa npu 3anpoce bpaysep
nonb3oBaTtens byaet coobLiaTb 0 HEKOPPEKTHOM cepTudukaTe. YTobbl NCKAYNTL AaHHYIO OWNOKY,
HeobxoaMMo caenaTb cregytoLlee:

JIGGELTT S Ynanuts MpocmoTtp cepTudmraTa & MHmnopt X Swcnopt - =
IKCNOPT cepTudUKaTa .
Hazeanue = CozpaH ﬂg CTBYET Mma unu agpec xocta
IKCMOPT KAYa cepTUdUKaTa
2 ¥ CeprudmkaTel
IKCNoPT cepTuduKaTa B fopmate PKCS 12
# VPN-kopHesoii P pTU® $op 06.11.2019 07.11.2020 test.ru
.:teArliJ: I?:gg? ; ggraltcec-.:l: 41469 68833519 KoHeuHsIli cepTuduKaT He 33lMdposaH 30.08.2019 30.08.2029 ics-asterisk
&ﬁ;:ﬂ%?ﬂiﬁ;%%ebéﬁ 4937971 KoHeuHbil cepTiduKaT He 3alndposad 30.08.2019 30.08.2029 ics-gui
#ai‘éitrigeii‘;itgf cch7540b5 512168886 KoHeuHbIld cepTuduKaT He 3alndposad 30.08.2019 30.08.2029 ics-mail-server
# HTTPS CA He 3awMdposad 06.11.2019 07.11.2020 mumi.dol

B moayne cepTuduKkaTbl 3KCMOPTUPOBATL AaHHbIN CEPTUHMKAT Ha MALLUHY KOHEYHOr O
Nosib30BaTenNs. IKCMNOPT K/Ya cepTudrkaTa He TpebyeTcs.

Ha Ka)XZ0M KJIMEHTCKOM KoMMbloTepe 106aBNTb CEPTUPUKAT B AOBEPEHHbLIE KOPHEBLIE LLEHTPbI
cepTudukauun. 370 aenaeTcsa cnepyowmm obpasom (Ha npumepe Windows 7): aBa)k bl KJIMKHUTE
Ha cepTUukaT. HaxXMuTe KHOMKy «YCTaHOBUTb CEpTUDUKAT». OTKPOETCS MacTep UMMNOPTa
cepTudukaTa. Koraa mactep CnpocuT BoIbOp MecTa XpaHeHUs cepTudrkaTa, BblbepuTe «nomMecTUTb
BCE CepTM(MKaTbI B CIeAyioLLee XPaHWNLLE», HAXXMUTe KHOMKY «0630p» 1 BbIbepnTe «40BEPEHHbIE
KOPHEBbIE LLeHTPbl CepTUdUKaLNN».
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of' Ceptnduka

Obwwe  CocTas MyTb CEPTHHMKELIKN

@g Ceenenna o cepTihukaTe

HeT qoBEPHA K 3TOMY KODHEBOMY C
ueHTpa ceprudukauun. Ytobo sl
YCTAHOBMTE 3TOT cepTwhuKaT B Xpi
O0BEPEHHBIX KOPHEBLIX CEpTHDMKE
cepTwhmKa L.

Komy Boigan: test.ru

Kem BoigaH: test.ru

OencrenTenen ¢ 02,03, 2012 m

YCTaHOBWMTE CEPTMEMKET. ..

=% MacTtep vmnopTa cepTUgMKaTos

XpaHwnuule cepThHKATOE

KPEHUMMILE CEPTUDMKATOR - 3TO CUCTEMHEIE 0BNECTH, B KOTOPRIX
KPEHATCA CEPTHDMKETEL

Windows SBTOMATHHEDKM BEIDEDET XPEHMIMLLE, MM Bl MOMKETE YKAZETE
PECNONOKEHME CERTUDMKETE BRYHHYHD.

() ABTOMETMHEDM BLIAPATE XPEHUNHLLE HA OCHOBE TWNA CepTMAMKATA

(®) MomecTHTh Bre cepTUdMKATE B CIEAYIOWEE XDEHMTHLLE

Buibop xpaHunniua ceprudnkata X
Cfsop...
BrifEpUTE XPEHUNKLLE CEPTUMKATOE, KOTOPOE Bkl
XOTWUTE WCONBI0EET,
L] MiuHoe A
il [loBepeHHhie KOpHEBEIE LEHTPEI CEPTH
| [loBEpUTENEHEIE OTHOWEHA B Npeanpy
| MpoMEyTOUHEIE LEHTPE! CEPTHMKELIA
| [loBepeHHkie nsaaTenn
Ly 7 IHI:IHTMI+\.MI|'.=TI-\I K EATAMNKIM HET ANRSnA
< >
[ Moxasate dmsiueckie xpaHumwa
Ornera
Hanee Ormena

Takum obpasom, cepTudmkaT bynet nmnopTuposaH B rnobansHoe xpaHunuuie cunctembl. OH bypeT
paboTaTb AN1a Tex bpay3epoB, KOTOPbLIE NCNOJb3YIOT CUCTEMHbIE XPaHUAULLA CEPTURNKATOB,
Hanpumep, Internet Explorer, Chrome, Yandex. Ecnn xe 6pay3ep ncnosb3yeTt cobCTBEHHOE
XpaHuAuLLe, Kak, Kk npumepy, Firefox, To uMnopT HeobxoaMMO NMPON3BECTU HEMOCPEACTBEHHO B
HacTponkax bpay3epa. 3To aenaetcs cneayowmm obpasom (ans Mozilla Firefox):
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) B TR e A I T e I EE Ty BT e e S T o o SR
'l:- OCHOBHBIE

v PaspewwTts Firefox ycTaHaeAMBaTL W NPOBOAWMTE MCchegosanmMa  [pocMoTpets noonegosanna Firefox
0 Hauano < Pazpewwts Firefox aaBate NepcoHantHee PeKOMEHAaUMM paclmperwid  [NoapofHes
0\ FloMoE PazpewwmnTs Firefox 0TNPaBAATE OT BaLLETO MMEHK HAKOMWBLIWECA COOGLLEHMA O NageHun  [NoapotHes

n MNpyuBaTHOCTE W
Jawpra

s Arkaynt Firefox aiura

MoaaensHoe COAEpPMUMOE W 3alKMTa OT BPEAOHOCHBIX NporpaMm
/| BaokwpoBaTh ONacHoE M OBMaHbIBalowee cogepxumoe  [logpobHes

v BNoKMpOBaTL ONACHLIE 3arpy3Ku

+ MNpeaynpexnats 0 HEXENATENBHBIX ¥ PEAKD 3arPYWaeMblX MPOTpaMMa

CepTudukatsl
Koraa cepeep anpawwBeacT AMUHbIA CepTudrkaT

OTNpasnaTL aBTOMATUUECKA
® Cnpawwears Kaxasii pas

Janpawwxeats y OCSP-cepeepos nogTeepxisHune TekyLWero cratyca MpoCMOTP CEPTUDMKATOB...

CepTHOMKaTOB
*  Pacwuperun i Tems! YorpoRciea 3amme...

@ noaaepsxa Eirefox

3angunTe B HacTponkun bpay3sepa, nepenaute B lononHUTeNbHbIE - CepTudunKkaTsbl - NpocmMoTp

ceptndgmkaTos - WLEeHTpbI cepTudurkauum - UIMNopTupoBaTh U YKaXknTe ckadaHHbin ¢ UKC
cepTuurKar.

L o T A I T T I N B RS P s PR A O o LSt e S LB e TP G
'[:- OCcHOBHbIE

v Paspewmrts Firefox ycTaHaBAMBaTL ¥ NPOBOAWTL MCCASA0BaHWA [MpocMoTpeTs MocheaoBaHng Firefox
ﬁ Hauano +' | Pazpewwts Firefox aaBats NepcoHanbHbie PEKOMEHAAUMM pacluMperuid MNoapobHes
Q Mo Pazpewwts Firefox 0TNPaBnATL OT BalLErNs MMEHK HAKONKWBLWWECA COOGIWEHMA O NAgeHMKM MNoapoBues

n MNpuBaTHOCTE W
JawwmTa

& Axkaynt Firefox 3awura

MoaaenbHoe CoAEPKUMOE U 3alliUTa OT BPpeAOHOCHLIX NPOorpamMm
| BAOKMpOBaTEL ONACHOE M OBMaHBIBaIOWEe cogepxumMoe [lospobHes

+/ BNOKMPOBATE ONACHBIE 3arPy3KK

' MNpeaynpexaaTs 0 HEXENATENLHBIX W PEAKO 3arPyXKaemMbixX NporpaMmmax

Ceptudmkarbl
Koraa cepsep 3anpaliveasT AMUHbIA cepTudmkat

OTNpasnaTL aBTOMaTHUSCKIA
® Cnpawveats kaXanA pas

3anpawwuears y OCSP-cepeepoB NOATEEPKASHME TEKYILErD CTATYCA

7 MpocaMoTp CEpTUGMKATOB...

CepTUOUKATOB
M Pacwupesun v Tems! YCIpoRcTEa 3aWMTEL...

@ Noanepxxa Firefox
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Ynpaenenue ceprudmraramm X

Baww ceptndukaTs Niogw Cepsepbi LleHTpsl cepTvdurkaumm

Y Bac xpaHaTca cepTudukathl, Cnyxauike ana naeHTndrKkaumy chedyowmnx UEHTPOB cepTudukaunm

Wma ceptwbmkara YCTPOWCTBO 3atlwThbi B
v AC Camerfirma SA, -
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
v AC Camerfirma SA CIF A82743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token
v ACCV
ACCVRAIZ1 Builtin Object Token o
Wmnoptuposats...
oK
Ynpaenenue ceptudrratamu X

S . |

Bam npegnaraot goBepATE HOBOMY UeHTRY cepTrdukaam (CA).
Y Bac xpaHsaTCca cepTidmkaT

Bet xoTuTe gosepate stest.ius gna cnegyromy Hasnaqenian ]
Wms cepwbmkata et PRI i}
E,ﬂo!epﬁh npn naenTduraymn seG-caiitos,

-~
v AC Camerfirma S.A. [ Aosepate npn naerTidikaumnmn nonssosateneil 31eXTPOHHOI NoYTSL,

Chambers of Commerg
ri!pqp, TENM, KK ONPEJENWTECA C AOBEPHEM K ITOMY LEMTRY, PEKOMENIYETCA NPOBEDHTE BFO

Glabal Chambergjgn Rd cepTMdHKaT, NONMTHKY U NPOLeIyPE (ECAN BOIMOXKHO).

~ AC Camerfirma SA CIF AB
Mpocumorpers  [poseputs ceptmdurar ueHTpa

Camerfirma Chambers

O
Camerfirma Global Cha ——
v ACCV
ACCVRAIZ1 Builtin Object Token G
WMmnoptvpogat...

oK

OTMeTbTe BCe (DNIAXKKM U UMMOPTUPYIATE CEPTUPUKAT.

Ons TOro, 4Tobbl UCKAOYNTL BbIOPaHHbLIX NOJIb30BaTENER NN OTAENbHbIE JOMEHbI, MPUMEHAETCS
none «McknoyeHnsa». CoeanHeHNs Noab3oBaTeNeN, YKa3aHHbIX B 3TOM nose He byayT
pacLIMpPOBLIBATLCA 1, COOTBETCTBEHHO, UMMOPTUPOBATL CEPTUMUKAT ANS HUX HET HEOOXOAUMOCTMW.
AHaNoOrn4YHo, COeAMHEHNA Ha yKa3aHHbIe OMEHbI TakxXe He byayT pacwmndposbiBaThCA. [JobaBnsaTb
LOMeHbl MOXXeT noTtpeboBaTbCa AN9 KOppekTHOW paboTel 6e3onacHbIX cepBMCcOB B NpoBepkon MitM-
aTak, TakMx Kak no4yToBble uiv HaHKOBCKME CEPBUCHI.

®dunbTpoBaTh 6e3 nogMeHbl cepTudmMKaTa. B 3TOM pexume ycTaHOBKa cepTUdMKaTa B CUCTEMY
KOHEYHOro nosnb3oBaTensi He TpebyeTcs. OQHaKo, B aHHOM pexume paboTsl IKC byaeT 3HaTb
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TOJIbKO O flOMEeHe Ha3HayeHunsa 3anpoca, a He o0 nonHoMm URL.

Hanpumep, ecnm Bbl X0TUTE 3a6/10KNPOBaThL BECb AOMEH yandex.ru, TO Aas 3TOr0 AOCTaTOYHO
HaCTPOUTb (MAbTPaLMIO B pexxume paboTbl 6e3 nogMeHbl cepTudukaTta. ECnm xe Bbl XOTUTE
3ab10kMpoBaTh AOMEH yandex.ru, HO Mpu 3TOM pa3pewnTb agpec yandex.ru/video, To BaM
noTpebyeTca HaCTPOUTbL MOJHYIO NOAMEHY cepTudmKaTa a5 pacwmngposkn URL HasHavyeHus.

Takxxe, B 1aHHOM pexxnMe paboTbl €CTb BO3MOXHOCTb HAaCTPOUTb OTAEJbHblE AOMEHbI NbOo Xxe
OTHeNIbHbIX NOJIb30BaTesIeN Ha NOJIHYIO PacLMGPOBKY B none «dusibTpoBaTb C paclNgpPOBKON». B
3TOM C/ly4ae UMMNOPTMPOBATb CEPTUPUKAT HYXHO b0 N5 TeX NoNb30BaTENeN, KOTOPbLIE YKa3aHbl B
none, nnbo Ons BCex Nonb3osaTenen, Kotopble byayT obpalaTbCs K NPONUCAHHOMY LOMEHHOMY
nMeHn (Hanpumep vk.com).
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