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HacTponka CUMHXPOHU3aALUMU

JaHHbIN MOAYb NPeAHa3HayYeH 415 HACTPONKN COeANHEHNS C LOMEHOM B CETU, MO CPeaCcTBaM
ceTeBoro npotokona kerberos nnu ldap.

Kerberos

Kerberos LDAP

Mma womnetoTepa ™ Wma gomena’

test test.ru

|_||JH WiMeHeHHHM UMEHW KOMEHTEDa W OOMEHA EY,EI,'E'T H3MEHEHD UMA CHMCTEMEI B MOAOYME Cucrema

DMNS-umMa KoMTpOANEpa JOMeHa

AD testru

Keytab daiin

l+=

Ilna coznanua KedTaba HeoOX0gMMO BLINOAHKWTE CAEOYIOWME JeHCTEHA B KOHTPOIEpE AOMEHA:

1. Cozpate none3oeaTens test ¢ BeccpodHbIM Naponem
2. BeINOMHMTL OT UMEHW 30MWUHMCTPATODa B HOMAHOHOW CTPOKE:

ktpass -princ HTTP/test test. ru@TEST.RU -mapuser "test” -pass "Aa1234546" -crypto All -ptype
KRBS_NT_PRINCIPAL -out C:\ics_01 keytab

-princ HTTP/test test.ru@TEST.RU - umMAa npuHuMnana cnysbel (SPN)
-rnapuser "test” - nonL3oBaTENL
-pass "Aal123454" - naponk

0Na NOLKNOYEHNS K KOHTPOJIIepy AOMEHa No CeTeBoMy npoTokoy kerberos Heobxonnmo
3aMoJIHATL BCe UMetoLLmecs nons:

Mone «Mmsi komrnbloTepa». 3agaeT hostname.

[Mone «Mms gomeHa». 3afaeT nMs AoMeHa, B KoTopoM UKC byneT kak nosb3oBaTeb.
lone «DNS-nms KOHTposI/1epa AOMEHa». YKa3blBaeTCA COOTBETCTBYIOLLLEE UMS.

lMone «Keytab avn». NpegHasHavyeHo Ans 3arpy3kun Keytab ganna.
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PaccmoTpuM npumep co3paHus Keytab danna, npefnonoxum, 4To uMs KomnbetoTepa - Test, a ums
LloMeHa - test.ru. Torga ana cospaHma Keytab ¢anna HeobxoAnMo BbINOAHUTL Ciefyolme fencTBrs
Ha KOHTpoJIepe AOMeHa:

e Co3faTb nosib3oBaTens Test c 6eccpoyHbIM Naposem, UMs He AO/IKHO CoLepXaTb
KUPUNANYECKNX CUMBOJIOB
* BbIMNO/IHUTL OT UMEHM aAAMUHNCTPATOPA B KOMaHAHOW CTPoKe

ktpass -princ HTTP/Test.test.ru@TEST.RU -mapuser «Test» -pass «Aal23456» -
crypto All -ptype KRB5 NT PRINCIPAL -out C:\ics 01.keytab

roe
-princ HTTP/Test.test.ru@TEST.RU - umsa npuHumnana cay>xbbl (SPN)

-mapuser «Test» - N0Nb30BaTe/b CO3AAHHbIA B KOHTPOJIIEpe OOMEHA

-pass «Aal23456» - naposb CO34aHHOMO NoJib30BaTENd

-out C:\ics_01.keytab - nyTb roe cospasaTtb Keytab tann ¢ ykazaHuem ero nMmeHu

B cnyyae ypayHon HacTporku, NKC coobwmnT cooTBETCTBYIOLWYIO NH(popMauumio (A-3anuce, PTR-
3anuchb, MonbiTKa aBTopM3aL MM LO/MKHbI UMeTb CTaTyc - OK). B cnyvae HeypgavHonm nonbiTku, MKC
BblAACT peKoOMeHAauun no nx ycTpaHeHuto. TakxKe CTOUT OTMETUTb, YTO NPU NOLKI0YEHUN MO
npoTokony kerberos uma cutemol byaeT M3MeHeHO Ha UMA.AOMEH.

0OcobeHHOCTU (PYHKLLMOHUPOBAHUSA

e [1n9 KOPPEKTHOr0 (hyHKLMOHNMPOBAHNSA aBTOPMU3aLMKM No NpPoTokKony kerberos Heobxoanmo
nobaBnTb nepeHanpaBneHne DNS-30HbI fOMeHa Ha IP agpec 04HOro Nan HeCKONbKUX
KOHTpoNsIepoB goMeHa. nn NMKC pomkeH NCnonb30BaTb KOHTPOJIEP AOMEHa Kak
eanHcTBeHHbIM DNS cepBep (yKasblBaeTca B HACTPOMKax nposangepa).

e Ecnm MNMonb3oBaTeNb HE NPOLLEN aBTOPKU3aLMI0 NO NPOTOKONY kerberos Ha NPoOKCKU cepeepe, eMy
oyneT npensioXXeHo BBECTM JIOrnH/naponb Ansa ldap astopmsaumn. CTOMT OTMETUTL, 4TO eCcn
He ncnonb3yetcs ldaps (Idap ¢ cepTudmkaTom) Naponb Npu aBTopulauum bynet nepenaBaTbCs
B OTKPbITOM BUAE.

LDAP

JaHHble Nonen CUHXPOHM3MPYETCA ¢ (hopMoit nmnopTa n3 LDAP/AD. Mpun 3an0nHEHUN HaCTPOEK,
oba3aTesibHbIMU NONAMU ABNAOTCA: «KOHTPOSISIEp JOMeHa» - yKa3blBaeTcs IP-agpec, «[JomeH» -
yKa3blBaeTCs UMS foMeHa, «JlornH» un «lMaponb» nonb3oBaTens U3 goMmeHa (He obs3aTensHoO
aaMuHucTpaTtopa). Mpu KOPPEKTHOM 3aM0NHEHUN BCEX HEOOXOAMMBIN MONEN N HAaXKaTUN KHOMKK
«CoxpaHuTb», cnyxba CMHXpoHM3aunm ByaeT 3anyLleHa, B MHOM C/ly4ae HacTponKu He byayT
COXPaHeHbl.

B cnyyvae HeobXx0aAMMOCTM YCTAHOBKN LWNGPOBAHHOIo KaHana mexay LDAP-cepsepoMm n «MKC»
Heobxoaumo ycTaHoBUTb nar «Secure LDAP» 1 BbibpaTb cepTuduKaT U3 Moayna cepTudukaTos
«NKC». CTOUT OTMETUTb, YTO AAHHbIN CepTUDUKAT JoJKeH ObITh YyCTaHOBeH Ha LDAP-cepsepe. Mpu
co3faHum cepTugmkata Ha «MKC» cTouT BbIbpaTh B None «Tun cepTudukaTa» - «KOHEYHbIN
cepTudmkaT», a B none «LabnoH» - «Cepeep».
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Kerberos LDAP

¥ Bac HacTpoSHa CMHXPOHW2aUMA nons3oceatenel c LDAP-cepeepom. [lna uMnopTa nonL30BaTeneH ¢
apyroro LDAP-cepeepa HeobxoAMMO YOANWTE CHHXDOHM3IMPOBAHHLIX MONL30BATENEH

Noruu* Napone ™
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