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HacTpouKM NnOYTOBOro cepsepa

Moaynb «HacTponku» pacrnonoxeH B MeHto «MoyTa». [laHHbIN MOAYNb NpeaHa3HayvYeH ans
HaCTPOWMKM MOYTOBOIro CepBepa U COLEPXUT TPpW BKNaOKN: «HaCTpONKM», «3almTa OT cnaMa» un
«ALpecHasa KHUra».

Bknapka «HacTtponkun»

CeTeBble HACTPOMUKM.

25 110 143
e R L
| Brnwounte SMTP wepes 587 nopt
| ABTOMaTHYECHM CO3MABATE PA3PELLAHILLEE NMPABKIID

& [ocTyn k no4YTOBOMY CEPBEDY

Mutepdeice pna SMTP Hurepdeice ana POP3/IMAP

Mopt SMTP: | 25
Mopt POP3: | 110
Mopt IMAP: | 143

WHTepdeicw gna SMTP

WHTepdeiice gna POP3/IMAP

MopT SMTP/POP3/IMAP - no3BonsieT U3MeHUTb CTaHAaPTHbIE NOPThl MPMEeMa U OTNPABKU NOYTOBbIX
coobweHnn. Mons «MHTepgencel gns SMTP» n «MHTepdencol ong POP3/IMAP» npefHa3Ha4YeHbl Ans
yKa3aHus nHTepdencos, 3aaaHHbix Ha «MKC», Ha KOTopbix 6yayT paboTaTb NPOTOKO/bI
SMTP/POP3/IMAP. Mo ymonyaHuio paboTa naeTt Ha Bcex nHTepdencax. MNpu yctaHoBke diaxkKa B
none «ABTOMaTU4eCKM CO34aBaTb paspeLlatoLLee npasusio» byaeT BbIMNOIHEHA YCTAHOBKA
pa3peLuatoLlero npasusia B MeXXceTeBoM s3kpaHe ans noptos SMTP/POP3/IMAP. MepenTun K CNCKY
CYLLECTBYOLLMX NPaBWUJI U UX HACTPONKE MOXXHO LLLESIKHYB M0 NOSBUBLUENCS runepccoiike «[ocTyn K
MOYTOBOMY CepBepy».

LudposaHue

MouyToBbIN cepBep «MKC» no ymonyaHuio paboTaeT B pexnmMe «bes wnudpoBaHua» no npoTokosiam
SMTP, POP3/IMAP. JaHHbIN peXXnM peKoMeHAyeTCs UCM0/1b30BaTb TOJIbKO B 3alLMLLEHHON ceTu. Tak
KaK B JAQHHOM peXXuMe 3JI0YMbILLJIEHHUKIW, NPY MOMOLLM NPOCayLLMBAaHNA KaHasla, MOryT NoJly4nuTb
nHgopmauuno 06 umeHun n napone MNonb3oBatens.
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Pexum «HeobsasaTtenbHoe». Ecnv MO kAneHTa He NoaAepPXMBAET WNGPOBaHNE, MapoJib
nepegaeTcs no He 3awWM@POBaHHOMY KaHasly, B OTKpbITOM Buae. Ecnm MNO knveHTa noagepxmnsaeT
LWKpoBaHMe, TO aBTOpM3auma NPOUCXOANT YXKe BHYTPY WKN(POBAHHOIO COeANHEH NS,

Pexxum «C wudpoBaHnem». B 370M pexume npu asTopusauuu Monb30BaTbCa Mo NPOTOKOIAM
SMTP, POP3/IMAP, STARTTLS naposib nepenaeTcs TONbKO BHYTPU LNMPOBAHHOIO COeANHEHNS.

Hvxe onucaHa HacTporka 6noka «luposaHue» ana pexnmos «HeobszaTenbHoe» n «C
LWNpOBaHNEM>.,

SMTP POP3/IMAP
C wudpoEaHuem - C wudpoEaHHeMm -
CepTrdurar CepTHduKaT
#F Autogenerated - #F Autogenerated -
MailServer_5daB560bcf7501.40267528 MailServer_5da8560bcf7501.40267528
v Brmodmte SMTPS " BrnouurTe POP3S/IMAPS
Mopt SMTPS Mopt POP3S ™
e Fa9
445 o 995 "
v ABTOMATWYECKMW CO3ABATE MopT IMAPS®
pazpeluaLee Npasung -
993

& [ocTyn K NO4YTOBOMY CepBepy Mo

| ABTOMATUHECHM CO3O3BATE
SMTPS

paspellaroules NpaegMno

& [ocTyn K NOYTOBOMY CEDEEPY MO
POP35/IMAPS

T nuua knroda DH (Diffie-Hellman)

2048 Gur -

e Mone «CepTudukat gna SMTP» - no3sonseT BbIbOpaTh cepTudUKaT 414 NnpoTokona SMTP n3
3aBefieHHbIX Ha «/KC». BKJllo4aeT ncnosib3oBaHue WrpPoBaHHOro COeANHEHNSA MO METOoLY
STARTTLS noBepx ncnosb3oBaHMs 0bbi4Horo TCP-coeanHeHmsa no npoTokoay SMTP Ha
CTaHpapTHOM 25 nopTy. [laHHOoe wudpoBaHne aBaseTCS KOMNPOMUCCHbBIM. ECnn yaaneHHas
CTOPOHA He NOAAEepPXXMBAET WN(POBaHNE, TO NMCbMO ByaeT 0TNPaBAATLCA/NPUHUMATLCS MO He
LWKNpOBAHHOMY NMPOTOKONY SMTP.

e Mone «Ceptugukat ansg IMAP/POP3» - no3sonseT BblbpaTh cepTUUKaT ANA NPOTOKON0B
IMAP/POP3 13 3aBefieHHbIX Ha «MIKC». BK/lo4aeT NCnoib30BaHMe WN(POBAHHOIO COegNHEHNS
no metoay STARTTLS nosepx ncnosnb3oBaHnsa 0bbivHOro TCP-coeaAMHEHUs No NPOTOKOaM
IMAP/POP3 Ha cTaHgapTHbIX nopTax 143/110 COOTBETCTBEHHO.
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e ®narun «Bknwountbe SMTPS» n «Bknounts POP3S/IMAPS» no3BonsOT BKIOYUTL LWINGPOBaHNE
ans npotokosos SMTPS, IMAPS, POP3S Ha He Kylaccuyecknx noptax B napannens 25/110/143
nopTam. NMaBHbIM OTIMYMEM BASIETCA 00653aTeNbHOE MCMO/b30BaHMe WGPOBaHNS,
KOMMPOMUCC He BO3MOXXeH. B no4ToBoM cepeepe «MKC» MCnosb3yoTCa TOJIbKO
KpunTorpadguyeckue npotokonbl TLSv1, TLSv1.1, TLSv1.2. icnonb3oBaHue SSL2 n SSL3 ons
6e30MacHOCTN, OTKIOYEHO.

e Nong «MopT SMTPS», «IMopT POP3S», «MopT IMAPS» no3Bons0T 3a4aTb HOMepa NopToB A1s
npoTtokosios SMTPS, IMAPS, POP3S cooTBeTCTBEHHO.

e [lone «nunHa kntova DH (Diffie-Hellman)» - no3sonsdeT yCTaHOBUTb OJMHY Kao4a nNpu
WwngposaHum metonoMm STARTTLS n ona kpunTorpagunyeckux npoTokKonos TLS, pasnnyHbIx
BEPCUIA, NPX NCNonb3oBaHUM NpoTokosios IMAP/POP3 n IMAPS/POP3S. CTOMUT OTMETUTb, Y4TO
pekoMeHgyeMas ganmHHa katoda 2048 6uT, no ymonydaHuio ctomt 1024 6muta onsg onTuMmnsaunm
nepsoro 3anycka «MKC».

OTnpaBka nuceMm

OTNpaeKa nMcem:
MaKCHMaNBHLIR pa3Mep NHUCsMa

100 Mo

v | OrpaHvyMTE YacTyYH OTMPAEKY MMCEM
MaKCcHManeHOe KONWYECTED NHCEM C oHoro IP-aapeca B MUHYTY

10

| MreoprpoEaTs NpW OTNpaBke MUCeM C 3ApeCcos M CeTel W3 Denoro cnucka

Cnepfytolime HaCTPOVKM HY)KHbl 415 3aA4aHUS Pa3/INYHbIX OrPaHUYEHUA NPy OTNPaBKe MUCEM:

- Mone «MakKcuMasbHbIN pa3Mep NMCbMa» - 3aaeT OrpaHNYEeHNE Ha 3arpy3Ky BAOXXeHWI Yyepes Beb-
NoYTY (BCTPOEHHbIN KMeHT roundcube).

- ®nar «0OrpaHMyYnTb YacTyIo OTMNPaBKY MUCEM» - BKJIKOYAET OrpaHUYeHUs, Ha OTMPaBKY NMUCeM Yyepes
no4yToBbIN cepBep «NKC».

- MNone «MakcmMmaibHOe KOJIM4eCcTBO NUCEM C 0gHOro IP-agpeca B MUHYTY» - 3a4aeT BeINYNHY
MaKCMMabHOro KONMYeCTBa NMCEM, OTNPaBASEMBIX 3a O4HY MUHYTY, C ogHoro IP-agpeca. [laHHoe
orpaHuyeHue He OeNCTBYeT Ha NNCbMa, OTMpaB/ieHHble N3 Beb-nHTepdenca npefyCcTaHOBAEHHOM O
K/NMEHTa 3JIEKTPOHHOW MOYThI.

- ®nar «MrHopnpoBaThb NpW OTNPaBKe NUCEM C afPECcoB 1 ceTell U3 6enoro cnucka» - co3gaeT
NCK0YEHME B OrpaHmyeHunn «OrpaHnymnTb YacTylo OTNPaBKy nucem» Ans IP-aapecos u ceTei
YKa3aHHbIX B 6710Ke «Besblil CMCOoK» HUXe.
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NMouToBas oyepenb

Mo4ToBble CO06LLEHNS, KOTOpble He Bblan OTNPaB/EHbl, MOMELLATCS B 04epeab Ha MOBTOPHYIO
OTMpPaBKy.

MoyToBaa o4epent:

MHTepean MeX LY NONLITKAMM OTNPABKH

a9
30 o  MHH.
Bpema ommaaHusa B ovepenm oT no’
e F.
180 MHH. 300 MUH.
LT L
MaKCHMaNLHOE BpEMA HAXOMAEHUA MUCLMA B OYepeM
Fa
5760 MUH.

';jTI'IF}HBH d MACEM:

MakcumansHeid pasmep nucema: | 100 Mo

OrpaHW4YWTEL YACTYH OTNpaBky
MUCEM:

MakcuManeHoe KoONUMYeCTBO
nucem c ogHoro Ip-agpecas 10
MUAHYTY:

MrHopuvpoBaTte Npw oTnpaeke
NUCeM © 8ApecoB W ceTel 13
Benoro cnucka:

Cnepfytolime HaCTPOMKM HY)KHbl A5 3aA4aHUS Pa3fIMYHbIX UHTEPBAJIOB BPEMEHW NpPW NOBTOPHOW
OTNpaBKe NMOYTOBbIX COODLLEHNIA:

- NMone «MIHTepBan Mexay NOMbITKaMn OTMNPaBKMK» - NO3BOJIAET 3afaTb BPEMS 3aMyCcKa AeMOHa
(LeMoH - 3To nporpamMma paboTatowas B POHOBOM pexume), 4epes KoTopoe oH byaeT npoBepaTb
BPEMS HaX0XXAEeHMSA NMMCbMa B o4epeaun (Mo ymonyaHuio coctaBnset 30 MUHYT).

- Mone «Bpems oXxnaaHus B ovepenmn» - N03BONSET 3a4aTb UHTEPBAN BPEMEHUN 415 NMUCbMa B
o4yepeam, Npy KOTOPOM AEeMOH MOMbITaeTCAa NOBTOPHO OTNPaBUThL AaHHOE NUCbMO 13 04epean (no
ymonyaHuto coctasnseT oT 180 muHyT Ao 300 muHyT). Hanpumep, nucbMo 6110 He 0TAPaBEHO, MpK
3TOM OEMOH M0 YMONYaHMIo 3anyckaeTcs Kaxable 30 MUHYT, 3TO O3HAYaeT, YTO AEMOH 3anyCcTUTCS
yepes Bpem4 delta, rae delta moxxeT npMHUMaTh 3Ha4YeHMe 13 npomexyTka - [0m;30m]. Takum
obpa3om noBTopHasa oTnpaska byaeT npousBeneHa Yyepe3 180+delta. B cnyyae, ecniv noBTOpHas
OTrMpaBKa He Npon3oLia, NMCbMO BHOBL NonagaeT B 04epelb OTMPaBKK, CHETYUK BPEMEHM
HaxoXeHNs NMCbMa B 04epeamn CTaAHOBUTCA PaBHbLIM HYJIIO U HYXKHAA rpaHuua (B Hawwem cnyyae 180
MWHYT) ANS OaHHOrO NucbMa byaeT CABMHYTa aBTOMAaTMYeCKU, HO HE MPEBBLICUT BEPXHEN FPpaHULbI.
MonbITKK OTNPaBUTb NUCbMO ByAyT NOBTOPATCA A0 TeX Nop, Noka obLiee BpeMsa HaxoXAeHUs
NMCbMa B 04epeamn He OOCTUNHET 3Ha4YeHMs yKka3aHHOro B nosie «MakCcrManbHOe BpeMs HaxoXAeHus
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NMMMCbMa B O4eEpPEN>.

- Mone «MakcMManbHOE BPEMSA HaX0XAEHNS MUCbMa B 04epeamn» - N03BONSET YKa3aTb
MaKCMManbHoe obliee BpeMs HaxoXAeHNA NMCbMa B o4epenmn, No AOCTVXXKEHUIO KOTOPOro
oTnpasuTento byaeT oTnpaBaeHO yBEAOMJIEHME O TOM, YTO €ro NMcbMo HBbI1I0 HEe OTNPaBJIEHO (MO
yMOJ14aHMo 5760 MUHYT).

OTnpaBka 4yepe3 BHewWWHMn SMTP.

Penei no ymon4aHmio Mopt

domain.local 25

v Wcnonesoeate SMTPS
v Wcnonezoeate SMTP-aeTopuzawmm
Normu ™ Mapone

user SRR RRRRRRRRRARN

| MNoaMeHATE aapec OTNPABHTENS
Anpec oTnpaeuTena

useri@domain.local

Peneii no yMonuanuio: smtp.mail.ru - | 465 S5L

WMcnonszosats SMTP-
SETOPU3aLMHD;

Norux: | vasya@mail.ru
I_laFD_l'lb BEEEERRRE R R R R R R
MogMeHATE agpec OTNpaBUTENSA:

Anpec oTnpaeuTens:  vasya@mail.ru

B «MKC» MOXXHO HaCcTpoUTb OTNPaBKY NCXOASLLEN NOYTbl Yepe3 apyron SMTP-cepeep Ans Bcex
nnucem, Kpome NUCeM agpec HasHavYeHUs KOTOPbIX ABNAETCH JIOKAJIbHbIM AOMEH WK nonyyYaTtens. Ong
TOro, 4T06bl BKAOYNTHL OTAPABKY UCX0ASALWEN NOYThl Yepes apyron SMTP-cepsep, HeobxoamMMo
nponucaTtb ero agpec (AoMeHHoe ums nnu IP) B none «penei no ymoa4aHuio» 1 3agatb NOPT N4
nogkodeHuns. dnar «SSL» ncnosb3yeTcs TONbKO A1 COeANHEHMA Mo NpoTokosy SMTPS Ha nopTy
465. Takum obpa3om, hnar ans 0TNPaBKM NMCEM Ha MOPT Ha3HavyeHusa 465 obaszateneH. Mpu
coeguHeHnn Ha 25 nopT, daar SSL He fo/KHA CTOATD, T.K. LWWAMPOBAHME COeQNHEHNS Yepes
paclwupeHune STARTTLS b6yneT BbibpaHO aBTOMATUYECKM, B 3aBUCMMOCTM OT NOAAEPXKKM AaHHOIO
cnocoba WwunpoBaHNA coeAnHEHNS yaaneHHON CTOPOHOW. Ecnn BHewHnn SMTP-cepsep TpebyeT
ayTeHTUdUKaLMIO NoJIb30BaTeNs, TO HEOOX0AMMO YCTaHOBMTb (hnar «crnonb3oBaTe SMTP-
ABTOPU3aLMIO» U yKa3aTb JIOTUH W MapoJib nosb3osaTesia. CTOMT OTMETUTb, YTO NMpu OTNpaBke
NoYTOBbIX coobLieHn Yepe3 SMTP cepeepa mail.ru / yandex.ru / gmail.com n ap., Heobxoanmo
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nocTaBuTb aar «MoAMeHATL agpec oTnpaBuTeNs», T.K. AN AaHHbIX MOYTOBbLIX CEPBEPOB
Heobxoamnmo, 4Tobbl agpec oTnpasuTens (3arososok FROM) coBnagan ¢ nonb3oBaTeNeM, rnog
KOTOPbIM Bbl/la BbIMO/IHEHA aBTOPU3aLIMA, @ TakXe 3afaTb afpec OTnpaBnTens B noae «Agpec
OTNpaBUTENS»,

CnUCKM orpaHu4YeHun

CnMCHKW OrpaHM4YeHHi:

Mo3sonseT nobaBnTb CANCKK BenbIX N YepHbIX aApPEeCcoB, C KOTOPbLIX pa3pelleHa uan 3anpeLLeHa
BXOAALLaA KoppecnoHaeHuus. MNpun Ha)xaTun Ha KHOMKY «besnbii Cnncok» ByaeT OTKPbITO HOBOE
LAVanoroBoe 0KHO, B KOTOPOM BO3MOXHO Ao6aBunTh: IP-agpec, AOMeHHOe nMs, CeThb (B TOM Yucne
3aBefeHHYo B «MKC»), no4TOBbIN cepBep (Hanpumep, @mail.ru), no4ToBbIN AWKK. C KOTOopbIX «MKC»
byneT BCeraa NpvHMMaTh NOYTOBbIE CO0DOLLEHNS BE3 MPOBEPKMN CEPLIMU CANCKaMM 1 MPOBEPKN
COOTBETCTBUA NpsiMon n obpaTHom 3anucen B DNS, a Tak e 6e3 aBTopusauun. BHuMmaHue!
Cnepyet 3aHOCUTb B 3TOT CNUCOK TOJIbKO OTNpaBuTeNIel, KOTOPbIM AeUCTBUTEJIbHO CTOUT
DOBepATh.

Mpy HaXXaTUK Ha KHOMKY «YepHbIN CNMCoK» ByaeT OTKPLITO HOBOE AMAJIoroBOE OKHO, B KOTOPOM
BO3MOXHO A06aBuTh: IP-agpec, AOMEHHOe NMS, CETb, MOYTOBLIN cepBep (Hanpumep, @mail.ru),
noyToBbIN AWKK. C KoTopbIX «MKC» He ByaeT npMHMMaTb NOYTOBbIE COOBLLEHMS.

OO Me HaCTPOUKHM

IomMeH No YMOM4aHHK 008 aETOPH3aLIMK

MeCTHHIA OWCK ANA XpaHeHWA NOYTLl

= OcHOBHOW cHCTeMHEIA pazgen Mirror -

Mma cepeepa e Homange SMTP HELO npu oTnpaeke nMcsMa

testics.local

MpK cozaaHWM ALLWKE 3ETOMATHYECHH CO33BaTh NaMKH

Sent Drafts Junk Trash
[loMeH no yMoJsl4aHUIO 01 aBTOpMU3aLum

HaHHbIn 610K No3BoNSET BbIOpaTb 3aBeAeHHbIN Ha «MKC» NOYTOBLIM AOMEH MpW aBTOopM3aLLnn
KnueHTa. Hanpumep, Ha «MKC» 3aBefeH no4ToBbiv foMeH domain.local, a Monb3oBaTento, 13
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[aHHOro AOMeHa, 3aflaHo MMa AwmKa - usermail. To npu Beibope B aaHHOM 610ke «domain.local»,
Monb3oBaTenb Npu obpalleHnn K No4ToBoMy cepaepy «MKC» yepes3 NoYTOBOro KJANEHTa Uan vyepes
web-uHTepdenc B none «AMs nonb3oBaTens» MOXeT YKa3blBaTb TOJIbKO - usermail, a He
usermail@domain.local.

XKeCTKMN gucK ansa XpPaHeHuA No4Thbl

JaHHbI 670K NO3BONAET NEPEMECTUTb XPaHUIWLLE MOYTbl HA OTAE/bHbIN XXeCTKUA AncK. Mo
YMOJIHaHUIO MOYTa XPaHUTCA B OCHOBHOM CUCTEMHOM pa3fesne (TaM, rae yctaHosaeH «MKC»). Mpu
M3MEHEHNN MeCTa XpaHeHWs NoYThl, byaeT NnponsBeeHo KONMpoBaHMe BCeX MUCEM C TeKyLLero
XKECTKOro AMCKa Ha HOBbIN. X04 KONMMPOBaHMA NOYTbl C ANCKA Ha ANCK BO3MOXXHO OTCNEXUBATb B
MeHio - ObcnyxunsaHue - Cuctema - 3agayn. ECiv HOBbIM XXECTKUIN AUCK YXKe COOepXUT hansibl C
NMOYTON, TO KOMMPOBaHNE NPOM3BOANTCS He byneT (Tonbko ans «MKC» 5.1.7 v Bbiwe).

Nma cepsepa B kKomanae SMTP HELO npu oTnpaBke nucbMa

Mo3BoNsET 3af4aTbh MMSA XOCTa, KOTopoe byneT nepenaHo B koMaHae SMTP HELO wnun EHLO
yOaneHHOW CTOPOHEe rnpu OTNpaBkKe NucbMa.

Mpu co3paHuM ALWLUKa aBTOMaTUYEeCKMU co3aaBaTb Nanku

Mo3BonseT 3afaTb CMNCOK CTAHOAPTHbLIX MANoK, CO34aBaeMbIX B MOYTOBOM fAwmKe. Mpn
HeobXxoANMOCTN MOXHO U3MEHUTb COCTAB.

AHTUBMPYCHAs NPoOBepKa BJIOXKEHUH

AHTHEHDYCHAA NPOBEDHA BNOMEHMH:
MpoeepaTs NOMTY aHTHEMpYycom Clamav

MpoeepaTs NOHTY aHTHMEMPpYComM Kacnepckoro

JaHHbIN 610K BKJIIOYAET NPOBEPKY BXOAALLMX N MCXOAALLNX NMUCEM Ha HasiMyme B HUX BMPYCOB. Mpu
NONOXNTENbHOM pe3ysibTaTe BMECTO CaMOro nMcbMa noayyaTento NnpuaeT cooblieHne o
pe3ynbTaTax NPOBEPKN, @ CaMo NUCbMO ByaeT BO BNOXEHUMN K co0bLLeHMt0. MpoBepKa aHTUBNPYCOM
(Clamav, DrWeb, Kacnepckoro, onas ncnosib30BaH1a aHTUBMPYCa He0bXoaMMO NPon3BeCTy
COOTBETCTBYIOLLYIO HAaCTPOMKY) aKTUBUPYETCSA 3a CHET YyCTaHOBKM COOTBETCTBYIOLWEro (hiara
HanpoTUB MMEHWN aHTUBUPYCa.

DKIM-noanucb

JokyMeHTaums - https://doc-old.a-real.ru/



Last update: 2020/01/27 16:28 ics70:mail_setup https://doc-old.a-real.ru/doku.php?id=ics70:mail_setup&rev=1573403144

DEIM-nognuce:
v [poeepaTs DEIM-nognuce
v | Cozgasate DKIM-nognvce

Cenextop

bonee noapo6bHo o DKIM-nognumcax BO3MOXXHO NMOCMOTPETL 34eChb
https://ru.wikipedia.org/wiki/DomainKeys_ldentified_Mail.

e ®Onar «[posepatb DKIM-nognunce». BkaoyaeT NpPoBEPKY BXOAALWMX MUCEM Ha Haanyune n
npasusibHOCTE DKIM-noanucu.

e ®nar «Co3patb DKIM-nognucek». AKTuBMpyeT fobasneHne DKIM-nognucu B oTnpaBieHHbIe C
«MKC» nucbma.

e [one «Cenektop». Mo ymonyaHuio, B «MKC» ncnonbsyetcs cenektop default. Tak kKak gns
04HOr0 fOMEHa MOXXET BbITb HECKO/IbKO MOYTOBLIX CEPBEPOB, TO HEOOXOAMMO AN KaXXAO0r0
Nno4YTOBOIro cepBepa B 04HOM AOoMeHe co3aaBaTb cBon DKIM-cenekTop.

Pa3sHoe

WMcnonszoeate DLP
Mepexooupoeats TeMy 8 UTF-8

v [Moppoepswxa SMTPUTFS

Ucnonb3oBaTtb DLP

Mpw ycTaHOBKe (hnara BKAOYAET NPOBEPKY NMOYTOBbLIX CO0bLIeHNA moaynem DLP (ycTaHaBAnBas
¢nar B MeHto - 3awmTa - DLP - HacTponku - conar «Mcnonb3oBaTe DLP gns noyTsl»), Npn ycnosumn
NPaBWJIbHON HAaCTPOMKMN U (hyHKLIMOHMpOoBaHMUS moaynsa DLP.

NepekoaoupoBka Temy B UTF-8

Mo3sonsieT ycTaHOBUTL (hriar «MepekoguposaTb Temy B UTF-8». lNpun ycTaHOBNEHHOM OaHHOM hare,
nMcbMa oTrnpaBasemMble ¢ No4YToBoro cepeepa «MKC», byayT nMeTb KOAUPOBKY TeMbl NncbMa UTF-8.

NMoppnepxka SMTPUTF8

[laHHbIA hnar BKAKYaET/BbIK/YAET NoAAepPXKY Koamposk UTF-8 npu npueme oTnpasBke Nucem.
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Bknapka "3awuTta oT cnama"

Bo BkJlagKe «3almTa OT cnaMa» MOXHO BbIMOJHUTb HACTPONKM CepBEPOB, COAEPXKALLMX YepHbIe
CMUCKK, @ TaKXXe HaCTPOuUTb pexum paboTel ceporo cnmcka B «MKC».

Yepuwie cnnckn DNSEL Cepeie cnvckm (greylisting)

| Mcnonb3oBaTk CEphIe CIMCKM
Jlo6aeuTs YnanuTe ; P

dul.dnsbl.sorbs.net WruoprpoBaTe NOBTOPHYHD OTNPAEKY

Pt

bl.spamcop.net 10 L ek
chl.abuseatorg .
CHMOATE MOETOPHOW OTNIPAEKK
Fa
5 . acoe
¥paHuTe & Benom cnucke '
N -
14 .  AHeil

YepHblie cnucku DNSBL (DNS Blackhole List)

NaHHbIN 610K No3BONSET 40O6aBUTL/yAaNNTb XOCThl cogepKaLine YyepHble cnucky DNSBL. [laHHbIe
CNUCKM ncnonb3ytoTcs Ana 6opbbel co cnamom. MoyToskin cepeep «MKC» npu noayYyeHnn nucbma
obpalLaeTcs KO BCEM XO0CTaM, YKa3aHHbIM B JaHHOM CMUCKE, U NPOBepsieT B HUX Hannyune IP-agpeca
oTnpaBuTeNs, C KOTOPOro nNpmMHMMaeT coobuieHune. MNpu He oTBETE WK NOJIOXKNTENILHOM OTBETE
04HOro 13 XocToB «MKC» CHMTAET, 4TO NPOUCXOAUT NOMbITKa Npuéma cnam-coobeHuns. CoobuieHne
He MPUHUMAETCH, a CepBepy oTnpaBuTens coobuiaeTca ownbka 5xx (HeycTpaHMMas owmnbka).

Cepblie cnucku (Greylisting)

[aHHbIN 610K NpefiHa3HavYeH A5 yCTaHOBKM aBTOMaTMYecKoi 610KMpoBKM cnama. Mpu ycTaHoBKe
thnaxka «Mcnonb3oBaTb cepble cnuckn» «MKC» byaeT oTCneXuBaTb NoBeeHe NOYTOBbIX
CepBEepoOB, KOTOPbIe OTNPaBASIOT NMcbMa Ha «MKC». O meToaon0rum 610KMPOBKM MOXHO NPOYUTaTb
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%80%D1%8B%D0%B9 %D1%81%D0%BF%D0%B
8%D1%81%D0%BE%D0%BA.

HacTpolka cepbix CMUCKOB MPOUCXOAMT MO TPEM MapaMeTpaMm - NnoJjie «KMrHOPUPOBaTh MOBTOPHYHO
OTNpPaBKy» B CEKyHAax (NpeanonaraeTcs, 4TO 4OCTOBEPHLIN NMOYTOBLI CEPBEP HE OTMPaBUT B
LlaHHOE BPEMS MOBTOPHO MWUCbMO); NOJIE «0XNAATb MOBTOPHOM OTMNPaBKM» yKa3blBAaeTCA B Yacax
(NnpennonaraeTcs, Y4TO MUCbMO LO/HKHO NPUATK HE MO3XKE YKAa3aHHOr0 BPEMEHMU); MOJIE «XPaHUTL B
6enloM cnncke» ykasblBaeTCsa B AHAX (MpeanonaraeTcs, YTO NOYTOBLIN CepBEP NMpPoLUeLniA NPOBEPKY
He ByaeT noABEpXEeH el onpenesieHHOe KOJIMYeCTBO OHEN).
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Bknapka «AppecHas KHUra»

HacTpoiku 3awmTa oT cnama AnpecHas KHMra
Moptr™®
e
389 .
Base DN

| Wcnons3oeats AppecHyo KHMry MIKC

MponyckaTe rpyNnk

Bknanka «AfpecHas KHUra» onpegenseT napameTpbl aApeCcHOn KHUr1 no4ytoBoro cepsepa «MKC»
ANS KNNEHTCKUX nporpamm lMNonb3oBaTenen. 34eCb MOXXHO ONpeaennTh NopT Ha KOTopoM paboTaeT
LDAP, HacTpouTb napameTp Base DN (6a3y noucka ons LDAP, MOXXHO yKa3aTb HECKOJIbKO Yepes
TOYKY C 3aNATON), BKAOYUTb UK BbIKJIYUTL UCNOJIb30BaHME agpecHon KHUrK, gnar «/icnonb3oBaTb
AppecHyto KHury MKC». CTOUT OTMETUTb, YTO AaHHbIA hiar N03BoASeT nepefaBaTb BCEM MOYTOBbLIM
KJIEeHTaM aflpeCHY0 KHUTY, HO NpWY YCTaHOBJIEHHOM [AaHHOM (hjlare BO3MOXHO He nepefaBaTb
agpecHyto KHUry B Roundcube (cooTBeTcTBYyOLWas HaCTponka nponssoanTca B MeHto - «[loyTta» -
«Beb-noyTa» - BKNaaka «HacTponkm»).
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