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HacTpouKM NnOYTOBOro cepsepa

Moaynb «HacTponku» pacrnonoxeH B MeHto «MoyTa». [laHHbIN MOAYNb NpeaHa3HayvYeH ans
HaCTPOWMKM MOYTOBOIro CepBepa U COLEPXUT TPpW BKNaOKN: «HaCTpONKM», «3almTa OT cnaMa» un
«ALpecHasa KHUra».

Bknapka «HacTtponkun»

CeTeBble HACTPOMUKM.

Mopt SMTP® Mopt POP3* Mopt IMAP ™

25 110 143

v BrnodnTte SMTP wepes 587 nopr

| ABTOMaTHYECKM CO3[aBaTh pazpellatoLllee NPasKno
@ [locTyn k noYTOROMY Cepeepy

Murepderce pna SMTP HuTepdeics gna POPI/IMAP

MopT SMTP/POP3/IMAP - no3BonseT N3MEHUTb CTaHOAPTHLIE MOPTbI NPUEMa W OTNPaBKU NOYTOBbIX
coobuweHunn. NMonsa «NHTepdencel gna SMTP» n «NHTepgencel gna POP3/IMAP» npegHa3HavyeHbl ons
yKa3aHusa nHTepgencos, 3afaHHbix Ha «MKC», Ha KoTopbix ByayT paboTaTe NPOTOKObI
SMTP/POP3/IMAP. Mo ymonyaHuio paboTa naet Ha Bcex nHTepdencax. MNpun yctaHoBKe iaxkKa B
none «ABTOMaTUYeCKM CO34aBaTb paspeLlatoLLee npasusio» byaeT BbiMNOIHEHa YCTaHOBKA
pa3peLualoLero npasuia B MeXXceTeBoM 3KkpaHe ans noptos SMTP/POP3/IMAP. MNepenTtn K CNUCKY
CYLLEeCTBYIOLNX NPaBWJI U UX HACTPONKE MOXKHO KJIMKHYB MO MNOABMBLUENCA runepccblsike «JocTyn K
no4yToBoMy cepBepy». dnar «Bkao4nTe SMTP 4yepes 587 nopT» NO3BONAET MOYTOBLIM KJINEHTAM
noak4aTbCs K cepsepy noytbl «MKC» no 587 nopty emecto 25. BHUMAHME! nar He 3ameHseT
HacTponKky «MopT SMTP», a BoNoOJHAET eé.

LLuncpoBaHue

MouToBbIn cepep «MKC» no ymonyaHuio paboTtaeT B pexume «bes wumndpoBaHna» nNo NpoToKoNaMm
SMTP, POP3/IMAP. [laHHbIN peXXUM peKOMeHOYyeTCsa UCMO0JIb30BaTb TOJIbKO B 3alUMLLEHHON ceTu. Tak
KaK B JaHHOM peXMMe 3/10yMbILLIEHHMKKN, NPU NOMOLLM NPOCYLUIMBAHNSA KaHana, MOryT Noay4nTb
NHGpopmaLuio 06 nMeHn n napone MNonb3oBaTtens.

Pexum «HeobsasaTtenbHoe». Ecnv MO kAneHTa He NoaAepPXMBAET WNGPOBaHNE, MapoJib
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nepenaeTcsi Mo He 3alnpoBaHHOMY KaHasy, B OTKPbITOM Buae. Ecnm MO knneHTa noaaepxnsaeT
WngpoBaHme, TO aBTOPM3aLMsA MPOUCXOANT YXKe BHYTPU WNGPOBAHHOMO COEANHEHUS.

Pexxum «C wucpoBaHnem». B 3T0M pexume npu asTopusauuy Monb30BaTbCa No NPOTOKOIAM
SMTP, POP3/IMAP, STARTTLS naponb nepefaeTcs TO/bKO BHYTPY LUMMPPOBAHHOIO COeAMHEHMS.

Hvxe onucaHa HacTporka 6noka «LutposaHue» ana pexxumos «HeobszaTenbHoe» n «C
LWNPOBAHNEM>.

SMTP POP3/IMAP
C wudpoeaHuem - C wudposaHuem -
CepTudmMKaT CepTvdmnaTt
#§ Autogenerated - #F Autogenerated -
MailServer_5daB560bcf7501.40267528 MailServer_5da8560bcf7501.40267528
v Brmoqmte SMTPS ' Brnovurte POP3S/IMAPS
Mopt SMTPS MopTt POP3S”
e a9
4465 " %5 >
v ABTOMaTWYECKMW CO3L3EATE Mopt IMAPS ™
PazpellaLLEes MDaBHID -~
993

@ [ocTyn K NOYTOBOMY CEPBEPY MO

W .":'\EHTC-W-EI_H‘-E'C K CO303BaTh
SMTPS A

pa3pellarolies NpagMno

& [ocTyn K NO4TOBOMY CEDEEPY MO
POP35/IMAPS

I nuua knoda DH (Diffie-Hellman)

2048 6ur -

e MNone «CepTudumkat ana SMTP» - no3sonseT BbIbpaTh cepTudukaT Ana Nnpotokona SMTP n3
3aBefieHHbIX Ha «/KC». BKJllo4aeT ncnosib3oBaHue Wu@poBaHHOro COeANHEHNS MO MeToLYy
STARTTLS nosepx ncnosib3oBaHnsa obbl4HOro TCP-coegnHeHns no npoTokony SMTP Ha
CTaHAapTHOM 25 nopTy. JaHHOe WnppoBaHne SBAAETCA KOMNPOMUCCHbIM. ECnmn yaaneHHas
CTOPOHa He NOAAEepPXMBAET WN(POBaHNE, TO NMCbMO ByAeT 0TNPaBAATLCA/NPUHUMATLCS MO He
LWKNPOBAHHOMY MPOTOKONY SMTP.

 NMone «CepTtudukat ana IMAP/POP3» - no3BonseT BbibpaTh cepTUGUKAT A8 NPOTOKOJI0B
IMAP/POP3 13 3aBefieHHbIX Ha «MIKC». BKto4aeT NCnonb30BaHMe WN(POBAHHOIO COegNHEHNS
no metoay STARTTLS noBepx mcnosb3oBaHns 06bi4HOro TCP-coeamHeHns nNo NpoToKoAam
IMAP/POP3 Ha cTaHgapTHbIX nopTax 143/110 COOTBETCTBEHHO.

e ®naru «BknounTtb SMTPS» 1 «Bkno4nTe POP3S/IMAPS» No3Bonai0T BKIOYNTE WKMGPOBAHNE
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ans npotokonos SMTPS, IMAPS, POP3S Ha He Kylaccu4yecknx rnoptax B napannens 25/110/143
noptam. [MaBHbIM OTANYMEM aBNSETCA 0b6sa3aTeNbHOe UCMONb30BaHMe WNPOBaHNS,
KOMMPOMUCC He BO3MOXeH. B noyTosom cepsepe «MKC» NCNonb3yTca TOJIbKO
KpunTtorpadgu4ieckune npotokoabl TLSv1, TLSv1.1, TLSv1.2. Ucnonb3oBaHue SSL2 1 SSL3 gns
6e30nacHOCTY, OTKIIOYEHO.

e [Tonsa «MopT SMTPS», «MopT POP3S», «[MopT IMAPS» no3BonsAT 3a4aTb HOMepa NOPTOB A4
npoTtokosios SMTPS, IMAPS, POP3S cOOTBETCTBEHHO.

e None «nunHa kntova DH (Diffie-Hellman)» - no3sonseT yCTaHOBUTb AJIMHY KJtOYa Npu
wngpoeaHun metonom STARTTLS n ona kpunTorpauyeckux npoTokKonos TLS, pasnnyHbix
BEPCUIA, NPK NCNonb3oBaHUM NpoTokonos IMAP/POP3 n IMAPS/POP3S. CTOUT OTMETUTb, Y4TO
pekomeHayeMas ganmHHa kaoda 2048 6uT, no ymonyaHuio ctomt 1024 6muta onsg onTuMmnsaumnm
nepsoro 3anycka «MKC».

OTnpaBkKa nuceMm

OTnpaeKa nucem:
MaKCHMANEHLINA PaZMep MHCEMa

100 MG

| OrpaHryMTh HACcTYH OTNPABKY MUCEM
MaKcHManeHoe KONKYECTED NMceM ¢ ogHoro IP-agpeca B MUHYTY

10

o MFI—CI|3L1|JC-EE|T:~ npy oTNpagKe NMceM C agpecoB W ceTel W3 Benoro cnMcka

Cnepfytolime HaCTPOVMKM HY)KHbl A5 3aA4aHUS PA3fINYHbIX OrPaHUYEHWUA NP OTNPABKE MUCEM:

- Mone «MakcuMasbHbIN pa3mep NUCbMa» - 3aa€T OrpaHNYEHME Ha 3arpy3Ky BIOXXeHWN Yepes Beb-
NoYTY (BCTPOEHHbIN KNMEHT roundcube).

- ®nar «0OrpaHMyYnTb YacTyIo OTMNPaBKY MUCEM» - BKJIKOYAET OrpaHUYEeHUSs, Ha OTMPaBKY NUCeEM Yyepes
no4yTOoBbIN cepBep «NKC».

- Mone «MakcmnmanibHOe KOJIMYeCTBO NUCEM C 04HOro IP-agpeca B MUHYTY» - 3aaeT BEeJINYNHY
MaKCMMaibHOro KONM4YecTBa nucem, oTnpasagemMblX 3a 04HY MUHYTY, C ogHoro IP-agpeca. laHHoe
OrpaHUYeHne He AeNCTBYEeT Ha NMCbMa, OTNpaBeHHbIe N3 BeD-UHTepdenca npesyCcTaHOBEHHOIO
KJINEHTa 3JIEKTPOHHOW MOYThI.

- ®nar «/rHoprpoBaTh NPV OTNPABKe NMUCEM C apecoB U ceTel U3 6enoro cnucka» - co3gaeT

NCKJIIOYEHME B OrpaHUYeHnn «OrpaHMynTb YacTylo OTNpPaBKy Nucem» ans IP-agpecos un ceTen
yKa3aHHbIX B 6/10Kke «befiblil CMNCOK» HIXKe.

NMouToBas ouyepenb
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Mo4ToBbIe CO06LLEHNS, KOTOPbIE He Bblav OTNPaB/EHbl, MOMELLATCS B 04epeab Ha MOBTOPHYIO
OTMpPaBKy.

MoyToBaa o4epent:

MHTepean MeX LY NONLITKAMM OTNPABKH

a9
30 o  MHH.
Bpema ommaaHusa B ovepenm oT no’
e F.
180 MHH. 300 MUH.
LT L
MaKCHMaNLHOE BpEMA HAXOMAEHUA MUCLMA B OYepeM
_ Fa
5760 MUH.

Cnepfytolime HaCTPOVMKM HY)KHbl A5 3aA4aHUS Pa3fIMYHbIX UHTEPBAJIOB BPEMEHW NPV NMOBTOPHOW
OTMNpaBKe NMOYTOBbIX COODLLEHNIA:

- NMone «MIHTepBan Mexay NOMbITKaMn OTMNPaBKMW» - MO3BOJIAET 3afaTb BPEMS 3aMyCcKa AeMOHa
(LeMoH - 3To nporpamMma paboTatowas B OHOBOM pexume), 4epes KoTopoe oH byaeT npoBepaTb
BPEMS HaX0XXAEeHMSA MMCbMa B o4epeaun (Mo ymonyaHuio coctaBnset 30 MUHYT).

- Mone «Bpems oXxnaaHus B ovepenmn» - N03BONSET 3a4aTb UHTEPBAN BPEMEHUN 415 NMUCbMa B
oyepenu, Npum KOTOPOM LEMOH MOMbITAETCA NOBTOPHO OTNPaBUTb AaHHOE MUCbMO K3 ovepean (no
ymonyaHuto coctasnseT oT 180 muHyT ao 300 muHyT). Hanpumep, nucbMo 6110 He 0TAPaBAEHO, MpK
3TOM OEeMOH N0 YMONYaHMo 3anyckaeTcs Kaxable 30 MUHYT, 3TO O3HA4YaeT, YTO AEMOH 3anyCcTUTCS
yepes Bpem4 delta, rae delta moxxeT NpMHMMaTh 3Ha4YeHMe 13 npomexyTka - [0m;30m]. Takum
obpa3om noBTOpHaa oTnpaBka byaeT npon3BeneHa Yyepe3 180+delta. B cnyyvae, ecam NoBTOpHas
OTMpaBKa He Npon3oLia, NMCbMO BHOBL NMonagaeT B 04epelb OTMPaBKKW, CHETYUK BPEMEHM
HaxoXXAeHNA NMCbMa B 04epenn CTaHOBUTCS PaBHbLIM HYJII0 U HVKHAA FpaHuua (B HaweM cnyyae 180
MWHYT) AAS BaHHOrO nNucbMa byneT CABMHYTa aBTOMAaTMYeCKU, HO He MPEBBLICUT BEPXHEN rPaHULbI.
MonbITKK OTNPaBMUTb NUCbMO ByAyT NOBTOPATCA 4O TeEX Nop, Noka obLiee BpeMsa HaxoXAeHUs
NMCbMa B 04epean He JOCTUIHET 3HAaYeHUS yKa3aHHOro B noje «MakcumasbHOe BpeMS Hax0XAeHuUA
nnMcbMa B o4epen».

- Mone «MakcMManbHOE BpeEMSA HaX0XAEeHNS MUCbMa B o4epeamn» - M03BONISET yKa3aTb
MaKCuMasbHoe obLiee BpeMS HaXOXAEHNS NMCbMa B 04epeamn, Mo 4OCTMIXKEHMNIO KOTOPOro
oTnpasuTento byaeTt 0TApaB/ieHO yBEAOMJIEHME O TOM, 4TO ero NMcbMo BbI10 He 0TNpaBieHo (No
ymon4aHumo 5760 MuUHyT).

OTnpaBkKa 4yepe3 BHewHun SMTP.
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Penei no ymonqaHmm Mopt

domain.local 25

Mcnonezoeate SMTPS
| WMcnonsioeate SMTP-aeTopHzaumMm
Normu ™ Mapone ™

user SRR RRRRRRRRRRRY

| [MogMeHaTe agpec OTNPaBMTENs
Afpec oTNPaBUTENA

user@domain_local

B «/IKC» MOXXHO HacCTpouUTb OTNPaBKY NcxoasLen noyTel Yyepes apyron SMTP-cepsep ons Bcex
nncem, Kpome NUCcem agpec HasHaYeHUs KOTOPbIX ABASETCS JIOKAJIbHbIM AOMEH WK nosyYaTens. Ons
TOro, 4Tobbl BKAKYNTL OTNPaBKY UCXOAALLEN NOYTbI Yepe3 apyron SMTP-cepsep, Heobx04MMO
nponucaTb ero agpec (qomeHHoe uma unaun IP) B none «penen No yMosa4aHuio» 1 3agatb NOpT ONd
nogkntodeHuns. dnar «SSL» ncnosb3yeTcs TObKO 415 CoefMHeHMa No NpoTokony SMTPS Ha nopTy
465. Takum obpa3som, hnar ons oTNpaBKM NUCEM Ha NMOPT Ha3HavyeHnsa 465 obaszaTeneH. Mpu
coefiHeHMn Ha 25 nopT, hnar SSL He fo/HKHa CTOATD, T.K. WWAMPOBaHNE COeaMHEHNS Yepes
pacwupeHune STARTTLS 6yneT BbibpaHO aBTOMATUYECKN, B 3aBUCUMOCTUN OT MNOAAEPKKN AAHHOMO
cnocoba WwWnpoBaHNA CoeANHEHNS YaaNeHHON CTOPOHOW. Ecnn BHewHnA SMTP-cepsep TpebyeT
ayTeHTUMUKaLMo Nosib3oBaTeNs, TO He06X0ANMO yCTaHOBUTL (nar «cnonb3oBaTb SMTP-
aBTOPU3aLMIO» U yKa3aTb JIOMTUH M Maposib nosb3osaTesis. CTOMT OTMETUTb, YTO NMpu OTNpaBke
NoYTOBLIX coobLieHn Yepe3 SMTP cepeepa mail.ru / yandex.ru / gmail.com u gp., Heobxoanmo
noctaeuTb niar «floAMeHATb agpec oTnpasuTensa», T.K. AN OAHHbIX MOYTOBbIX CEPBEPOB
Heobxoaumo, 4Tobbl agpec otTnpasuTens (3aronosok FROM) coBnagan c nonb30BaTeNEM, MoA
KOTOpbIM Bblfla BbIMONHEHA aBTOPU3aLIMA, @ TakxXe 3afaTb afpec oTnpaBnTens B noae «Agpec
oTrnpaBuTens».

CnUCKM orpaHu4yeHun

CNMCHKA O paHM4eHHRA:

Mo3sonseT fo6aBMTb CANCKM BeNbIX 1 YEPHbIX aAPeCcoB, C KOTOPbIX pa3peLleHa Uan 3anpeLLeHa
BXOAALLaA KoppecnoHaeHuns. MNpun Ha)kxaTun Ha KHOMNKY «besbii Cnncok» ByaeT OTKPbITO HOBOE
LVanorosoe 0KHO, B KOTOPOM BO3MOXHO Ao6aBunTh: IP-agpec, AOMeHHOe 1Ms, CeThb (B TOM Yucne
3aBefeHHyto B «MIKC»), noyToBbIA cepBep (Hanpumep, @mail.ru), no4yToBbIn AwmnK. C KoTopbIX «NKC»
OyLeT Bcerfa npuUHUMaTh NOYTOBLIE CO0OLLEHMSA Be3 NpoBepKY CepbiMU CNIUCKaMU 1 NPOBEPKU
CcooTBeTCTBUA NpsiMon n obpaTHom 3anucen B DNS, a Tak xe 6e3 aBTopusauun. BHumaHue!
Cnepyet 3aHOCUTb B 3TOT CNUCOK TOJIbKO OTNpaBuTeNIel, KOTOPbIM AeUCTBUTEJIbHO CTOUT
DoBepAThb.
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Mpy HaXXaTUK Ha KHOMKY «YepHbIN CNMCoK» ByaeT OTKPLITO HOBOE AMaSIoroBOE OKHO, B KOTOPOM
BO3MOXHO f06aBuTh: IP-agpec, AOMEHHOe 1MS, CeTb, MOYTOBLIN cepBep (Hanpumep, @mail.ru),
noyToBbIN AWMK. C KoTOopbIX «MKC» He ByaeT NpuHMMaThL NOYTOBbLIE COOBLLEHNS.

OOLiMe HaCTPOMKHM

JoMeH No YMOM4aHHKD 008 aBTOPH3ALIMK

MeCTHMIA OWCH ANA XPAHEHWA NOYTEl

= OcHoBHOW CHCTeMHEIA pazgen Mirror -

Mma cepeepa e komange SMTP HELO npu oTnpaeke nMcbMa

testics.local

Mpw cozaaHWM AWK BETOMATHYECHH CO3A3BaTh NanHM

Sent Drafts Junk Trash
[loMeH No yMON4YaHMIO ANA aBTOPU3aLLMK

HaHHbIn 610K No3BoNseT BblbpaTb 3aBeAeHHbIN Ha «MKC» NOYTOBbLIN AOMEH MpW aBTOpM3aLLnn
KnveHTa. Hanpumep, Ha «MKC» 3aBefeH no4yToBbI goMmeH domain.local, a Nonb3oBaTento, u3
[laHHOro foMeHa, 3aflaHo UMs fAwmKa - usermail. To npu Beibope B faHHOM Bsioke «domain.local»,
Monb3oBaTenb Npu obpaleHnn K No4ToBoMy cepaepy «MKC» yepe3 NoYTOBOro KANEHTa UK Yepes
web-uHTepdenc B none «AmMsa nonb3oBaTens» MOXeT YKa3blBaTb TOJIbKO - usermail, a He
usermail@domain.local.

XKeCTKMN pUcK ansa XPaHeHuA No4Thl

[aHHbIn 610K NO3BONSET NEPEMECTUTL XPAHUNLLE MOYThl HA OTAENbHbIN XXECTKUN gnck. Mo
YMOJIHaHMIO MOYTa XPaHUTCA B OCHOBHOM CMCTEMHOM pa3gene (Tam, rae yctaHosneH «MKC»). Mpu
N3MEHEeHUN MeCTa XpaHeHUs NoYTbl, OyaeT Nnpom3BeaeHO KONMMPOBaHNE BCEX MNCEM C TEKYLLEero
XKECTKOro AMCKa Ha HOBbIN. X0 KOMMPOBaHMA NOYThI C AUCKA Ha AWUCK BO3MOXHO OTCJIeXMBaATb B
MeHto - ObcnyxmBaHue - Cuctema - 3agadn. ECm HOBbLIN XXECTKUA ANCK YXXe COOAEPXUT halsbl C
NMoYTOM, TO KOMMPOBaHME NPOM3BOANTCS He ByaeT (Tonbko ans «MKC» 5.1.7 n Bbiwe).

Nma cepsepa B Komanae SMTP HELO npu oTnpaBKe nucbMa

Mo3BoNseT 3af4aTbh MMA XOCTa, KOTOopoe byneT nepenaHo B komaHae SMTP HELO mnun EHLO
yOaneHHOW CTOPOHE Nnpu OTNpaBKe nucbMa.
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I1pv| CO34dHUU ALLLUKa aBTOMaTU4YEeCKHU Co30aBaTb Nanku

Mo3BonseT 3ag4aTb CMUCOK CTAaHOAPTHbLIX MNaNoK, Co34aBaeMbiX B MOYTOBOM flunKe. Mpn
HeobXx0ANMMOCTN MOXHO U3MEHUTb COCTAaB.

AHTMBMPYCHaA NPOBEpPKa BJIOXKEHUH

AHTHEMDYCHAA NPOBEPKE BAOHEHMH:
MpoeepaTs NoMTY aHTHEMpYCoM Clamav

MNpoeepaTs NOYMTY aHTHMEMPpYCom Kacnepckoro

NaHHbIN 610K BKJIIOYAET NPOBEPKY BXOAALMX N MCXOAALLMX MUCEM Ha HasMymne B HUX BMPYCOB. Mpu
NOJIOXXUTENbHOM pe3yJibTaTe BMECTO CaMoro nN1McbMa nonyyaTento npugeT coobuieHne o
pe3ynbTaTax NPOBEPKN, @ CaMo NUCbMO ByaeT BO BNOXEHUMN K cO0bLLeHMt0. MpoBEpPKa aHTUBNPYCOM
(Clamav, DrWeb, Kacnepckoro, ons ncnofb30BaHUA aHTUBMPYCa HEOOX0AMMO NPOM3BECTU
COOTBETCTBYIOLLYIO HAaCTPOMKY) aKTUBUPYETCS 3a CHET YCTaHOBKM COOTBETCTBYIOLLEro (hiara
HaNpOTUB MMEHW aHTUBMPYCa.

DKIM-noanucb

DKIM-nognuce:
v [NpoeepaTe DKIM-noanuce
v Cozpagate DEKIM-nognucs

Cenextop

bonee nogpobHo o DKIM-nognumcax BO3MOXXHO NOCMOTPETL 34eChb
https://ru.wikipedia.org/wiki/DomainKeys_ldentified Mail.

e Onar «[lposepATb DKIM-nognuncek». BKo4yaeT NpoBepKy BXOAALLMX NMUCEM Ha Haan4mne n
npasusbHoCTL DKIM-noanucu.

e Onar «Co3paTtb DKIM-noannce». AkTnBupyet nobasneHne DKIM-noanucy B 0TrnpaBieHHble C
«NKC» nncbma.

e [Tone «CenekTtop». Mo ymonyaHuto, B «MIKC» ncnonbsyetcs cenektop default. Tak kKak gns
O04HOr0 f,OMEHa MOXeT BbITb HECKOIbKO MOYTOBLIX CEPBEPOB, TO HEOOXOAMMO NS KaXXA0r0
NMOYTOBOro CepBepa B 0A4HOM fOMeHe co3gaBaTb cBon DKIM-cenekTop.

Pa3sHoe
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WMcnonezoeate DLP
Mepexoaouposats Temy 8 UTF-8

v [Nopoepsxa SMTPUTFS

Ucnonb3oBaTtb DLP

Mpw ycTaHOBKe (hnara BKAOYAET NPOBEPKY NOYTOBbLIX cO0bLeHNA moaynem DLP (ycTaHaBAuBas
¢nar B MeHto - 3awumTa - DLP - HacTponku - conar «Mcnonb3oBaTe DLP gns noyTsl»), Npun ycnosumn
NPaBWJIbHON HAaCTPOMKMN U (hyHKLMOHMpOBaHMUS moayns DLP.

NepekoaupoBka Temy B UTF-8

Mo3BonsieT ycTaHoBUTL (hniar «MepekoguposaTb Temy B UTF-8». lNpun ycTaHOBNEHHOM OaHHOM hiare,
nMcbMa oTrpasseMble C NO4TOBOro cepsepa «MKC», BynyT umeTb KOAUPOBKY TeMbl nucbma UTF-8.

NMoppnepxka SMTPUTF8

JaHHbIN hnar BKAOYaeT/BblK/0YaeT NoanepxKy koanposku UTF-8 npu npueme oTnpaske Nucem.

Bknapka "3awuTta oT cnama”

Bo Bknagke «3alimMTa OT cnama» MOXKHO BbINOJHUTb HACTPONKN CEPBEPOB, COAEPKALLUNX YEepHble
CMUCKK, @ TaKXXe HaCTPOUTb pexxum paboTel ceporo cnucka B «MKC».

Yepuwie cnuckn DNSBL Ceprie cnucku (greylisting)

No6ae VaanuTs | ICNoNs30BaTe CEPBIE CMMCKK

dul.dnsbl.sorbs.net WrHopupoBaTe NOBTOPHY OTNpaBKy

Fat

bl.spamcop.net 10 L ek
chl.abuseatorg .
MO aTE NOETOPHOM OTNPAEKH
s
=) . acoe
XpaHWTe & BenoM cnucke '
h LY
14 .  AHeil

YepHblie cnucku DNSBL (DNS Blackhole List)

HaHHbIn 610K No3BonseT 0obaBNTb/yaannTb XOCTbl coaepXxalume YyepHble cnnck DNSBL. [laHHble
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CNUCKK ncnonb3ytoTcs Ana 6opbbel co cnamom. MoyToskin cepeep «MKC» npu nonyyYyeHnn nucbma
obpallaeTca Ko BCEM XOCTaM, YKa3aHHbIM B JAHHOM CMUCKe, 1 NPOBepseT B HUX Hanun4yue IP-agpeca
OTNpaBUTENS, C KOTOPOro NpuHMMaeT coobuieHune. Mpu He 0TBETE WM NMOJIOXKNTESIbHOM OTBETE
04HOro 13 XxocToB «MKC» cY4MTaeT, 4TO NPOUCXOANT NOMbITKa Npuéma cnam-coobueHuns. CoobuieHne
He NPUHUMAETCA, a cepBepy oTnpasuTens coobuiaeTca ownbka 5xx (HeycTpaHMMas owmnbka).

Cepble cnucku (Greylisting)

HaHHbIn 610K NpegHa3HavYeH 419 YCTAaHOBKW aBTOMaTMYeckon 6NoKMPoBKIM crnaMa. lMNpu ycTaHoBKe
hnaxka «Mcnonb3oBaTb cepble CNUCKU» «MKC» ByfeT oTc/iexnBaTb NoBefeHne NoYTOBbIX
CepBepoB, KOTOPbIe OTNPaBASAIOT NUcbMa Ha «MKC». O meTogonorum 610KMPOBKIN MOXKHO NPOYNTaTh
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%80%D1%8B%D0%B9 %D1%81%D0%BF%D0%B
8%D1%81%D0%BE%D0%BA.

HacTponka cepbiX CMUCKOB MPOUCXOAMT MO TPEM MapaMeTpaMm - NnoJjie «MrHOPUpOBaThL MOBTOPHYHO
O0TNpaBKy» B CEKYHAaX (MpeanosaraeTcs, YTO AOCTOBEPHbLIN MOYTOBLIA CEPBEP HE OTMNPABUT B
[laHHOEe BPeMS NOBTOPHO NMUCbMO); MOe «0XKNAAaTb NOBTOPHON OTNPABKU» YKa3blBAETCA B HYacax
(NnpepnonaraeTcs, 4TO NMUCbMO AO/MKHO MPUIATU HE MNO3)Ke YKa3aHHOIro BPpeMEHW); NoJie «XPaHUTb B
6enom cnncke» ykasblBaeTCsa B AHAX (MpeanonaraeTcs, YTO NOYTOBLIN CepBep MpoLleLwmnin NPOBEPKY
He ByaeT NoABEPXKEH el onpeneneHHOe KOJIMYECTBO OHEN).

Bknapka «<AppecHas KHUra»

HacTpoiku 3awmTa OT Crnama AnpecHas KHMra
Mopt™
.y
389 .
Base DN

| Wcnonesoeate AppecHyo kKHury MKC

MponyckaTs rpynnsl

Bknagka «AgpecHas KHUra» onpegenseT napaMeTpbl adpecHON KHUIM No4ToBOro cepsepa «MKC»
ANA KIMEHTCKMUX nporpamm lMNosb3oBaTenen. 34eCb MOXXHO ONpesennTb NopT Ha KOTOpoM paboTaeT
LDAP, HacTpouTb napameTp Base DN (6a3y noucka ons LDAP, MOXXHO yKa3aTb HECKO/IbKO Yepe3
TOYKY C 3aNATON), BKAOYUTb UK BbIKJIYUTL UCNOJIb30BaHME agpecHon KHUrK, nar «/cnonb3oBaTb
AppecHyto KHury MKC». CTOMT 0TMeTUTb, 4TO AaHHbIV (hfiar N03BONSAET NnepefaBaTb BCEM NOYTOBbLIM
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KJIMEHTaM afpeCHY0 KHUTY, HO NPV YCTaHOBJIEHHOM AaHHOM (hnare BO3MOXXHO He nepefaBaThb
agpecHyto KHUry B Roundcube (cooTBeTcTBYOWasa HaCTPOMKa NPon3BoanUTCA B MeHio - «loYyTa» -
«Beb-noyTa» - BKnagka «HacTponkm»).
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