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HacTpouKM NnOYTOBOro cepsepa

Moaynb «HacTponku» pacrnonoxeH B MeHto «MoyTa». [laHHbIN MOAYNb NpeaHa3HayvYeH ans
HaCTPOWMKM MOYTOBOIro CepBepa U COLEPXUT TPpW BKNaOKN: «HaCTpONKM», «3almTa OT cnaMa» un
«ALpecHasa KHUra».

Bknapka «HacTtponkun»

CeTeBble HACTPOMUKM.

Mopt SMTP® Mopt POP3* Mopt IMAP ™

25 110 143

v BrnodnTte SMTP wepes 587 nopr

| ABTOMaTHYECKM CO3[aBaTh pazpellatoLllee NPasKno
@ [locTyn k noYTOROMY Cepeepy

Murepderce pna SMTP HuTepdeics gna POPI/IMAP

MopT SMTP/POP3/IMAP - no3BonseT N3MEHUTb CTaHOAPTHLIE MOPTbI NPUEMa W OTNPaBKU NOYTOBbIX
coobuweHunn. NMonsa «NHTepdencel gna SMTP» n «NHTepgencel gna POP3/IMAP» npegHa3HavyeHbl ons
yKa3aHusa nHTepgencos, 3afaHHbix Ha «MKC», Ha KoTopbix ByayT paboTaTe NPOTOKObI
SMTP/POP3/IMAP. Mo ymonyaHuio paboTa naet Ha Bcex nHTepdencax. MNpun yctaHoBKe iaxkKa B
none «ABTOMaTUYeCKM CO34aBaTb paspeLlatoLLee npasusio» byaeT BbiMNOIHEHa YCTaHOBKA
pa3peLllaloLlero npasuia B MEXXCETEBOM 3KpaHe A4S JoCTyna U3 BHe Ha nopTel SMTP/POP3/IMAP.
MepenTn K CNNCKY CYLLEeCTBYIOLWMX NPaBU U UX HACTPONKE MOXKHO KJIMKHYB MO MOABMBLLENCA
runepccoinke «[ocTyn K no4ToBOoMy cepsepy». ®nar «Bkno4ynts SMTP 4yepes 587 nopT» no3sonseT
NoYTOBLIM KNIMeHTaM (Hanpumep, Mozilla Thunderbird no ymon4aHunio) NoAKAOYaATLCS K CepBEPY
noyTbl «MKC» no 587/TCP nopTy BMecTo 25. BHUMAHMUE! hnar He 3aMeHseT HacTponky «llopT
SMTP», a jononHseT eé.

LudposaHue

MouToBbIN cepBep «MKC» no ymonyaHuio paboTaeT B pexnmMe «bes wnudpoBaHua» no npoTokosiam
SMTP, POP3/IMAP. JaHHbIN peXXnM peKoMeHAyeTCs UCM0/1b30BaTb TOJbKO B 3alLMLLEHHON ceTu. Tak
KaK B JAHHOM peXXuMe 3JI0YMbILLJIEHHUKIW, NPY MOMOLLM NPOCayLLMBAaHNA KaHaa, MOryT NoJly4nuTb
nHpopmaLmio 06 nMeHn n naposne MNosnb3oBaTtens.
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Pexum «HeobsasaTtenbHoe». Ecnv MO kAneHTa He NoaAepPXMBAET WNGPOBaHNE, MapoJib
nepegaeTcs no He 3awWM@POBaHHOMY KaHasly, B OTKpbITOM Buae. Ecnm MNO knveHTa noagepxmnsaeT
LWKpoBaHMe, TO aBTOpM3auma NPOUCXOANT YXKe BHYTPY WKN(POBAHHOIO COeANHEH NS,

Pexxum «C wudpoBaHnem». B 370M pexume npu asTopusauuu Monb30BaTbCa Mo NPOTOKOIAM
SMTP, POP3/IMAP, STARTTLS naposib nepenaeTcs TONbKO BHYTPU LNMPOBAHHOIO COeANHEHNS.

Hvxe onucaHa HacTporka 6noka «luposaHue» ana pexnmos «HeobszaTenbHoe» n «C
LWNpOBaHNEM>.,

SMTP POP3/IMAP
C wudpoEaHuem - C wudpoEaHHeMm -
CepTrdurar CepTHduKaT
#F Autogenerated - #F Autogenerated -
MailServer_5daB560bcf7501.40267528 MailServer_5da8560bcf7501.40267528
v Brmodmte SMTPS " BrnouurTe POP3S/IMAPS
Mopt SMTPS Mopt POP3S ™
e Fa9
445 o 995 "
v ABTOMATWYECKMW CO3ABATE MopT IMAPS®
pazpeluaLee Npasung -
993

& [ocTyn K NO4YTOBOMY CepBepy Mo

| ABTOMATUHECHM CO3O3BATE
SMTPS

paspellaroules NpaegMno

& [ocTyn K NOYTOBOMY CEDEEPY MO
POP35/IMAPS

T nuua knroda DH (Diffie-Hellman)

2048 Gur -

e Mone «CepTudukat gna SMTP» - no3sonseT BbIbOpaTh cepTudUKaT 414 NnpoTokona SMTP n3
3aBefieHHbIX Ha «/KC». BKJllo4aeT ncnosib3oBaHue WrpPoBaHHOro COeANHEHNSA MO METOoLY
STARTTLS noBepx ncnosb3oBaHMs 0bbi4Horo TCP-coeanHeHmsa no npoTokoay SMTP Ha
CTaHpapTHOM 25 nopTy. [laHHOoe wudpoBaHne aBaseTCS KOMNPOMUCCHbBIM. ECnn yaaneHHas
CTOPOHA He NOAAEepPXXMBAET WN(POBaHNE, TO NMCbMO ByaeT 0TNPaBAATLCA/NPUHUMATLCS MO He
LWKNpOBAHHOMY NMPOTOKONY SMTP.

e Mone «Ceptugukat ansg IMAP/POP3» - no3sonseT BblbpaTh cepTUUKaT ANA NPOTOKON0B
IMAP/POP3 13 3aBefieHHbIX Ha «MIKC». BK/lo4aeT NCnoib30BaHMe WN(POBAHHOIO COegNHEHNS
no metoay STARTTLS nosepx ncnosnb3oBaHnsa 0bbivHOro TCP-coeaAMHEHUs No NPOTOKOaM
IMAP/POP3 Ha cTaHgapTHbIX nopTax 143/110 COOTBETCTBEHHO.
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e ®narun «Bknwountbe SMTPS» n «Bknounts POP3S/IMAPS» no3BonsOT BKIOYUTL LWINGPOBaHNE
ans npotokosos SMTPS, IMAPS, POP3S Ha He Kylaccuyecknx noptax B napannens 25/110/143
nopTam. NMaBHbIM OTIMYMEM BASIETCA 00653aTeNbHOE MCMO/b30BaHMe WGPOBaHNS,
KOMMPOMUCC He BO3MOXXeH. B no4ToBoM cepeepe «MKC» MCnosb3yoTCa TOJIbKO
KpunTorpadguyeckue npotokonbl TLSv1, TLSv1.1, TLSv1.2. icnonb3oBaHue SSL2 n SSL3 ons
6e30MacHOCTN, OTKIOYEHO.

e Nong «MopT SMTPS», «IMopT POP3S», «MopT IMAPS» no3Bons0T 3a4aTb HOMepa NopToB A1s
npoTtokosios SMTPS, IMAPS, POP3S cooTBeTCTBEHHO.

e [lone «nunHa kntova DH (Diffie-Hellman)» - no3sonsdeT yCTaHOBUTb OJMHY Kao4a nNpu
WwngposaHum metonoMm STARTTLS n ona kpunTorpagunyeckux npoTokKonos TLS, pasnnyHbIx
BEPCUIA, NPX NCNonb3oBaHUM NpoTokosios IMAP/POP3 n IMAPS/POP3S. CTOMUT OTMETUTb, Y4TO
pekoMeHgyeMas ganmHHa katoda 2048 6uT, no ymonydaHuio ctomt 1024 6muta onsg onTuMmnsaunm
nepsoro 3anycka «MKC».

OTnpaBka nuceMm

OTNpaeKa nMcem:
MaKCHMaNBHLIR pa3Mep NHUCsMa

100 Mo

v | OrpaHvyMTE YacTyYH OTMPAEKY MMCEM
MaKCcHManeHOe KONWYECTED NHCEM C oHoro IP-aapeca B MUHYTY

10

| MreoprpoEaTs NpW OTNpaBke MUCeM C 3ApeCcos M CeTel W3 Denoro cnucka

Cnepfytolime HaCTPOVKM HY)KHbl 415 3aA4aHUS Pa3/INYHbIX OrPaHUYEHUA NPy OTNPaBKe MUCEM:

- Mone «MakKcuMasbHbIN pa3Mep NMCbMa» - 3aaeT OrpaHNYEeHNE Ha 3arpy3Ky BAOXXeHWI Yyepes Beb-
NoYTY (BCTPOEHHbIN KMeHT roundcube).

- ®nar «0OrpaHMyYnTb YacTyIo OTMNPaBKY MUCEM» - BKJIKOYAET OrpaHUYeHUs, Ha OTMPaBKY NMUCeM Yyepes
no4yToBbIN cepBep «NKC».

- MNone «MakcmMmaibHOe KOJIM4eCcTBO NUCEM C 0gHOro IP-agpeca B MUHYTY» - 3a4aeT BeINYNHY
MaKCMMabHOro KONMYeCTBa NMCEM, OTNPaBASEMBIX 3a O4HY MUHYTY, C ogHoro IP-agpeca. [laHHoe
orpaHuyeHue He OeNCTBYeT Ha NNCbMa, OTMpaB/ieHHble N3 Beb-nHTepdenca npefyCcTaHOBAEHHOM O
K/NMEHTa 3JIEKTPOHHOW MOYThI.

- ®nar «MrHopnpoBaThb NpW OTNPaBKe NUCEM C afPECcoB 1 ceTell U3 6enoro cnucka» - co3gaeT
NCK0YEHME B OrpaHmyeHunn «OrpaHnymnTb YacTylo OTNPaBKy nucem» Ans IP-aapecos u ceTei
YKa3aHHbIX B 6710Ke «Besblil CMCOoK» HUXe.
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NMouToBas oyepenb

Mo4ToBble CO06LLEHNS, KOTOpble He Bblan OTNPaB/EHbl, MOMELLATCS B 04epeab Ha MOBTOPHYIO
OTMpPaBKy.

MoyToBaa o4epent:

MHTepean MeX LY NONLITKAMM OTNPABKH

a9
30 o  MHH.
Bpema ommaaHusa B ovepenm oT no’
e F.
180 MHH. 300 MUH.
LT L
MaKCHMaNLHOE BpEMA HAXOMAEHUA MUCLMA B OYepeM
_ Fa
5760 MUH.

Cnepfytolime HaCTPOVKM HY)KHbl A5 3aA4aHUS Pa3fIMYHbIX UHTEPBAJIOB BPEMEHW NPV NMOBTOPHOW
OTMNpaBKe NMOYTOBbIX COODLLEHNIA:

- NMone «MIHTepBan Mexay NOMbITKaMn OTMNPaBKMW» - MO3BOJIAET 3afaTb BPEMS 3aMyCcKa AeMOHa
(LeMoH - 3To nporpamMma paboTatowas B OHOBOM pexume), 4epes KoTopoe oH byaeT npoBepaTb
BPEMS HaX0XXAEeHMS NMMCbMa B o4epeaun (Mo ymonyaHuio coctaBnset 30 MUHYT).

- Mone «Bpems oXxnaaHus B ovepenmn» - N03BONSET 3a4aTb UHTEPBAN BPEMEHUN 415 NMUCbMa B
oyepenu, Npum KOTOPOM LEMOH MOMbITAETCA NOBTOPHO OTNPaBUTb AaHHOE MUCbMO K3 ovepean (no
ymonyaHuto coctasnseT oT 180 muHyT Ao 300 muHyT). Hanpumep, nucbMo 6110 He OTAPaBEHO, MpK
3TOM OEeMOH N0 YMONYaHMo 3anyckaeTcs Kaxable 30 MUHYT, 3TO O3HAYaeT, YTO AEMOH 3anyCcTUTCS
yepes Bpem4 delta, rae delta moxxeT NpMHMMaTh 3Ha4YeHMe 13 npomexyTka - [0m;30m]. Takum
obpa3om noBTOpHaa oTnpaBka byaeT npon3BeneHa Yyepe3 180+delta. B cnyyvae, ecam NoBTOpHas
OTMpaBKa He Npon3soLia, NMCbMO BHOBL NMonagaeT B 04epelb OTMPaBKK, CHETYUK BPEMEHM
HaxoXXAeHNA NMCbMa B 04epean CTaHOBUTCS PaBHbLIM HYJII0 1 HVKHAA rpaHuua (B Hawem cnyyae 180
MWHYT) AAS BaHHOrO nNucbMa byaeT CABMHYTa aBTOMATMYeCKU, HO HE MPEBbLICUT BEPXHEN FPpaHULbI.
MonbITKK OTNPaBUTb NUCbMO ByAyT NOBTOPATCA 4O TeEX Nop, Noka obLiee BpeMsa HaxoXAeHUs
NMCbMa B 04epean He JOCTUMHET 3HAaYeHUS yKa3aHHOro B noje «MakcumasbHOe BpeMS HaXxOXAeHMA
n1McbMa B o4epen».

- Mone «MakcMManbHOE BpeEMSA HaX0XAEeHNS NMUCbMa B o4epeamn» - M03BONISET yKa3aTb
MaKCuMasbHoe obLiee BpeMS HaXOXXAEHNS NMCbMa B 04epeamn, Mo 4OCTMIXKEHMNIO KOTOPOro
oTnpasuTento byaeT 0TApaB/IeHO yBEAOMJIEHME O TOM, 4TO €ro NMcbMo BbIJ10 He 0TNpaBieHo (No
ymon4aHumo 5760 MUHyT).

OTnpaBkKa 4yepe3 BHewHun SMTP.
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Penei no ymonqaHmm Mopt

domain.local 25

Mcnonezoeate SMTPS
| WMcnonsioeate SMTP-aeTopHzaumMm
Normu ™ Mapone ™

user SRR RRRRRRRRRRRY

| [MogMeHaTe agpec OTNPaBMTENs
Afpec oTNPaBUTENA

user@domain_local

B «/IKC» MOXXHO HacCTpouUTb OTNPaBKY NcxoasLen noyTel Yyepes apyron SMTP-cepsep ons Bcex
nncem, Kpome NUCcem agpec HasHaYeHUs KOTOPbIX ABASETCS JIOKAJIbHbIM AOMEH WK nosyYaTens. Ons
TOro, 4Tobbl BKAKYNTL OTNPaBKY UCXOAALLEN NOYTbI Yepe3 apyron SMTP-cepsep, Heobx04MMO
nponucaTb ero agpec (qomeHHoe uma unaun IP) B none «penen No yMosa4aHuio» 1 3agatb NOpT ONd
nogknodeHuns. dnar «Mcnonb3osatb SMTPS» ncnonb3yeTca ToNbKO ONA COeANUHEHWUS MO NPOTOKOJY
SMTPS Ha nopTy 465. Takum obpa3oM, pnar gns oTNpaBKM NUCEM Ha NOPT Ha3HayveHus 465
obszaTeneH. MNpun coeanHeHnn Ha 25 nopT, dnar SSL He f0JIKHa CTOATh, T.K. WNDPOBaHNe
coeanHeHuns vyepe3 pacwmpenme STARTTLS byaeT BbibpaHO aBTOMaTMYeCKN, B 3aBUCUMOCTH OT
noaaepXkn gaHHoro cnocoba WnpoBaHNs COeANHEHNSA yYaaNeHHON CTOPOHON. ECcnm BHEWHUI
SMTP-cepBep TpebyeT ayTeHTUdMKaLNIO NONb30BaTENS, TO HEOOX0ANMO YCTaHOBUTbL (hnar
«Wcnonb3oBaTb SMTP-aBTOPMU3aLINIO» K YKa3aTb JIOFMH 1 Naposb NoJsib3oBaTens. CTouT 0OTMETUTD,
4TO NpW OTNPaBKe NoYTOBbIX coobLieHnn Yepe3 SMTP cepsepa mail.ru / yandex.ru / gmail.com u gp.,
HeobxoAnMo NoCcTaBuTh nar «[loAMeHATb agpec OTNPaBMUTENS», T.K. A8 OAHHbIX NOYTOBbIX
cepBepoB Heobxoammo, 4Tobbl agpec oTnpasuTens (3aronosok FROM) coBnagan c Nosb30BaTeNEM,
noZ KoTopbiM bbisia BbIMO/IHEHA aBTOPM3aLMA, @ TakXXe 3af4aTb afpec oTnpaBnTens B noje «Agpec
oTrnpaBuTens».

CnUCKM orpaHu4yeHun

CNMCHKA O paHM4eHHRA:

Mo3sonseT fo6aBMTb CANCKM BeNbIX 1 YEPHbIX aAPeCcoB, C KOTOPbIX pa3peLleHa Uan 3anpeLLeHa
BXOAALLaA KoppecnoHaeHuns. MNpun Ha)kxaTun Ha KHOMNKY «besbii Cnncok» ByaeT OTKPbITO HOBOE
LVanorosoe 0KHO, B KOTOPOM BO3MOXHO Ao6aBunTh: IP-agpec, AOMeHHOe 1Ms, CeThb (B TOM Yucne
3aBefeHHyto B «MIKC»), noyToBbIA cepBep (Hanpumep, @mail.ru), no4yToBbIn AwmnK. C KoTopbIX «NKC»
OyLeT Bcerfa npuUHUMaTh NOYTOBLIE CO0OLLEHMSA Be3 NpoBepKY CepbiMU CNIUCKaMU 1 NPOBEPKU
CcooTBeTCTBUA NpsiMon n obpaTHom 3anucen B DNS, a Tak xe 6e3 aBTopusauun. BHumaHue!
Cnepyet 3aHOCUTb B 3TOT CNUCOK TOJIbKO OTNpaBuTeNIel, KOTOPbIM AeUCTBUTEJIbHO CTOUT
DoBepAThb.
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Mpy HaXXaTUK Ha KHOMKY «YepHbIN CNMCoK» ByaeT OTKPLITO HOBOE AMaSIoroBOE OKHO, B KOTOPOM
BO3MOXHO f06aBuTh: IP-agpec, AOMEHHOe 1MS, CeTb, MOYTOBLIN cepBep (Hanpumep, @mail.ru),
noyToBbIN AWMK. C KoTOopbIX «MKC» He ByaeT NpuHMMaThL NOYTOBbLIE COOBLLEHNS.

OOLiMe HaCTPOMKHM

JoMeH No YMOM4aHHKD 008 aBTOPH3ALIMK

MeCTHMIA OWCH ANA XPAHEHWA NOYTEl

= OcHoBHOW CHCTeMHEIA pazgen Mirror -

Mma cepeepa e komange SMTP HELO npu oTnpaeke nMcbMa

testics.local

Mpw cozaaHWM AWK BETOMATHYECHH CO3A3BaTh NanHM

Sent Drafts Junk Trash
[loMeH No yMON4YaHMIO ANA aBTOPU3aLLMK

HaHHbIn 610K No3BoNseT BblbpaTb 3aBeAeHHbIN Ha «MKC» NOYTOBbLIN AOMEH MpW aBTOpM3aLLnn
KnveHTa. Hanpumep, Ha «MKC» 3aBefeH no4yToBbI goMmeH domain.local, a Nonb3oBaTento, u3
[laHHOro foMeHa, 3aflaHo UMs fAwmKa - usermail. To npu Beibope B faHHOM Bsioke «domain.local»,
Monb3oBaTenb Npu obpaleHnn K No4ToBoMy cepaepy «MKC» yepe3 NoYTOBOro KANEHTa UK Yepes
web-uHTepdenc B none «AmMsa nonb3oBaTens» MOXeT YKa3blBaTb TOJIbKO - usermail, a He
usermail@domain.local.

XKeCTKMN pUcK ansa XPaHeHuA No4Thl

[aHHbIn 610K NO3BONSET NEPEMECTUTL XPAHUNLLE MOYThl HA OTAENbHbIN XXECTKUN gnck. Mo
YMOJIHaHMIO MOYTa XPaHUTCA B OCHOBHOM CMCTEMHOM pa3gene (Tam, rae yctaHosneH «MKC»). Mpu
N3MEHEeHUN MeCTa XpaHeHUs NoYTbl, OyaeT Nnpom3BeaeHO KONMMPOBaHNE BCEX MNCEM C TEKYLLEero
XKECTKOro AMCKa Ha HOBbIN. X0 KOMMPOBaHMA NOYThI C AUCKA Ha AWUCK BO3MOXHO OTCJIeXMBaATb B
MeHto - ObcnyxmBaHue - Cuctema - 3agadn. ECm HOBbLIN XXECTKUA ANCK YXXe COOAEPXUT halsbl C
NMoYTOM, TO KOMMPOBaHME NPOM3BOANTCS He ByaeT (Tonbko ans «MKC» 5.1.7 n Bbiwe).

Nma cepsepa B Komanae SMTP HELO npu oTnpaBKe nucbMa

Mo3BoNseT 3af4aTbh MMA XOCTa, KOTOopoe byneT nepenaHo B komaHae SMTP HELO mnun EHLO
yOaneHHOW CTOPOHE Nnpu OTNpaBKe nucbMa.
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I1pv| CO34dHUU ALLLUKa aBTOMaTU4YEeCKHU Co30aBaTb Nanku

Mo3BonseT 3ag4aTb CMUCOK CTAaHOAPTHbLIX MNaNoK, Co34aBaeMbiX B MOYTOBOM flunKe. Mpn
HeobXx0ANMMOCTN MOXHO U3MEHUTb COCTAaB.

AHTMBMPYCHaA NPOBEpPKa BJIOXKEHUH

AHTHEMDYCHAA NPOBEPKE BAOHEHMH:
MpoeepaTs NoMTY aHTHEMpYCoM Clamav

MNpoeepaTs NOYMTY aHTHMEMPpYCom Kacnepckoro

NaHHbIN 610K BKJIIOYAET NPOBEPKY BXOAALMX N MCXOAALLMX MUCEM Ha HasMymne B HUX BMPYCOB. Mpu
NOJIOXXUTENbHOM pe3yJibTaTe BMECTO CaMoro nN1McbMa nonyyaTento npugeT coobuieHne o
pe3ynbTaTax NPOBEPKN, @ CaMo NUCbMO ByaeT BO BNOXEHUMN K cO0bLLeHMt0. MpoBEpPKa aHTUBNPYCOM
(Clamav, DrWeb, Kacnepckoro, ons ncnofb30BaHUA aHTUBMPYCa HEOOX0AMMO NPOM3BECTU
COOTBETCTBYIOLLYIO HAaCTPOMKY) aKTUBUPYETCS 3a CHET YCTaHOBKM COOTBETCTBYIOLLEro (hiara
HaNpOTUB MMEHW aHTUBMPYCa.

DKIM-noanucb

DKIM-nognuce:
v [NpoeepaTe DKIM-noanuce
v Cozpagate DEKIM-nognucs

Cenextop

bonee nogpobHo o DKIM-nognumcax BO3MOXXHO NOCMOTPETL 34eChb
https://ru.wikipedia.org/wiki/DomainKeys_ldentified Mail.

e Onar «[lposepATb DKIM-nognuncek». BKo4yaeT NpoBepKy BXOAALLMX NMUCEM Ha Haan4mne n
npasusbHoCTL DKIM-noanucu.

e Onar «Co3paTtb DKIM-noannce». AkTnBupyet nobasneHne DKIM-noanucy B 0TrnpaBieHHble C
«NKC» nncbma.

e [Tone «CenekTtop». Mo ymonyaHuto, B «MIKC» ncnonbsyetcs cenektop default. Tak kKak gns
O04HOr0 f,OMEHa MOXeT BbITb HECKOIbKO MOYTOBLIX CEPBEPOB, TO HEOOXOAMMO NS KaXXA0r0
NMOYTOBOro CepBepa B 0A4HOM fOMeHe co3gaBaTb cBon DKIM-cenekTop.

Pa3sHoe
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WMcnonezoeate DLP
Mepexoaouposats Temy 8 UTF-8

v [Nopoepsxa SMTPUTFS

Ucnonb3oBaTtb DLP

Mpw ycTaHOBKe (hnara BKAOYAET NPOBEPKY NOYTOBbLIX cO0bLeHNA moaynem DLP (ycTaHaBAuBas
¢nar B MeHto - 3awumTa - DLP - HacTponku - conar «Mcnonb3oBaTe DLP gns noyTsl»), Npun ycnosumn
NPaBWJIbHON HAaCTPOMKMN U (hyHKLMOHMpOBaHMUS moayns DLP.

NepekoaupoBka Temy B UTF-8

Mo3BonsieT ycTaHoBUTL (hniar «MepekoguposaTb Temy B UTF-8». lNpun ycTaHOBNEHHOM OaHHOM hiare,
nMcbMa oTrpasseMble C NO4TOBOro cepsepa «MKC», BynyT umeTb KOAUPOBKY TeMbl nucbma UTF-8.

NMoppnepxka SMTPUTF8

JaHHbIN hnar BKAOYaeT/BblK/0YaeT NoanepxKy koanposku UTF-8 npu npueme oTnpaske Nucem.

Bknapka "3awuTta oT cnama”

Bo Bknagke «3alimMTa OT cnama» MOXKHO BbINOJHUTb HACTPONKN CEPBEPOB, COAEPKALLUNX YEepHble
CMUCKK, @ TaKXXe HaCTPOUTb pexxum paboTel ceporo cnucka B «MKC».

Yepuwie cnuckn DNSBL Ceprie cnucku (greylisting)

No6ae VaanuTs | ICNoNs30BaTe CEPBIE CMMCKK

dul.dnsbl.sorbs.net WrHopupoBaTe NOBTOPHY OTNpaBKy

Fat

bl.spamcop.net 10 L ek
chl.abuseatorg .
MO aTE NOETOPHOM OTNPAEKH
s
=) . acoe
XpaHWTe & BenoM cnucke '
h LY
14 .  AHeil

YepHblie cnucku DNSBL (DNS Blackhole List)

HaHHbIn 610K No3BonseT 0obaBNTb/yaannTb XOCTbl coaepXxalume YyepHble cnnck DNSBL. [laHHble
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CNUCKK ncnonb3ytoTcs Ana 6opbbel co cnamom. MoyToskin cepeep «MKC» npu nonyyYyeHnn nucbma
obpallaeTca Ko BCEM XOCTaM, YKa3aHHbIM B JAHHOM CMUCKe, 1 NPOBepseT B HUX Hanun4yue IP-agpeca
OTNpaBUTENS, C KOTOPOro NpuHMMaeT coobuieHune. Mpu He 0TBETE WM NMOJIOXKNTESIbHOM OTBETE
04HOro 13 XxocToB «MKC» cY4MTaeT, 4TO NPOUCXOANT NOMbITKa Npuéma cnam-coobueHuns. CoobuieHne
He NPUHUMAETCA, a cepBepy oTnpasuTens coobuiaeTca ownbka 5xx (HeycTpaHMMas owmnbka).

Cepble cnucku (Greylisting)

HaHHbIn 610K NpegHa3HavYeH 419 YCTAaHOBKW aBTOMaTMYeckon 6NoKMPoBKIM crnaMa. lMNpu ycTaHoBKe
hnaxka «Mcnonb3oBaTb cepble CNUCKU» «MKC» ByfeT oTc/iexnBaTb NoBefeHne NoYTOBbIX
CepBepoB, KOTOPbIe OTNPaBASAIOT NUcbMa Ha «MKC». O meTogonorum 610KMPOBKIN MOXKHO NPOYNTaTh
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%80%D1%8B%D0%B9 %D1%81%D0%BF%D0%B
8%D1%81%D0%BE%D0%BA.

HacTponka cepbiX CMUCKOB MPOUCXOAMT MO TPEM MapaMeTpaMm - NnoJjie «MrHOPUpOBaThL MOBTOPHYHO
O0TNpaBKy» B CEKYHAaX (MpeanosaraeTcs, YTO AOCTOBEPHbLIN MOYTOBLIA CEPBEP HE OTMNPABUT B
[laHHOEe BPeMS NOBTOPHO NMUCbMO); MOe «0XKNAAaTb NOBTOPHON OTNPABKU» YKa3blBAETCA B HYacax
(NnpepnonaraeTcs, 4TO NMUCbMO AO/MKHO MPUIATU HE MNO3)Ke YKa3aHHOIro BPpeMEHW); NoJie «XPaHUTb B
6enom cnncke» ykasblBaeTCsa B AHAX (MpeanonaraeTcs, YTO NOYTOBLIN CepBep MpoLleLwmnin NPOBEPKY
He ByaeT NoABEPXKEH el onpeneneHHOe KOJIMYECTBO OHEN).

Bknapka «<AppecHas KHUra»

HacTpoiku 3awmTa OT Crnama AnpecHas KHMra
Mopt™
.y
389 .
Base DN

| Wcnonesoeate AppecHyo kKHury MKC

MponyckaTs rpynnsl

Bknagka «AgpecHas KHUra» onpegenseT napaMeTpbl adpecHON KHUIM No4ToBOro cepsepa «MKC»
ANS KINEHTCKUX nporpamm osb3oBaTenen:

* None «MopT». OnpenenseT NOpT Ha KOoTopoM paboTaeT npoTokon LDAP
 None «Base DN». MNo3BonsieT HacTponTb NapameTp Base DN (6a3y noncka gna LDAP, MOXHO
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yKa3aTb HECKOIbKO Yepe3 TOYKY C 3anaTon)

e ®nar «Wlcnonb3oBaTb AnpecHyto KHUry KC». M0o3B01SeT BKJIYUTL UN BLIKJIIOYNUTL
MCMNOSb30BaHNe apeCHOM KHUIMM BCEMU MOYTOBLIM K/iMeHTaM. [pn 3ToM nepefada afpecHon
KHUrn B Roundcube HacTpamBaeTcs TyT.

e [one «MponyckaTb rpynnbi». MNo3sonseT BoibpaTb rpynnbl, KOTOpble He ByayT oTobpaxaTbCa B
agpecHon kHure. Mpu ykasaHum rpynnbl - OHa He byneTt oTobpaxaTbCs, B TOM Yucne
NOArpynmnbl, eC/in OHWN eCTb. B YacTHOM ciyvae npu ykasaHuu rpynnbl «kKopHeBas rpynna» He
byneTt oTobpakeHa HY 0fHa rpynna.
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