2026/04/21 19:51 1/3 CeTeBble yTUAUTI

CeTeBble YTUJINTDI

B coctaB IKC BXO4AT HECKOJIbKO CETEBbIX YTUJINT, KOTOPbIE NOMOraloT BbIMONHATL ANArHOCTUKY
ceTu.

Muur

(x]

MuHr (ping) — yTuanTa AN NpoBepPKN coegnHeHU B ceTax Ha ocHoBe TCP/IP. OHa oTnpasnseT ICMP-
3anpocChl YKa3aHHOMY y3J1y CeTU U (PUKCUPYET NocTynatoLwmne OTBEThl. Bpems Mexay oTnpasBKom
3anpoca n rnosiy4yeHnem oTeeTa No3BOJISET OnpenenaTb ABYCTOPOHHUE 3a4EePXKKN MO MapPLUPYTY U
CpenHuin ypoBeHb NOTEPY MaKeTOB, TO €CTb ONnpeaensdTb CTabnabHOCTb U Ka4eCTBO CBA3U, @ TakXe
KOCBEHHO OnpefensTb 3arpy>KeHHOCTb Ha KaHanax nepegayv faHHbIX U MPOMEXYTOYHbIX
YCTPOMCTBaX.

Tak>xe MMHIOM Ha3blBaloT BPEMS, 3aTPaYeHHOe Ha nepefayvy NakeTa MHGOopMaLny B KOMMbIOTEPHbIX
CeTAX 0T OAHOr0 XOCTa A0 APYroro 1 06paTHO. ITO BPEMS TaKXXE Ha3bIBAETCS J1aroM WK 3a4eP>XKKON
1 M3MepseTCs B MUNIUCEKYHAAX. 3aA4epXKKa 3aBUCUT OT 3arpyXeHHOCTM U KOMYECTBa y3/10B B NyTH
MeXy XOCTaMu.

(]

Ins 3anycka yTuauTbl, Heo6XoAMMO BBECTU OMEHHOE UMS UK IP-agpec U yka3aTb KOJIMYECTBO
MakeToB.

Tpeunc

Tpeiic (traceroute) - yTunuTa 405 BbIBOAA MapLUpyTa NPOXOXXAEHUS 3anpoca A0 BbIBpaHHOMO XocTa.
OHa BbIMOJIHSET OTMNPaBKY AaHHbIX YKa3aHHOMY Y3/1y CeTu, Mpu 3ToM 0Tobpa)kasi CBeieHUS 0 BCEX
MPOMEXYTOYHbIX MApLLPYTU3aTOPaXx, YePEe3 KOTOPbIE MPOLLJIN AaHHbIE Ha MYTU K HEMY.

(]

3Ta yTWAWTA NO3BOASIET ONPEeAeNUTb NPobaemMsl C MapLIpyTU3aLmMeln Tpauka, a Takxe B Cyyae
npobsem npu LOCTaBKe AaHHbIX [0 KAKOro-TO y3/1a - ONpeaennTb, Ha KAKOM UMEHHO Y4YacTKe CeTu
BO3HWK/W HEMONAAKMN,

Hy>XKHO OTMeTUTb, 4TO NporpamMma paboTaeT TONbKO B HaNpaB/IEHNM OT UCTOYHMKA NAKETOB U
ABNAETCA BeCbMa rpybbiM MHCTPYMEHTOM 419 BbISBEHUS HEMONAAO0K B ceTu. B cuny ocobeHHocTen
paboTbl MPOTOKOJ/I0B MapLUPyTU3aLmMm B ceTu MHTepHET, 0bpaTHbIe MapLIPYThbl YacTO HE COBMaZatloT C
NPAMbIMA, NPUYEM 3TO CNPaBeaIMBO OJ19 BCEX MPOMEXYTO4YHbIX Y3108 B nyTu. [MoaTomy, ICMP-oTBET
OT Ka)kA0ro NpoMeXXyTO4YHOro y3sa MOXeT UATW CBOMM COBCTBEHHBLIM MapLUPYTOM, 3aTepATbCA Uan
NpunATK C 6ONBLLION 3aepPXKKOW, XOTS B PeasibHOCTM C MakeTaMun KOTOpble afpecoBaHbl KOHEYHOMY
Y371y 3TOr0 He NPoMCXoanT. Kpome TOoro, Ha NPOMeXXyTOYHbIX MapLlpyTuU3aTopax 4acTo CTOUT
orpaHuyeHue 4yncna otsetos ICMP B eguHULY BpeMeHN, YTO NPUBOLUT K NMOSABJIEHUIO JIOXKHbIX
noTepsb.
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Onpoc DNS

(x]

Onpoc DNS (dig) - no3BonseT NocblNaTbh pa3nyHble 3anpockl K AHC-CEPBEPaAM 1 ONPeaenaTb OWnbKy
B UX KOHGuMrypaumm.

Mpn ncnonb3oBaHUM HeO6XOAMMO BBECTW AOMEH U BbibpaTb TWN 3anucK, TakXe MOXXHO yKa3aTb
KOHKpeTHbIN dns cepeep Aas onpoca. bonee noapobHo 0 TMNax 3anncu CMOTPUTE B PYKOBOACTBE MO
ncnosb3oBaHuio moayns DNS.

NHcdopMmauusa o pomeHe

(]

NHdopmauma o nomeHe (whois) - N03BOSIAET NONYHUTL UH(OPMaLIMIO O BNafesibLe AOMeHa Uiu
[ManasoHa ip-aapecos, a TakXXe CONyTCTBYOLLYI0 MHpOPMaLMIO (faTa perncTpaunm, KOHTaKTHbIe
[laHHble, TUN AOMeHa, peructpaTop v T.4.) u3 6a3bl faHHbIX WHOIS.

Oamn

Hamn (tcpdump) - oTobparkaeT 3aron0BKM MaKeTOB, MPOXOAALLMX Yepe3 BbIOPaHHbIN CETEBOM
nHTepdenc. MNo3BonseT AnarHoCTUPoOBaTb NPObaEMbI CBA3aHHbIE C HACTPOMKON MEXCETEBOI0
3KpaHa, MapLipyTusaumnen n paboTon CeTeBbIX CEPBUCOB.

(=]

Anda 3anycka yTunuTbl HeobxoAnmMo BblbpaTb CETEBON UHTEP(ENC, Ha KOTOPOM ByaeT BbINOJIHATLCA
cbop LaHHbIX.

Ons punbTpaumm coobLieHnin BO3MOXXHO BbIOpaTb MPOTOKOJ, yKa3aTb NOPT, @ TakXe BbibpaTb
HanpasieHne ceTeBoro Tpaduka Aas ykasoiBaemoro IP-agpeca, «XoCT» nnu
«/cToYHMK/Ha3HaveHme».

CeTeBble uHTEp@EuncChl

(]

YTunuta «CeTeBble MHTEPdENCHI» NO3BOJISET NOJYYUTb CBELEHNS O COCTOSAHNM BCEX MHTEPdENCOB
WNKC. OHa BbIBOAWT pe3ybTaT KoMaHAabl ifconfig, no3Bonss y3HaTh, Kakue ip-aapeca HasHayveHsbl
KaXXOAOoMY MHTepdency, Kakne BUPTYyabHble MHTEP(ENCHI CO3[aHbl, @ TaKXXe NPOBEPUTb Haanyne
CUrHana B NOAKJIOYEHHOM Kabene.
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Tabnuua mapwpyTusauum

(x]

[laHHasa yTuanTa BbIBOAMT TeKyLyo Tabnmuy mapwpyTmdaumm UKC. C ee NOMOLLLIO Bbl MOXETE
yBMIETb BCe MapLpyTbl, CO34aHHbIe B CUCTEME.

TecT CKOpPOCTU KaHasa

dTa yTUAUTa NO3BONAET N3MEPUTb NPOMYCKHYI0 CNOCOBHOCTb KaHana. Ans nimepeHus Heobxoanmo
BblOpaTb cepBep M 3anyCcTUTb TecT. BHMMaHue! He Bce cepBepa MOryT ObITb LOCTYMHbI. TakXe He
BCE CepBepa MOryT rnokasaTb NOAJIMHHYIO CKOPOCTb Ballero KaHaJsla u3-3a yaajleHHOCTHN, Kon4yecTBa
NPOMEXYTOYHbIX Y3/10B N UX HArPy>XEeHHOCTb.

CKaHupoBaHue ceTHu

(=]

C NOMOLLbIO CKAHMPOBAHUA CETU Bbl MOXETE TeCTUpoBaTb 6€30MacCHOCTb IOKaIbHOW CeTK
npennpuaTna. OHa NO3BOIAET NPOBEPUTL AOCTYMHOCTb JIOKaJIbHbIX MaLUWH, @ TakXe onpenesnTb
OTKpbITblE B CETW NMOPThl. KpoMe TOro, ykasas B KadyeCTBe ncciegyemoro xocta cam VKC, Bbl MOXeTe
LOMNOJNIHUTESNIbHO NpoBepnTh 6e30NacHOCTb CUCTEMbI Ha NMpeaMeT LOCTYMHbIX MOPTOB.

CKaHuMpoBaHMe ceTn MOXeT paGOTaTb B TPEX PEXNMaX:

Pexum DeucrTeusa

NKC npoBepsieT, B ceTn N BbibpaHHble MalLMHbI. B Ka4yecTBe aprymeHTa
MOXKET ObITb YKa3aH KakK OTAesIbHbI XOCT, Tak U NogceTb. B nocnegHem
cnydae MKC npoBepuT JOCTYNHOCTb BCEro YKa3aHHOro Anana3oHa
nepebopom.

NKC npoBepseT, Kakne NopTbl OTKPbITLI A5 A4OCTYMNa Ha YKa3aHHOM X0CTe
NN BCEX MaLlMHAX YKa3aHHOW NoACeTH

NKC npoBepseT Bepcuio Cy)6bl KaX40ro OTKPLITOr0 MOpPTa Ha YKa3aHHOM
XOCTE WM BCEX MALLMHAX yKa3aHHOW NoAceTH

JloCTyrMHOCTb aipecoB

CkaHuMpoBaHMe NopToB

NHpopmaums o Bepcum
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