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CeTeBble YTUJINTDI

B coctaB IKC BXO4AT HECKOJIbKO CETEBbIX YTUJINT, KOTOPbIE NOMOraloT BbIMONHATL ANArHOCTUKY
ceTu.

Muur

=]

MuHr (ping) — yTuUAUTa ANs NPoBEpKM coenHeHMIn B ceTax Ha ocHose TCP/IP. OHa oTnpasnseT ICMP-
3anpocbl YKa3zaHHOMY Y37y ceTu 1 (puKcMpyeT nocTynaowue oTeeThl. BpeMsa Mexay oTnpaBKom
3anpoca v noJlyyeHnem oTBeTa NO3BOSAET ONpefensaTb ABYCTOPOHHNE 3a4epXXKM N0 MapLIpyTy U
CpedHUn ypoBeHb NOTEPU NAKETOB, TO eCTb ONpefensaTb CTabuabHOCTb M Ka4yeCTBO CBA3W, @ TakXe
KOCBEHHO onpefeniaTh 3arpy>XeHHOCTb Ha KaHaslax nepefayu AaHHbIX U MPOMEXYTOYHbIX
yCTPONCTBAXx.

Tak>Xe NHIroM Ha3bIBalOT BPeMs, 3aTpaYeHHoe Ha nepefady naketa UHopMaLun B KOMMbIOTEPHbIX
CeTaX 0T OAHOr0 X0CTa A0 APYroro 1 06paTHO. 3TO BPEMS TaKXXE Ha3bIBAETCS JIaroM WK 3a4eP>XKKON
1 M3MEPSIeTCs B MUNIMCEKYHOAX. 3a4€PXKKa 3aBUCUT OT 3arpy>XEHHOCTW U KOJIMYECTBa y3/10B B NyTH
MeXAy XOCTaMu.

(]

Inga 3anycka yTUinThl, HeobXxoaMMO BBECTU OMEHHOE UMS UK IP-agpec 1 yKasaTb KOJINYeCTBO
NakeToB.

Tpeuc

Tpenc (traceroute) - ytuanTa ANa BbIBOAA MapLUpyTa NPOXOXAEHWS 3anpoca A0 BbIOpaHHOr0 XocTa.
OHa BbIMNONHSAET OTNPaBKYy AaHHbIX YKa3aHHOMY Y37y CeTU, Npy 3ToM oTobpakas CBeAEeHMS 0 BCEX
MPOMEXYTOYHbLIX MapLUPYyTU3aTOPaXx, Yepe3 KOTOpbIe MPOLLIN AaHHbIE Ha MYTU K HEMY.

(]

3Ta yTWAWTA NO3BOASIET ONPEeAeNUTb NPobaemMsl C MapLIpyTU3aUMeln Tpauka, a Takxe B Clyyae
npobsemM Npu 4OCTaBKe AaHHbIX [0 KAKOro-TO y3/1a - ONpeaennTb, Ha KAKOM UMEHHO Y4acTKe CeTu
BO3HWK/N HEMONAAKMN,

Hy>KHO OTMeTUTb, 4TO NporpamMma paboTaeT TONbKO B HaNpaB/IEHNM OT UCTOYHMKA NAKETOB U
ABNAETCA BeCbMa rpybbiM MHCTPYMEHTOM 419 BbISBEHUS HEMONAAO0K B ceTu. B cuny ocobeHHoCTen
paboTbl MPOTOKOJ/I0B MapLUPyTU3aLmMm B ceTu MHTepHET, 0bpaTHble MapLIPYThbl HacTO HE COBMaZaloT C
NPAMbIMA, NPUYEM 3TO CNPaBeaIMBO OJ19 BCEX MPOMEXYTO4YHbIX Y3108 B nyTu. [Mo3Tomy, ICMP-oTBET
OT Ka)kA0ro NpoMeXXyTO4YHOro y3/1a MOXeT UATW CBOMM COBCTBEHHBLIM MapLUPYTOM, 3aTepATbCA Uan
NpunATK C 6ONBLLION 3aepPXKKOW, XOTS B PeasibHOCTM C MakeTaMun KOTOpble afpecoBaHbl KOHEYHOMY
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y3/1y 3TOr0 He NPOMCX0aunT. KpoMe Toro, Ha MPOMeXyTOYHbIX MapLLPYTU3aTOPax YacTo CTOUT
orpaHnyeHmne yucna oteeTos ICMP B eIVHULLY BPEMEHMU, YTO NPUBOANT K NOSBAEHNIO JIOXKHbIX
noTeps.

Onpoc DNS

(]

Onpoc DNS (dig) - no3BonseT NocblaTb pa3inMyHbIe 3anpockl K AHC-CepBepam 1 onpeaensTb ownbku
B MX KOH(Urypaumu.

Mpwn ncnonb3oBaHU HeOBXO0ANMO BBECTU AOMEH M BbIOpaTh TUM 3anNunCK, TakK)Ke MOXXHO yKa3aTb
KOHKPEeTHbIN dns cepep AN14 onpoca. bonee nogpobHO 0 TMNax 3anncn CMOTPUTE B PyKOBOACTBE MO
ncnosib3oBaHuio moayns DNS.

NHdopmauusa o poMmeHe

(]

NHdopmauna o nomeHe (whois) - N03BOSIAET NONYHUTL NH(OPMaALIIO O BNajesibLe AJOMeHa Uiu
[VanasoHa ip-aapecos, a TakXXe CONyTCTBYIOLLYI0 MHPOPMaLMIO (AaTa perncTpaunn, KOHTaKTHbIe
[laHHble, TUN AOMeHa, peructpaTop v T.4.) u3 6a3bl faHHbIXx WHOIS.

Oamn

Hamn (tcpdump) - oTobparkaeT 3aronoBKM MaKeTOB, MPOXOAALLMX Yepe3 BbIOpaHHbIN CETEBOM
nHTepdenc. MNo3BonseT AnarHoCTUPOBaTb NPObaEMbI CBA3aHHbIE C HACTPOMKON MEXCETEBOI0
3KpaHa, MapLipyTusaumnen n paboTon CeTeBbIX CEPBUCOB.

(]

Ina 3anycka yTuanTbl HeobXxoaAnMo BbibpaTb CETEBON UHTEPdENC, Ha KOTOPOM ByaeT BbINONHATLCA
cbop OaHHbIX.

Ona ounbTpauumn coobeHnin BO3MOXKHO BbibpaTb MPOTOKOJ, yKa3aTb NOPT, a Takxe BbibpaTb
HanpasJieHWe CeTeBOro Tpauka AJsia ykasbiBaeMoro IP-agpeca, «XoCT» uaun
«NcTo4vHmK/Ha3HaveHme».

CeTeBble UHTepdEnChI

=]

YTnnnta «CeTeBble MHTEP(ENChI» NO3BOASET NOJYYNTb CBEAEHUSA O COCTOAHUM BCEX UHTEpdencos
NKC. OHa BbIBOOUT pe3ysbTaT KoMaHAbl ifconfig, no3B0oNSa y3HaTb, Kakue ip-agpeca Ha3Ha4eHbl
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KaXXa oMYy VIHTep(t)eVIcy, KakKne BUPTYyaJibHblE I/IHTepq:)eVICbI CO3[aHbl, a TaKXeE MPOBEPUTb Han4ne
CUrHana B NOAKAOYEHHOM Kabene.

Tabnuua mapwpyTusauum

]

laHHasa yTunmTa BbIBOAMT TeKyluyto Tabanuy mapwpyTtusauum MKC. C ee MOMOLLbIO Bbl MOXETE
YyBULETb BCE MApLUPYThl, CO34aHHbIE B CUCTEME.

TecT CKOpPOCTU KaHana

dTa yTUAUTa NO3BONSET N3MEPUTb MPOMYCKHYI0 CNOCOBHOCTb KaHana. [ns n3mepeHunsa Heobxoanmo
BblIbpaTb cepBep 1 3anyCTUTb TeCT. BHMMaHue! He Bce cepeepa MOryT BbiTb 4OCTYMHbI. TakXe He
BCE CepBepa MOryT rnokasaTb NOAJIMHHYIO CKOPOCTh Ballero KaHasa 13-3a yoaneHHOCTU, KoJinyecTBa
NPOMEXYTOYHbIX Y3J10B U UX HArPy>XEeHHOCTb.

CKaHupoBaHue ceTu

(]

C NoMOLLbI0 CKAHMPOBAHWSA CETU Bbl MOXKETE TECTUPOBAThL 6€30MaCcHOCTb JIOKAJIbHOMN CeTy
npeanpuaTus. OHa NO3BONSET NPOBEPUTL AOCTYMHOCTb JIOKa/bHbLIX MALLWH, @ TaKXXe onpeae/inThb
OTKPbITblE B CETU MNOPThI. KpOMe TOro, yKas3aB B KayecTBe UccienyemMoro xocta cam MIKC, Bbl MoXeTe
AOMNOJIHATENIbHO NPOBEPUTL 6E30MaCHOCTL CUCTEMbI Ha MPeaMeT AOCTYMHbLIX NOPTOB.

CkKaHMpoBaHMe ceTn MOXET paboTaTb B TPEX peXxumax:

Pexxum NencTeusa

WKC npoBepsieT, B ceTW N1 BbiIbpaHHbIE MalLMHbI. B Ka4yecTBe aprymeHTa
MOXKET ObITb YKa3aH KaK OTHeJIbHbIA XOCT, Tak U nNoaceTb. B nocnegHem
cny4vae NKC npoBepuT JOCTYMHOCTH BCErO YKa3aHHOro AManasoHa
nepebopom.

NKC npoBepseT, Kakne nopTbl OTKPbITEI 418 4OCTYMNa Ha YKa3aHHOM XOCTe
NN BCEX MaLUMHAX YKa3aHHOW noaceTu

NKC npoBepsieT Bepcuio cNyxObl KaXK40ro OTKPLITOro NopTa Ha YKa3aHHOM
X0CTe WM BCEX MalUMHAX YKa3aHHOW noaceTun

[ocTynHOCTb agpecos

CkaHupoBaHMe NopToB

NHdopmaums o sepcumn
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