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OpenVPN-ceTb

OCHOBHble HAaCTPOMKHU

Hobaenenne OpenVPN-ceTH

OCHOBHbIE HACTPORKK LLndposaHine U cepTUdMKaTEI
Hazganue * |p-agpec/Tpedmuc ®
Hoeas OpenVPM-ceTs 10800/24
MpoTokon MopT cepeepa
UDP - 1194

Mcnonssoeate NAT
| PaspelinTe Tpadux MeX Ly KAMEHTaMK
MepepaTs KAWEHTY MapIpyT MO YMOA4HMID

MepeaaTe KAMEHTAM MapLLIPYThLI 00 CETEH

MNepepats knuedTam DNS cepeepa

PazpewnTs ynpaeneHye MKC vyepes seb

PazpewuTe ynpaeneiue MKC yepes 55H

LUudposaHue n ceptudukarthl
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Hobaenerne OpenVPN-ceTH

OCHOBHBIE HACTPOMKK LLIndpoeaHue M CepTUHHMKATSI
ANropvT™ WHGpPoOBaHKA ANropUTM XelUMpPOBaHKA
AES-256-CBC - SHAZ56 -

BrntounTe caTre LZO

| BumounTe TLS Auth

link-MTU *
5
1500
L
Kopxeeoit cepTudmKar CepTudmKaT cepeepa
# VPN_CA - #F VPN _serv -

NobaBuTh OTMeHa

®nar «Bknounte TLS Auth». Ecnu ¢nar He yCTaHOBJIEH, TO KJIMEHT He AOJIXEH UCMNoJsb30BaTh tls
auth key. MapameTp TLS Auth gobasnseT ncnons3zoaHme ewe ogHon noanucn HMAC k handshake-
nakeTtam SSL/TLS, nHMumnmnpysa AONOJHUTENbHYIO NPOBEPKY LLENOCTHOCTU. Tenepb NakeT, He
nMeroLwmn Takon nognucu, byget otbpacbiBaThCs, He obpabaTbiBasiCb. ITO obecneymT
LOMOJIHATENbHBIN ypoBeHb Be3omacHOCTM NpoTokoaa SSL/TLS, 3awmiias cuctemMy oT Takmx aTak,
KaK:

e CkaHupoBaHue npocnywmnsaemsix VPN-cepsepom nopTos

e NHnumauns SSL/TLS-coeanHEeHns HeCaHKLMOHMPOBAHHOM MaLLMHOM (XOTS NoA06HbIe
PYKOMNOXaTUA HE NPOXoaaT U nNpu cTaHgapTHon KoHpurypaumm OpenVPN, Ho TLS Auth
OTCEeKaeT UX Ha 3HaynTesbHO bonee paHHeM 3Tane)

e DoS-aTaku n payn Ha noptel OpenVPN

e lepenoneHeHmne bydepa SSL/TLS
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