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YnanéHHoe ynpasJsieHue

MoZynb «YOaneHHoe yrnpasneHne» pacnosiokeH B MeHio «CeTb». [JaHHbIN MOAY /b MO3BONSET U3
web-nHTepdenca rnasHoro «MKC» 3axoanTb No 3alWNLLEHHOMY KaHaly Ha web-nHTepdeinchol
noA4nHeHHbIX «/IKC». Ha 0CHOBHOW BKJlagke MOAYJIA 0TODpa)kaeTca: COCTOsAHUE Moayns (He
HaCTPOEH / 3anyLLeH / OCTaHOBIEH); KHOMKa «BKNOYNTb» / «BbIKJIIOYUTL»; @ TakXXe XYpPHan C
nocneHMMUN CUCTEMHbBIMI COOBLLEHNAMU OT MOLYNS.

YoaneHHoe ynpaeneHu1e HacTpoiku Y316l HypHan
. YoaneHHoe ynpasneH1e FAMyLLEH
YnaneHHoe ynpasnedue MKC
BrIknHHMTE
MWypuan W s ]

started

connecting to 192.168.17.2456:49494 .

ebus client [skyd-client] connected

dial tcp 192.168.17.246:49494: connect: operation timed out

dial tcp 192 16817 .244:49494- connect: operation timed out

HacTtpoukmu
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YoaneHHoe ynpasneHue HacTpoitkm bEN HypHan

v WMcnoneaoeate YOaneHHoe ynpaeneHWe

KopHesoi ceptudmuat CepTuduuar ™

# VPN-1opHeeoit - #¥ remote-cepeep -
Pemmm:
& Cepeep

o' | ABTOMaTHYECHM COZAEATL PAZPeLLaoles MPaEKND

& [NocTyn ons YoANeHHOro yNpagneH s
KnuenT

Ecnu none nyctoe, To Gy0eT CreHepUpoBaH Hoewld D

®nar «crnonb3oBaTh yaaneHHoOe ynpasJseHne» No3BoJiseT yCTaHaB/MBaTb NCMOJIb30BaHUe
yOaJIeHHOr0 yrpasiaeHns U NPoM3BOANTbL COOTBETCTBYIOLLME HACTPOMKN. ECIM yCTaHOBEH faHHbIN
tnar, To npepnaraetcs BolbpaTh pexum paboTel «MKC» - «Cepep» unm «KnneHT», a Takxe
YyCTaHOBUTb KOPHEBOW 1 KOHEYHbIN cepTudunkaTthl n3 moayns «CeptudukaTtol». ECan BoibpaTh pexum
«CepBep», TO AaHHbIN «MKC» ByneT BbICTyNnaTb B PON cepBepa, a ocTanbHble «MKC» byayT
NoOKJ0YaTbCA K HeMY. Tak)Xe CTaHeT [0CTyneH dnar «kABTOMaTUYeCKN Co34aBaTb pa3peLlatoLlee
npaBusio» A5 CO34aHMA pa3peLlatoLero npasuia B Habope NpaBu MexXceTeBoro 3kpaHa. Ecam
BbIOpaTh pexum «KnneHT», To gaHHbIn «MKC» ByaeT BbICTYNaTb B POJSIM KJIMEHTA U UM MOXHO ByaeT
ynpasnaTb ¢ «MKC», KOTOpbIN BbICTYNaeT B posu cepsepa. 10 MUMO 3TOro CTaHyT AOCTYMHbLIMW NONS
«ID» n «IP cepsepa» ang 3anonHeHuns. B none «ID» yka3blBaeTCA YHUKAJIbHbIN MOAEHTU(MKATOP
KJINEHTa, reHepmpyembll aBTOMaTUYECKN (HO ero MOXXHO M3MEHUTL), B hopMaTe «node- * * * * * * x
*», roe ‘¥ - 370 undpa nnm nobon NaTUHCKUA CUMBON (NoS1e perncTp 3asmucmumoe). B none «IP
cepBepa» MOXeT yKa3blBaTbCA Kak IP-afpec, Tak U JOMeHHoe UM cepeepa.

B obliem cnyyae, Ana GyHKUVOHMPOBAHNA YAaNeHHOro ynpasneHus, Heobxoaumo co3paTb Tpu
cepTudumkaTa Ha «MKC» ¢ ponbto «Cepsep»: KopHeson CepTugumkaTt, KoHeuHbIn CepTudukaT ans
Cepsepa, KoHeyHbIn CepTudmkaTt ang KnneHTta. [Janee cospaHue cepTugrUKaToB pacCMaTpuBaeTcs
yepes Mmoaysb «CepTudukato» B «AKC».

Mpw co3paHumn KopHesoro CepTudgurkaTa ero Tun gosmkeH obiTe «CA».

Mpw co3paHumn KoHevHoro Ceptudumkata ans Cepsepa B none «Mms nam agpec xocta» AOMKHO ObITb
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YKa3aHOo 1au LOMEHHOe UMS CUCTeMbl uaKn BHelwHun IP-agpec «MKC» ¢ ponbto «Cepsep», TUN
cepTudukKaTa foJKeH bbiTb «KOHeYHbIN cepTudmKaT», B KavecTse WabsoHa pekoMeHayeTcs
BbibpaTh «VPN-cepBep».

Mpwn co3paHun KoHevyHoro CepTudurkaTa ons KnveHTa yKasblBaeTcs TUN cepTudukaTa «KoHeYHbIn
cepTudmKaT», a B KayecTse WabnoHa pekomeHayeTcs BbibpaTb «VPN-KIMEHT».

CooTBeTcTBeHHO Ha «MKC» ¢ ponblo «CepBep» pa3meLLaoTcs cepTudukaTbl: KopHeson CepTudukaT
n KoHe4yHbIn CepTudumkaT onsa Cepsepa. A Ha «MKC» ¢ ponblo «KnneHT» cepTudmnkaTsol: KopHesomn
CepTudumkaTt n KoHe4yHbln CepTugukaTt ans KnveHTta (pekoMeHayeTcs 3KCrnopT cepTUUKaToB
npon3eogunTh B hopmaTe PKCS 12). B cBsi3n ¢ ocobeHHOCTbIO peanun3aunn TLS, cyliecTByeT OBa
peXxunuma B3anuMOLENCTBUA MEXAY KJINEHTOM 1N CEPBEPOM:

1. YacTmyHo 3awmuweHHbIn. Ecnm Ha «MKC» ¢ posibio «KnueHT» B YAaJIEHHOM yrpaBieHun BO
BKJlafke «HacTponku» B none «IP cepsepa» ykasaTb IP-agpec, To 3awimTa KaHana bynet
0OHOCTOPOHHeN. T.e. «MIKC» ¢ posibio «KnneHT» He byaeT nposepsATb cepTudunkaT «MKC» ¢
ponbto «CepBepa», npu 3ToM «CepBep» byaeT npoBepaTb «KnmeHTCKnn» cepTudmkaT. JaHHas
0cobeHHOCTb OTKPbIBAET AOCTYN K aTake Man-In-The-Middle (MITM), B koTopown
3/10YMbILUNEHHUK MOXKET NOAMEHUTL cepTudmkaTt «Cepeepa» U NepexsaTbiBaTb TPaPuK.

2. MonHas 3awmTa. Ansa obecnevyeHns noaHOM 3awmTbl HeobxoaUMO:

e [Tpn co3paHnm KoHeyvHoro CepTudmkaTta gna Cepsepa B nose «Msa nnm agpec xocta» ykasaTtb
MA_XOCTA.

e Ha «/KC» ¢ ponbto «KnneHT» co3gatb DNS-30Hy ana UMA_XOCTA, koTopas byaeT ccbinaTbCea
Ha IP-agpec «CepBepa».

e Ha «MIKC» ¢ ponblo «KnmeHT» B YaaNeHHOM yrnpaB/ieHUN BO BKNagke «HacTponku» B none «IP
cepsepa» yka3aTb UMA_XOCTA. Mpu TakoM B3aumogenctTemm «KnuneHta» ¢ «Cepsepom», obe
CTOPOHbI MPOBEPSAIOT NepenaBaeMble cepTUUKaThl, a ataka MITM He BO3MOXHa.

Y3nbl
YoaneHHoe yrnpagneHue HacTpoiku pEN HypHan
o
Wma = 1D IP-appec CraTtyc Onucanue

B «MKC» ¢ ponbto «CepBep» Ha AaHHOW BKJIadKe CcoOoepXUTCs nepeyeHb Bcex «MKC» ¢ posibio
«KnuneHT», KoTopble BblM NOAKOYEHBI K YAAIEHHOMY yripaBaeHuto. MNepeyeHb NpeacTaBfieH B BUae
Tabnuubl co ctonbuamu:

- ms. Mo ymonyaHuio ycTaHaBnmBaeTcs n3 ctonbua ID. ABnseTcs nameHseMbIM nonem. - ID.
CoLepXUT YHUKaNbHbIN MAEHTUdMKATOP, 3afaHHbid Ha «MKC» ¢ ponbio «KnueHT». - IP-agpec.
Copepxut IP-agpec «<MIKC» ¢ posibio «KnneHT». - CtaTyc. Cooep>XXuT 3HavyeHne noakaoyeH/ He
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nogksoyeH. - OnucaHue. Mo ymonyaHuio NycToe nose, npefHasHa4eHo A5 3aHeCeHUs MoOMeToK OT
cucTteMHoro AgMMHUCTpaTopa.

KHonka «PegakTupoBaTb» - MO3BOJISET PeAaKTUPOBaThL AOCTYMHbIE 3HAYEeHNA B CTONBLax Tabanubl.
KHonka «YnannTb» yaanset uHgopmMaumio o nogknoyeHHoMm «MKC» K yganeHHoOMY yrnpasJieHUo.
Ina nepexona B GUI yganeHHoro «/MKC» Heobxoammo ABaxAbl KIMKHYTb MO ero 3anucu B Tabauue.

XypHan
YoaneHHoe ynpaeneHue HacTpoiku Yanbl HypHan
06.11.2019 - 06.11.2019| CerogHa Henens Mecay, Ipyroi nepuog - =
1. Sxcnopt VO AanuTE NOrK Q,
4
started -

connecting to 192.168.17 244:494%94

ebus client [skyd-client] connected

B 3aknaake «XKypHan» oTobpaxxaeTcs CBOJKA BCEX CUCTEMHbIX COOBLLEHN MOAY IS C YKa3aHUEM
AaThbl 1 BpeMeHW. XXypHan pa3fesieH Ha CTpaHuLbl, KHONKaMn «Brnepea» 1 «Hasan» BO3MOXHO
MepexoanTb CO CTPaHMULbI Ha CTPaHuLY, b0 BBECTW HOMep TpebyeMoi CTpaHuLbl. 3anucu B
XKYpHane BblAENSTCS LLBETOM B 3aBMCMMOCTM OT BUAa coobuieHns. ObblYHblE COOBLLEHNS CUCTEMBI
O0TMeYeHbl 6eblM LIBETOM, COOOLLEHNS O COCTOSHUN CUCTEMBI (BK/IIOYEHUE/BLIKIOYEHME,
NOAK/IOYEHNE M0/Ib30BATENS) - 3€/IEHbIM, MPEAYNPEXAEHUS - XKENTbIM, OLINOKYM - KpacHbIM. B
NpPaBOM BEPXHEM YrJly MOAYNS HAXOAMTCS CTPOKa Noucka. A TakKe BO3MOXHOCTb Bbibopa nepuoaa
0TobpaXkeHNs XXypHana cobbiTuir. Mo yMon4aHMIo XXypHan oTobpaxaeT cobbiThA 3a TEKYLLYIO AaTy.
Mpn HeOBX0AMMOCTI MOXXHO COXPaHUTb JaHHbIE XXYpPHana B hali, HaxKaB KHOMKY «DKCMNOPT» UK
yOanuTb JaHHble )KYpHana, 3a onpeneneHHbI NepMo, HaxaB KHOMKY «YaannuTb N0Orn».
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