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Habopbl npasun

Obwan nunpopmauus

Mognynb «Habopbl npasun» pacnosioxeH B MeHto «losib30BaTeNn U CTaTUCTUKa». JaHHbIA MOLY /b
npefHa3HayeH Oas co3naHnsa Habopos Npaswi - rnobanbHble 06bEKTHI, MO3BONSAIOLNE COXPAHUTD
noboe KonmyecTso Mosb30BaTENbCKUX MPaBUA NOL YKa3aHHbIM UMEHEM U MPUMEHUTL 6e3
NMOBTOPHOW HAaCTPOWKK Cpa3y K HeCKOIbKUM [lonb3oBaTenam unu rpynnam Mons3osatenen. Mpu 3Tom
nof Nosib30BaTeNbCKMM MPaBUIIOM MOXKET NOHUMaTbLCA C/efyloLLee: 3anpeLLatoLlee npasusio,
3anpewatoLee npasnao Application firewall, paspelwatowiee npaBuno, NCKKYEHNE, 3anpeLlatoLlee
npaBuI0 MPOKCK, pa3peLlatoLLee npasmnao NPOKCK, UCKKYEHME NPOKCH, OrpaHNYeHre KoJn4ecTBa
COefMHEHUIN, OrpaHNYeHne CKOPOCTH, BblAeIeHe NoaoCkl NPONyCKaHUs, MapLwpyT, KBOTa, KOHTPOJIb
DLP, npaBun0 KOHTEHTHOW (PuAbTpaLunK.
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Mo ymon4yaHuio B Mmoayne «Habopbl npasui» co3faHbl NycTble Habopbl Npasua ons Kaxgoun roles50
3aBefleHHbI B «IKC», a TakxXe YeTblpe npej HacTPoeHHbIX Habopa: Habop NpaBu AN WKON
SkyDNS, Habop npasun ona wkon Kaspersky Web Filter, Habop npasun ans WwWKon (MoUCKOBUKK)
SkyDNS, Habop npaBwa gna wkoa. CTouT 0TMETUTb, 4TO Habopbl NpaBua A5 PONEN HeNb3s
yOaJiuTb, BO3MOXHO YAaJIMTb pPosib (KpoMe, «ALMUHMUCTPaTOP» U «losib30BaTeNb»), MPU 3TOM
yoanutbca Habop npaBua CBA3aHHbIX C JaHHOW ponblo. Mpu gobasneHun Hosow ponn byaeT
aBTOMaTUYeCKW CO34aH NycTon Habop npasui.
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Habop npasun gns wkon SkyDNS. OaHHbIA Habop npaBun npefocTaBaseT JOCTYN K NOUCKOBbLIM
cuctemam B 6e3onacHoM pexunme; 6nokmpyeT BOCTYN K UHTEPHET pecypcaM u3 Habopa kaTeropum
(obLume, YepHble CalTbl, CalTbl ANS B3POC/IbIX, MOLLIEHHNYECTBO, BUPYChl), B TOM YUCNE OT CepBMUCa
SkyDNS; ckaHupyeT TpaduK C NOMOLLbIO KOHTEHT-MIbTPa (eCN KOHTEHT-DUNLTP BKAOYEH). Habop
npasun ana wkon Kaspersky Web Filter. JaHHbIn Habop npasun aHanornyeH Habopy npasun gns
wkon SkyDNS, OCHOBHbIM OT/INYMEM ABNSETCS UCNOJIb30BaHME HabopoB KaTeropun Tpaguka,
npefocTtassseMblx kKomnaHuen Kaspersky. Habop npasun onsa wkon (nomckosunkmn) SkyDNS. JaHHbIA
Habop npaBun aHanormnyeH Habopy npasun gns wWkon SkyDNS, OCHOBHbLIM OT/IMYNEM ABASETCA
nepeHanpas/ieHNe 3aNpoCcoB K 110H0M MOMCKOBOW CMCTEME Ha NOUCKOBYHO cnuctemy SkyDNS
(search.skydns.ru).
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Ana co3paHus Habopa nNpasma HeO6X0AMMO Ha)kaTb KHOMKY «[lo6aBnTb», BBECTU NMSA CO3L4aBaeMoro
npasuia 1 onucaHue, a TakXxe Npu HeobxooUMOCTb MOXHO yKa3aTb BpeMs AeNCTBUSA CO34aBaeMoro
npasuna (Hanpumep, MH-MT 08:00-17:00). Takm obpa3om co3pacTtcsa obuiee HazBaHUe ANs
nocnefyoLwWwmnx ycTaHaBIMBaeMblx M0s1b30BaTEIbCKUX MPaBWJI, B Ka4eCTBE CPAaBHEHNS MOXHO
NPWBECTU Co3faHue KaTanora ans annos. Ona nobasneHns onpeneneHHoro Nonb3oBaTenbCckoro
npaswia, Heobxoaumo BeILENNTb UMA Habopa 1 HaxaTb «[106aBUTb» MU KJIMKHYTb Ha 3afaHHOE
nMa Habopa npasui, NPy 3TOM LO/DKEH OTKPbITbCSA CUCOK MpaBua B OTAEeNbHOM Moayne. B
OTKpPbIBLLEMCS MOAYJIe eC/IN HaXkaTb Ha KHOMKY «[106aBUTb», TO MOXHO [00aBUTbL Npasuna,

JokyMeHTaums - https://doc-old.a-real.ru/


https://doc-old.a-real.ru/lib/exe/fetch.php?media=%D1%80%D0%BE%D0%BB%D0%B8:roles50

Last update: 2020/01/27 16:28 ics70:rulesets https://doc-old.a-real.ru/doku.php?id=ics70:rulesets&rev=1572949862

aHaNorM4yHo Kak obbl4HOMY Monb3oBaTENO UK rpynne. TakXXe B JaHHOM Moayne 6yayT OOCTYMHbI
BKJ1aLKu «[onb3oBaTenn» n «CobblTna». Ona npyMeHeHns Co3haHHbIX Npasu K MNosib3oBaTenio
CyliecTByeT ABa Noxoaa. Bo-nepsbix, B MeHI0 «[1ofib30BaTeNn» BbibpaTh COOTBETCTBYOLLENO
Monb3o0BaTens ABONHbLIM HaXXaTue, B OTKPbIBLLEMCS MOAYJe, NepenTyn BO BKIaAKy «lpaBmna u
orpaHuyeHus» 1 B AaHHOW BKIafKe HaxaTb «[JobaBuTb», B BbiNaBLLeM Crimcke BbibpaTb «Habop
npaBwi», 1 3aTeM BblOpaTb HYXXHbIN Habop NpaBua U3 cnncka. Bo-BTopbix, B Moayne «Habopsl
npasuJi» HeobXoAUMO KINKHYTb Ha OAWNH 13 Habopos npasus, ecnu BbiIOpaHHbIA Habop Npasun He
aBTOMaTUYeCKMI, TO B OTKPbIBLLUEMCA MOoAy e byfeT Bkiagka «losib3oBaTenu», nepenss B KOTOPYIO
MOXHO OTMEeTUTb (hJlaxxkamu onpeaeneHHblx MNonb3oBatenen an rpynnsl UX, NS KOTOPbIX AaHHbIN
Habop npaBun 6yaoeT NPpUMEHEH.
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