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Habopbl npasun

Obwan nunpopmauus

Mognynb «Habopbl npasun» pacnosioxeH B MeHto «losib30BaTeNn U CTaTUCTUKa». JaHHbIA MOLY /b
npeaHa3HayveH An4 co3gaHnsa Habopos npasu - rnobasibHble 06beKThI, MO3BONSAIOLME COXPAHUTD
noboe KonmyecTso Mosb30BaTENbCKUX MPaBUA NOL YKa3aHHbIM UMEHEM U MPUMEHUTL 6e3
NMOBTOPHOW HAaCTPOWKK Cpa3y K HeCKOIbKUM [lonb3oBaTenam unu rpynnam Mons3osatenen. Mpu 3Tom
nof Nosib30BaTeNbCKMM MPaBUIIOM MOXKET NOHUMaTbLCA C/efyloLLee: 3anpeLLatoLlee npasusio,
3anpewatoLee npasnao Application firewall, paspelwatowiee npaBuno, NCKKYEHNE, 3anpeLlatoLlee
npaBuI0 MPOKCK, pa3peLlatoLLee npasmnao NPOKCK, UCKKYEHME NPOKCH, OrpaHNYeHre KoJn4ecTBa
COefMHEHUIN, OrpaHNYeHne CKOPOCTH, BblAeIeHe NoaoCkl NPONyCKaHUs, MapLwpyT, KBOTa, KOHTPOJIb
DLP, npaBun0 KOHTEHTHOW (PuAbTpaLunK.

I IawvuUpul 1IpyaoDvisi

Jlobasute ~ Yaanmte Boimoumte ~ PepakTuposath i
& e Habops! npasun
Bm Habop npaeun gna agMUHUCTPATOPOB
e Habop npasun ana nons3oBaTenck
im Habop npasun ans ponm AAMUHUCTPATOP rPYNnbI
m Habop npasun gns wkon SkyDNS
e Habop npasun ana wxkon Kaspersky Web Filter

Mo ymonyaHuio B Mogyne «Habopbl npaBua» co3gaHbl NycTble Habopbl NPaBWa 4158 KaXX 40N pon
3aBefeHHbIN B «IKC», a Tak)Xe YeTblipe Npef HacTPOeHHbIX Habopa: Habop NpaBWI AN WKOJ
SkyDNS, Habop npaBun ans wkon Kaspersky Web Filter, Habop npaBun a4ns WKon (MOUCKOBUKM)
SkyDNS, Habop npaBun ans wkon. CTouT 0OTMETUTL, 4TO Habopbl NpaBuN 415 PONEN HENb3S
YOaNNTb, BO3MOXHO YAaUTb Posb (KpoMe, «<AOMUHUCTPATOP» U «[osib30BaTeNb»), NPU 3TOM
yoannTbCca Habop NpaBun CBA3aHHLIX C AaHHOW posblo. MNpu nobasneHun HoBown poan byaeT
aBTOMaTU4YeCKn CO34aH NycTon Habop npasumi.
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= B Habop npasun ana wkxon SkyDNS
@ Pa3pewwTs 4OCTYN MCnons3ya meTog CONNECT
@ PazpewmTs 4ocTyn Ha agpec /A{https?:\ /)2 +\ ) ?yandexi. ru\/_*\?.* &family=yes/
@ Pazpewwts gocTyn Ha agpec /{https?:\/\/)Pwww\ google’ {rulcom)\/_* &safe=active/
@ 3anpetuTs gocTyn Ha agpec W YepHeie caiitel, W MupopMauua ona eapocneix, W 3anpeleno No 3aKOHOAATENLCTRY

@ MepenanpasuTs Ha agpec <url>&family=yes
npu oBpalleHnd Ha agpec /(https?:\/\) 24\ Fvandex ruh/vandsearch' 2.7/, /" (https?\ )20 A\ )Pyandex rut /search\ N\ 2./

@ MepenanpasuTs Ha aapec <url>&family=yes
npu 0Bpallednl Ba agpec /(https?:\) 20+ ) vandex ruh[A-Za-z]+\ /search\ 2.7/

@ MepeHanpasuTe Ha aapec <url>&safe=active
npu oBpalueHnn Ha anpec /*(https?-\W ) Pwww’ google (rulcom)\fsearch*/

B CraHupoBaTh TPadMK € NOMOLLEHD KOHTEHT-HAETPA

Habop npasun ans wkon SkyDNS. OaHHbI Habop NpaBun NpegocTaBAsSeT AOCTYN K MOUCKOBbLIM
cuctemam B 6e3onacHoOM pexume; 6okMpyeT SOCTYN K MHTEPHET pecypcam n3 Habopa KaTeropuii
(obLyme, YepHble CalTbl, CAlTbl 415 B3POC/IbIX, MOLLEHHUYECTBO, BUPYChI), B TOM Y/CSIe OT CepBuca
SkyDNS; ckaHupyeT Tpauk C MOMOLLbI KOHTEHT-(UIbTPa (€C/IN KOHTEHT-(PUNBLTP BKIOYEH).

Habop npasun gns wkon Kaspersky Web Filter. JaHHbIN Habop nNpaBu aHanornyeH Habopy npasu
ona wkon SkyDNS, 0CHOBHbIM OT/IMYMEM ABNAETCS UCNOJIb30BaHME HabopoB KaTeropun Tpaguka,
npenocTassiseMblx KomnaHuen Kaspersky.

Habop npasun gns wkon (nonckosmkn) SkyDNS. NaHHbIN Habop npaBu aHanornyeH Habopy npasu
ans wkon SkyDNS, 0CHOBHbIM OT/INYMEM ABNAETCA NepeHanpaB/ieHNe 3anNpocoB K 110H0M MOMCKOBON
cucTeme Ha nonckosyto cuctemy SkyDNS (search.skydns.ru).

Habop npasun gns wkon. LaHHbIi Habop NpaBua NpefocTaBaseT AOCTYMN K MOMCKOBbIM CUCTEMaM B
He3o0nacHOM pexunme; paspellaeT AOCTYN Ha agpeca u3 peectpa 6e3onacHbix 0bpa3oBaTeNbHbIX
cantos (PBOC); 610KMpyeT [OCTYN K UHTEPHET pecypcaM 13 Habopa KaTeropui (CNMCKKU CanToB Ans
610KMpPOBKK OT MuHIOCTa 1 POCKOMHaA30pa, MOLLIEHHNYECTBO, MOPHO, BMPYChl); CKaHUPYeT TpaduK C
NMOMOLLbIO KOHTEHT-DUNbTPA (€CAN KOHTEHT-(UILTP BKIIOYEH).

= Im Hatop npaern ana wxon (nouckosuku) SkyDNS
@ PazpewwTs gocTyn ucnonsaya metog CONNECT
@ PaspewmTs AocTyn Ha aapec search skydns.ru
@ 3anpetuTs aoctyn va anpec W Yepusie caiite, W Mudopmauus ans espocnsix, @ 3anpelieno no 3akoHogaTenscTay

@ MeperanpasuTs Ha anpec search.skydns.ru
npu oBpallesnu Ha agpec /*(https?:\ )+ ) ?yandex\ru.*/

@ MepeHanpasuTe Ha aapec search.skydns.ru
npw o6paluennn Ha anpec /*(https?:\/\/) 2+ )?google (rulcom).*/

@ MeperanpasuTs Ha anpec search.skydns.ru
npu oBpaledyn Ha agpec /M{https?:\)2(#4 ) Pramblert, ru/

@ [MepeHanpasuTs Ha aapec search.skydns.ru
npu oBpalleHni Ha agpec /“{https?: )+ ) Imailru/

@ MepenanpasuTe Ha aapec search.skydns.ru
npu obpaluenin Ha anpec E Mowckossle cucTemel

B CraHupoBaTh TpadMK € NOMOLLEHD KOHTEHT-BHAETPA

Ons co3paHus Habopa npasBua HEO6XOAUMO HaXKaTb KHOMKY «[J06aBUTb», BBECTU MMSA CO34aBaeMOro
npaBwia 1 onucaHne, a TakXxe Npu HeobxoaUMOCTb MOXXHO yKa3aTb BpeMs AeNCTBUSA CO34aBaeMOro
npaswuna (Hanpumep, MNH-MNT 08:00-17:00). Taknm obpa3om co3pacTcs obLiee Ha3BaHWe oS
nocsiefyloLwmnx yctaHaBansaemblix 10/ib30BaTeIbCKUX MPaBuJl, B Ka4eCTBe CPaBHEHNS MOXKHO
NPMBECTMN CO3[aHne KaTanora ans dannos. Ona nobasneHns onpeneneHHoro MNonb3oBaTensCckoro
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npasuia, HeobxoaMMo BbIAENNTL UMA Habopa U HaxaTb «[J06aBUTb» MAN KINKHYTb Ha 3aJlaHHOE
nMsa Habopa NpaBw, NPY 3TOM AO0/KEH OTKPbITLCS CMUCOK NpaBu B 0TAENbHOM Moaye. B
OTKPbIBLUEMCSI MOJYJ/lIe €C/IN HaXKaTb Ha KHOMKY «[06aBnTb», TO MOXHO [106aBMTb NpaBuna,
aHaJIOrM4YyHo Kak o0bbl4HOMY Mosnb3oBaTeNto UK rpynne. Takxe B JaHHOM Moayne 6yayT OOCTYMHbI
BKNafku «Monb3oBatenn» n «CobbiTns».

Ons npyMeHeHMs Co3AaHHbIX NpaBui K Monb3oBaTeNto CyLlecTByeT ABa N0AX0Aa. Bo-nepsbiX, B
MeHto «lMonb3oBaTenn» BbIOpaTb COOTBETCTBYIOLWEro Mosib30BaTeNa ABOMHbLIM Ha)kaTue, B
OTKpbIBLLEMCS MOAYJe, NEPENTU BO BKNaAKy «[paBuna n orpaHUYeHns» U B LaHHOW BKlagKe
Ha)kxaTb «[lJ06aBUTbL», B BbiNaBLLEM CNNCKe BbiIOpaTb «Habop npasun», 1 3aTeM BblOPaTb HY>XHbIN
Habop npasua 13 cnucka. Bo-sTopelix, B Moayne «Habopsl npaBua» He06X0ANMO KANKHYTb Ha OAVH
13 HabopoBs nNpasmA, ecnu BebibpaHHbI Habop NpaBua He aBTOMATUYECKUIA, TO B OTKPbIBLLIEMCS
mMoaynie bynet Bknafka «lonb3oBaTtenn», nepensn B KOTOPYIO BO3MOXHO OTMETUTb (hlaxxkamu
onpegfeneHHbix MNonb3oBaTenen nnv rpynnbl X, AAs KOTOPbIX AaHHBIN Habop npasun bypeT
NPYMEHEH.

BHumaHue! Ha Bknagke «lonb3oBaTenn», BCe yCTaHaBAMBaeMble hnarn B epeBe He 3aBUCAT OT
COCTOAHUA «AeTen» N «poamTenen» B AaHHOM Aepese. Hanpumep, ecnum nar ycTaHOBMEH Y
«KopHeBas rpynna», To y «aeTen» He byaeT aBTOMaTMYeCKN NPOCTaB/eH (aar NpuMeHeHns
LaHHoro Habopa npasua. 3Ta 0COOEHHOCTb CBA3aHa C MOPSAAKOM BbIMOAHEHMA NpaBu B «NKC».

paeun gna wkon » lMons3oeatenu =.-‘E.,E‘Ml‘iHl-'1L-T[:IEITI':|FI

MpaBuna v orpaHuyeHna Monb3oeatenu CofbITua

Mma = MpumennTs HaBop npasun
= I8 KopHegas rpynna

£ OpVPN

8 AnmuHucTpaTop

I Hoeas rpynna

MMnopTupoBaHHblie Habopbl npaBun

Mpn nmnopTuposaHum MNonb3osaTtenen n3 LDAP/AD ¢ cuHxpoHusauunein B «MKC», byayT
NMMNOPTUPOBAHbLI U CUHXPOHN3UPOBAHbLI MMeHa rpynn 6e3onacHocTu u3 Active Directory (AD) B Buae
Habopos npasu. Mpu 3ToM, Takne Habopbl NpaBua ByayT OTMEYeHbl CneunasbHbIM 3Ha4YKOM (4Ba
3BeHa uenu) n nognucaHbl «CUHXPOHU3NPOBAHHbLIN Habop NpaBua». OaHHble Habopbl Npasun byayT
NyCTbIMW, HO Ha3HaYeHHbIMW Ha Monb30BaTenen Kak 1 B AD, B HUX BO3MOXHO A06aBnATb/yAanaTb
Monb3oBaTeNnbCKMe npasnia. IMNoOpTMPYOTCA TONLKO Te rpynnbl 6€30nacHOCTK, B KOTOPbIX
Monb3oBaTenen ABHO yKasaH (Poantensckume rpynnbl 6e30nacHOCTW, MUMAOOPTUPOBAHHbLIX TPy
6e30nacHOCTW, He UMNOPTUPYIOTCSA). laHHble Habopbl NPaBUA HeNMb34 Ha3Ha4YaTb APYrUM
Monb30oBaTeNsAM, @ TaKXXe UCKJIIOYaTb UX Y CMHXPOHU3UPOBaHHbIX MNosib3oBaTenewn. B cnyyvae
HeobXxoaAMMOCTIN AaHHbIX onepauunin, HeobxoaMmMo NPoOn3BoANTL M3MeHeHue B AD.
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& ApMUHKCTpaTop

[Mpasmna v orpaHu4eHmns Monb3oeatenu CobbiTua

Umz MpumMeHuTs HaGop Npaeun
= @ Kopxesaa rpynna
£ OpVPN
8 AnmunucTpaTop
I Hoean rpynna
= I & Otpen TecTupoRaHuA
28
28
28

0na ynaneHna CUHXPOHU3MPOBaHHOro Habopa npasun K, Heobxoaumo yaannte BCeX
CUHXPOHU3MPOBaHHbIX Monb3oBaTenen, KoTopbiM B AD Ha3Ha4veHa rpynna 6e3onacHocTu K. A Takxe
Llo/mKeH BbITb ycTaHoBMeH nar "YaansiTb HENCMNONb3yeMble CUHXPOHU3NPOBaHHbIE Habopbl Npasu".
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