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CepTucdukarsbl

Moaynb «CepTudunkaTbl» pacnosioxeH B MeHto «3awmnTta». [JlaHHbIN MOy b NpegHa3HayvYeH ans
yrnpasJieHNs cepTUunKaTammn, KOTopble NCNOJIb3YITCA AN YCTAaHOBEHMSA 3aLUMLLEHHbIX SSL/TLS
CcoeMHeHWN Tuna KneHT-cepsep. bonee noapobHo o SSL/TLS MOXXHO No4vmTaTb 34eCh
https://ru.wikipedia.org/wiki/SSL n https://ru.wikipedia.org/wiki/TLS.

Co3faHHble CepTI/ICpI/IKaTbI MOryT NPUMEHATLCA KaK B «MKC», Tak n B CTOPOHHUX NPOrpaMmax.

Mpwn nepBoi ycTaHoBKe «MKC» aBTOMaTUYeCKM CO3[al0TCA KOHEYHble cepTugmnkaTtol ana WEB-
NHTepgenca, TeneoHNn 1N NoYThI.
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Cnncok cepTndurkaToB NpeacTaB/eH B BUAE AepeBa, a None MOAyNs nogeneHo Ha ctonbubl, B
KOTOPbIX NOKa3aHa OCHOBHas MHGopMaumnsa 0 cepTuduKaTax: TUM Kao4a pOAMTENIbCKOro
cepTudgmKaTa, faTa Havyasla AENCTBMA U OKOHYaHWS, a TakXe UMSA XoCTa (1awv ip-aapec), KOTopbIn
npencTaBAseT OaHHbIN CepTUGUKAT.

Mopay/ib NO3BONSET CO34aTb HOBbIN CEPTUGMUKAT WM YAANUTb CYLLECTBYOWMA NPY MOMOLLN KHOMOK
«Co3maTb» N «YOanuTb»; SKCNOPTMPOBATb CO3L4aHHbIE CEPTUPUKATBI UM UMNOPTUPOBATH
CTOPOHHME MPU MOMOLLN KHOMOK «3KCNopT» N «MMNopT»; NnpocMaTpuBaTb MHMOPMaLMIO O
BbIOpaHHOM cepTudmKaTe Npu NOMOLLN KHOMKK «[pocMOoTp cepTudmrkaTa».

Co3spaHue cepTucukaToB

YT06bI CO3aTb HOBbIV CEPTUGMKAT, HAXXMUTE «[J06aBUTb».

]
]

Bo Bknagke «0b6uiee» 3an0NHATCSA AaHHbIE cepTudmKaTa: HaMMeHoBaHWe, KoL CTPaHhI,
MeCTOMNoJsI0)KeHNe, cBeaeHns ob OopraHmsauunun, Mg XoCta Nin ip-a,u,pec.

(]

Bo Bknagke «HacTponkun» onpenensetcs posb ceptudukata - CA (KOPHEBOW) NIV KOHEYHbIN,
yCTaHaB/IMBaeTCA METO WN(POBaHNSA, BpEMA AENCTBMA U AJIMHA KJoYa B BuTax.

(]

Bo Bknanke «/cnonb3oBaHue K4Ya» MOXKHO BbibpaTb WabNoH NCNOb30BaHNS OTKPLITOrO KitoYa
cepTudgmkaTa B none «lWabnoH» nnm ykasaTb BPyYHYIO B pa3aenax «Mcnonb3oBaHne Knoda» («Key
usage extensions») n «PaclwumpeHHoe ncnosab3oBaHue kn4va» («Extended key usage»). bonee
noApobHO MOXHO NoYnTaTh 34eChb
https://www.ibm.com/support/knowledgecenter/en/SSKTM]_9.0.1/admin/conf _keyusageextensionsand
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(=]

Bo Bknanke «Netscape paclinpeHme» MOXHO yKa3aTb UCMOJIb30BaHMe KJIoYa 415 COBMECTUMOCTHU CO
cTtapbiMu Netscape NpuaoXXeHnsMu (BbINyLWEeHHbIMU 40 NPUHATUA CTaH4apTa X.509 v3).

Mocne HaxkaTna KHoNkK «[JobaBuTb» ByaeT NnpensoXeHo 3awmndpoBaTh KoY naposemM. Beeante
napoJib N OTKaXKUTeCb OT €ro UCroJib30BaHUS.

(]

BaxxHo: ansa cny>x6 MKC Bceraa npMMeHAIOTCA TONbKO HewnpoBaHHble cepTudmnkaThbl.

Ba>xHO: nepBoHa4asibHO BCerpa Ao0JIKEeH co3/aBaTbCA KOpHEeBOM cepTucdukar, 3aTtem -
AouyepHUue KoHeuyHble cepTucdukaThl! K cnyxbam MKC(kpome SSL-punbTpauuu),
NPUMEHSAIOTCA TOJIbKO KOHeYHble cepTucdukaThl. ByabTe BHUMaTesIbHbI: HEBEpHOe
npuMeHeHue ceptTuduKkaTa K cnyxbam Moxer caenatb UX HeAOCTYNHbIMU ANA
nonb3oBartens!

YpaneHue ceptudukaToB

Ona ynaneHns cepTugurkaTa BbIAEANTE HYXHbIA CepTUDUKAT B CINCKE (M HECKONBKO
cepTumkaTos 3axas knasuwy Ctrl) n HaXXMUTE KHOMNKY «YAannTb»:

(]

Ecnn cepTudukat ncnonblyetcsa kakon-nnbo cnyxbon «MKC», To byaeT BblAaHO yBeaoMaeHne 06
ownbke:

(]

NMnopT/3kKcnopT cepTuduKaTos

Ina umnopTa cepTudmkKaTa HaXXMNTE KHOMKY «MnopT»:

(]

B nonsx «CepTtudukat» n «Knoy ceptudnkata» BolbupaloTcsa dann ceptudurkaTa u daina Kao4ya
COOTBETCTBEHHO. [1ns nmMnopTa cepTugumkaTa B popmaTte PKCS12 Heobxogmmo B none
«CepTundurkaT» BblbpaTb COOTBETCTBYOLWMI hains 1 B rnone «laponb cepTudumkaTa B hopmate PKCS
12» ykasaTb naposb.

[ns aKcnopTa cepTUmKaTa HaXKMUTE KHOMKY «IKCMOPT» 1 BbibepuTe HE0OXOANMbIN BapUaHT:

(]
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MpocmoTp cepTudukarta

[na NpocMoTpa BblAENNTE HYXXHbIA CEPTUMUKAT B CINCKE N HAXKMUTE KHOMKY «[pocMoTp
cepTuurKkaTar:
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