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CepTucdukarsbl

Moaynb «CepTudunkaTbl» pacnosioxeH B MeHto «3awmnTta». [JlaHHbIN MOy b NpegHa3HayvYeH ans
yrnpasJieHNs cepTUunKaTammn, KOTopble NCNOJIb3YITCA AN YCTAaHOBEHMSA 3aLUMLLEHHbIX SSL/TLS
CcoeMHeHWN Tuna KneHT-cepsep. bonee noapobHo o SSL/TLS MOXXHO No4vmTaTb 34eCh
https://ru.wikipedia.org/wiki/SSL n https://ru.wikipedia.org/wiki/TLS.

Co3faHHble CepTI/ICpI/IKaTbI MOryT NPUMEHATLCA KaK B «MKC», Tak n B CTOPOHHUX NPOrpaMmax.

Mpwn nepBoi ycTaHoBKe «MKC» aBTOMaTUYeCKM CO3[al0TCA KOHEYHble cepTugmnkaTtol ana WEB-
NHTepgenca, TeneoHNn 1N NoYThI.

(x]

Cnucok cepTMrKaToB NpeLCTaBEeH B BUAE AE€PEBa, a NoJie MOAyNs NOAENEHO Ha CToNbUbI, B
KOTOPbIX MOKa3aHa 0CHOBHas MHOPMaLMa 0 cepTudUKaTax: TUM KJoYa poaNTEbCKOro
cepTudukaTa, 1aTa Havyana AeNCTBUS M OKOHYAHUS, @ TaKXe UM XoCTa (U ip-aapec), KOTopbIi
npeacTaBnsieT AaHHbIA CepTUgMKaT.

MoZynb N03BONSET CO34aTb HOBbIN CEPTUDUKAT UAN YAANUTb CYLLECTBYIOLNA NPY MOMOLLM KHOMOK
«Co3paTb» N «YOanuTb»; 3KCNOPTUPOBATL CO3AaHHbIE CepPTUPMKATLI NN UMNOPTUPOBATL
CTOPOHHME NPU NOMOLLM KHOMOK «IKCMOpPT» 1 «IMnopT»; npocMaTpuBaTb MH(OPMaLNO O
BbIOpaHHOM cepTudmrkaTe Npu NOMOLM KHOMKK «[1poCcMOTp cepTudmrKkaTas.

Co3spaHue cepTucukaToB

YT00bl CO3aTb HOBbI CEPTUPUKAT, HAXKMUTE «[006ABUTL>.

(=]

Bo Bknaake «ObLlee» 3aMoNHAOTCA AaHHble cepTudnKaTa: HaMeHOBaHWe, KO CTPaHbl,
MEeCTOMO0JIOXKEeHNe, CBefeHns 06 opraHu3auum, UMs XocTa Uan ip-aapec.

(]

Bo BkNnagke «HacTponku» onpenensercs posb ceptudurkaTa - CA (KOpHEBOWN) NN KOHEYHBIN,
yCTaHaB/MBAETCA MeTOA WNpoBaHUA, BpeMsa AeNCTBMA 1 OJNHA KtoYa B buTax.

(]

Bo Bkflagke «Mcnosib30BaHMe KnoYa» MOXHO BbibpaTh WabfoH NCNofb30BaHNA OTKPLITOrO Ko4a
cepTudumkaTa B nose «LabnoH» nnm ykasatb Bpy4HyIo B pa3genax «Mcnosnb3oBaHue kiova» («Key
usage extensions») n «PaclwmpeHHoe ncnosb3oBaHue katoda» («Extended key usage»). bonee
noapobHO MOXHO NOYMTaTb 34EeCh
https://www.ibm.com/support/knowledgecenter/en/SSKTM]_9.0.1/admin/conf_keyusageextensionsand
extendedkeyusage_r.html
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Bo Bkslagke «Netscape paclinpeHune» MOXHO yKa3aTb UCNOJIb30BaHMeE KJilo4a AJ19 COBMECTUMOCTM CO
ctapbiMn Netscape npuioXxeHnsMu (BbiNyLWEeHHbIMU 00 NPUHATUA CTaH4apTa X.509 v3).

Mocne HaxxaTus KHoMku «[06aBnTb» OyAeT NpelioXXeHo 3allunMgpoBaTh KoY Naponem. Beeante
Mapo/ib UM OTKAXKMTECh OT €ro UCMoJb30BaHMS,

(]

Ba>)xHo: ans cnyx6 MKC Bcerpa npMMeHSAIOTCA TONIbKO HewwndpoBaHHble cepTUudUKaThl.

Ba)xHO: nepBOHaYasbHO BCerpa AO0JIKEH co3paBaTbC KOPHeBOM cepTucukar, 3aTem -
AouyepHue KoHeuHble cepTucdukaTol! K cnyxbam MKC(kpome SSL-punbTpauuu),
NPUMEHSAIOTCA TOJIbKO KOHe4YHble cepTUucdukaTtol. ByabTe BHUMaTesIbHbI: HEBEpHOe
npuMeHeHue cepTudukaTa K cnyxbam MoxeT cpenatb UX HeAOCTYNHLIMKU ANA
nosnb3oBaTtens!

YnaneHue ceptudpmukaTtos

Ons ynaneHus cepTudrkaTa BblAEANTE HYXXHbIA CEPTUPUKAT B CIUCKE (MK HECKOIbKO
cepTudUKaToB 3axaB knasuiy Ctrl) n HaXXMUTE KHOMKY «YOannTb»:

(=]

Ecnu cepTudukaT ncnonb3yetca kakon-nmbo cnyxbon «MKC», To byaeT BblAaHO yBefoMaeHne 06
owunbke:

(]

NMnopT/3KcnopT cepTtudmukaTos

Ina nmnopTa cepTudrkaTa HaXXMUTE KHOMKY «MnopT»:

=]

B nonsx «Ceptudukat» n «Knioy ceptudumkata» BolbrpatoTca ann ceptudmkaTta n gana Kaoya
COOTBETCTBEHHO. 115 nMnopTa cepTudumkaTa B hopmaTte PKCS12 Heobxogmmo B none
«CepTudurkaT» BbibpaTb COOTBETCTBYOLWMUIA hann 1 B none «Maponb cepTugumkaTta B opmaTte PKCS
12» yka3aTb napob.

[Ins akcnopTa cepTudmKaTa HAXKMUTE KHOMKY «3KCMNOpPT» U BbibepnTe HeobX0ANMbI BapUaHT:

(]
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MpocmoTp cepTudukarta

[na NpocMoTpa BblAENNTE HYXXHbIA CEPTUMUKAT B CINCKE N HAXKMUTE KHOMKY «[pocMoTp
cepTuurKkaTar:
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