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CepTucdukarsbl

Moaynb «CepTudunkaTbl» pacnosioxeH B MeHto «3awmnTta». [JlaHHbIN MOy b NpegHa3HayvYeH ans
yrnpasJieHNs cepTUunKaTammn, KOTopble NCNOJIb3YITCA AN YCTAaHOBEHMSA 3aLUMLLEHHbIX SSL/TLS
CcoeMHeHWN Tuna KneHT-cepsep. bonee noapobHo o SSL/TLS MOXXHO No4vmTaTb 34eCh
https://ru.wikipedia.org/wiki/SSL n https://ru.wikipedia.org/wiki/TLS.

Co3faHHble CepTI/ICpI/IKaTbI MOryT NPUMEHATLCA KaK B «MKC», Tak n B CTOPOHHUX NPOrpaMmax.

Mpwn nepBoi ycTaHoBKe «MKC» aBTOMaTUYeCKM CO3[al0TCA KOHEYHble cepTugmnkaTtol ana WEB-
NHTepgenca, TeneoHNn 1N NoYThI.

(x]

Cnucok cepTMrKaToB NpeLCTaBEeH B BUAE AE€PEBa, a NoJie MOAyNs NOAENEHO Ha CToNbUbI, B
KOTOPbIX MOKa3aHa 0CHOBHas MHOPMaLMa 0 cepTudUKaTax: TUM KJoYa poaNTEbCKOro
cepTudukaTa, 1aTa Havyana AeNCTBUS M OKOHYAHUS, @ TaKXe UM XoCTa (U ip-aapec), KOTopbIi
npeacTaBnsieT AaHHbIA CepTUgMKaT.

MoZynb N03BONSET CO34aTb HOBbIN CEPTUDUKAT UAN YAANUTb CYLLECTBYIOLNA NPY MOMOLLM KHOMOK
«Co3paTb» N «YOanuTb»; 3KCNOPTUPOBATL CO3AaHHbIE CepPTUPMKATLI NN UMNOPTUPOBATL
CTOPOHHME NPU NOMOLLM KHOMOK «IKCMOpPT» 1 «IMnopT»; npocMaTpuBaTb MH(OPMaLNO O
BbIOpaHHOM cepTudmrkaTe Npu NOMOLM KHOMKK «[1poCcMOTp cepTudmrKkaTas.

Co3spaHue cepTucukaToB

YT00bl CO3aTb HOBbI CEPTUPUKAT, HAXKMUTE «[006ABUTL>.
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HNobaenenune ceptudukara

Obuee HacTpoiku Mcnone3osaHue Knroda Netscape paclumpeHune

Hazganue ”

Hoewlit cepTrduMxaT

Kog cTpansl

RU - Russian Federation -
lopon O6nacTs
OpraxM3awLma E-mail

WMma unm agpec xocta

testru

HobaeuTh OTMeHa

Bo Bknagke «0b6uiee» 3an0NHATCSA AaHHbIE cepTudnKaTa: HaMMeHoBaHWe, KoL CTPaHhI,
MeCTOMnoJsI0)KeHNe, cBegeHuns ob opraHmsauunn, nMqa XoCta NN ip-ap,pec.
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Hobaenenune ceptudmkara

Obwee Hactpoiku Mcnone3oBaHMe KNoYa MNetscape pacluMpeHue

Tun cepTuduKaTa

CA -
AnropuT™ Tun wudpoBaHKa
SHA 256 - R5A -

CpoK OercTEMA cepTHhHMKaTa

31.05.2020 =
Inuua wmoua ™
oy
2048  ouT

Bo BkNnagke «HacTponku» onpenensercs posb ceptudurkaTa - CA (KOpHEBOWN) NN KOHEYHBIN,
yCTaHaB/IMBAETCA MeTO4 WNpoBaHUS, BpeMsa AeACTBMA 1 ONHA KtoYa B buTax.
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HobasnexHune ceptudukarta

Obuee HacTpofsu Mcnonesoeanue KaoMa Netscape pacluMpenue

LLla6noH

CA -

WMcnonezosaHne KIHY3

v CRL sign

v Certificate Sign
Non Repudiation
Digital Signature

Key Encipherment

PaciumpetHos MCNONBIOBEIHME KIKYA
E-mail Protection
TLS Web Client Authentication
Code Signing
TLS Web Server Authentication

Time Stamping

Bo Bknagke «Mcnosib30BaHme KaoYa» MOXHO BbibpaTh WabnoH CNofb30BaHNA OTKPLITOro Ko4a
cepTudmkaTa B none «LabnoH» nnm ykasatb Bpy4HYyto B pa3genax «Mcnonb3oBaHme Kitoda» («Key
usage extensions») n «PaclwumpeHHoe ncnosb3oBaHme Katoda» («Extended key usage»). bonee
noapobHO MOXXHO MOYNTaTh 34€Chb
https://www.ibm.com/support/knowledgecenter/en/SSKTM)_9.0.1/admin/conf_keyusageextensionsand
extendedkeyusage_r.html
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Hobaenenune ceptudmkara

Obwee HacTpoiiku Mcnonkb3oBaHuKe Kaoua Netscape pacwmpeHue

S5L Client
35L Server
S/MIME
Object Signing
SS5LCA
S/MIME CA

Object Signing CA

Bo Bknagke «Netscape pacluMpeHne» MOXXHO yYKa3aTb UCMONb30BaHNE KiloYa 4151 COBMECTUMOCTH CO
cTapbiMu Netscape NpunoXXeHUsMu (BbINyLEHHbIMI [0 NPUHATUS cTaHapTa X.509 v3).

Mocne HaxxaTus KHonku «[obaBuTb» ByaeT NpelsioXKeHo 3alingpoBaTh KoY NaposeM. Beeaute
MapoJib NN OTKaXXUTECh OT €ro NCMoJb30BaHNs.

LU poeaTs 33KpaIThIA KAKH NapoaemM

® He wndpoBaTeh 3aKpbITEIA KM

Ba>xHo: ans cnyx6 MKC Bcerpa npMMeHSIOTCA TONIbKO HewwndpoBaHHble cepTUdUKaThl.

Ba)xHO: nepBOHa4YasibHO BCerga A0JIKEH co3paBaTbC KOPHEeBOM cepTucdukar, 3aTem -
AouyepHUue KoHeuHble cepTucdukaTol! K cnyxbam MKC(kpome SSL-punbTpauuu),
NPUMEHSAIOTCA TOJIbKO KOHe4YHble cepTucdukaTtol. ByabTe BHUMaTesIbHbI: HEBEpHOe
npuMeHeHue cepTudmkaTta K cnyxbam MoXeT caenaTtb UX HEJOCTYNHLIMU ANA
nonb3oBaTtens!

YnaneHue ceptudukaTtoB
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Ons ypaneHns cepTudkaTa BblAEANTE HYXXHbIA CEPTUGHNKAT B CNNCKE (MM HECKObKO
cepTugmKaToB 3a)kaB Knasuwwy Ctrl) 1 HaXXMUTE KHOMKY «Y4annTb»:

Bbi AeCTBUTE/ILHO XOTUTE YAA/IUTb 3TU 3/IEMEHTbI?

HoBblit cepTUdMKaT
Ceptudmgar

Hogblit cepTudmrar2
CE‘-L‘JT W .:1} MKaT

Ecnn cepTudukat ncnonblyetcsa kakon-nnbo cnyxbon «MKC», To byaeT BblAaHO yBegoMAeHne 06
owundbke:

Henb3a yoanuts ceptudukat. OH uau ero aoyepHMin ceptUdUKaT UCNONLIYETCA B:

@ Hactpoiiku uiTepdeiica

NMnopT/3kKcnopT cepTudukKaTos

Ina nmnopTa cepTuUdmkKaTa HaXXMNUTE KHOMKY «MnopT»:

(]

B nonsax «CepTtudukaTt» n «Knoy ceptudnkata» BolbupatloTcsa dann ceptudurkaTa u dainn Ka4a
COOTBETCTBEHHO. [1ns nmMnopTa cepTugumkaTta B popmaTte PKCS12 Heobxoammo B none
«CepTundurkaT» BbibpaTb COOTBETCTBYOLWMI hais 1 B none «laponb cepTugukaTa B hopmate PKCS
12» ykasaTb naposb.
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N5 aKcnopTa cepTUdMKaTa HaXKMUTE KHOMKY «3KCMOPT» U BbIbepUTe HEOOXOAUMBIN BAPUAHT:

MpocmoTp cepTuduKaTa 2 Wmnopt X Swcnopt ~

IKCNOPT cepTUhUKaTa
JaupT

IKCNOPT KMoYa cepTUdUKaTa

IKCNOPT cepTuduraTa B dopmate PKCS 12

risk_Sceced4 He 3aLUk

MpocMmoTp cepTudpmukara

19 NpOCMOTPa BbIAENNTE HYXXHbIA CEPTURUKAT B CMIMCKE N HAXXMUTE KHOMKY «MpoCMoTp
cepTuurkaTar:

[aHHele cepTuduKaTa Autogenerated GUI_5cece744c3edb1.30259507

O6wee
Hazganwe: Autogenerated GUI_Scece744c3edbl. 30259507
Kop ctpansl: RU - Russian Federation
WMma wnu agpec xocTa: ics-gui

HacTpoiiku
Tun ceptuduraTta: Koneyssil cepTrdurkar
Anroputm: SHA 256
Tun wwdposanma: RSA
Cozpan: 268052019
HNercTeyet ao: 29.05.2029
OnwvHa knoda: 2048 Gur

Wcnonbzoeanue Ka4a

WMcnonszoeaqme wmova: Digital Signature
Key Encipherment

PacwvperHose vcnonk3oeadme knwHa: TLS Web Server Authentication
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