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* - TEKCT B pa3fiesie MOXET COJlepXaTb yCTapeBLUve CBeleHNs, pa3fien Ha aopaboTke.

YcTaHOBKaA

Pa3zgen nocsawleH 0630py CMCTEMHbIX TpeboBaHW N TEXHUYECKMX XapaKTepuUCTUK cepeepa,
HeobxoanMbIX ona KoppekTHon paboTbl KC. Kpome Toro, B 4JaHHOM pa3fesie no3TanHO pacCMOTPEH
npouecc yctaHosku NKC.

1. YcTtaHoBKa NKC
2. YCTaHOBKa C (hyieLwku

NnaBHOEe MEHIO:

1. Beb-uHTepgenc
1. Beb-nHTepdenc Monb3oBaTens

NMonb3oBaTeNn U CTaTUCTUKA

1. Monb3oBaTenu
1. OobaBneHne n MNOPT NOJib30BaTENEN
2. ABTOpU3aums Nosib3oBaTenem
3. IHamBuAyanbHbIn MOAYb NOJb30BaTENA
4. MpaBuna pocTyna
1. 3anpewatouiee npasuio
3anpewatoLLee npaswsio Application Firewall
Pa3peLuatoLiee npasmio
3anpeLyatoLLee nNpasusio NPOKCH
Pa3pelatoLLiee npaBuio NPOKCH
NckoYveHne npokcn
OrpaHunyYeHne KonmyecTsa CoeJUHEHNI
OrpaHu4yeHne CKopocTu
9. BblgeneHune rnosockl NponyckaHus
10. MapuwpyT
11. KesoTa
12. KoHTposb DLP
13. MpaBunno KOHTEHTHOW (hnbTpaLnn
5. TopALOK BbINOJIHEHNA MPaBu
Ponn
Habopbl npaBun
KaTeropun Tpadumka
MoHUTOpP coeanHeHUN
[nana3oHbl agpecos
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10.

11.

OT4eTbl
YnpaBneHue ot4yeTaMu
1. Mpumepsbl

1. Mo obbemy Tpadhuka 3a onpeneneHHbINn nepunosa

Mo obbemy Tpaduka No 4acam

ik wN

Mo nopTam
6. JeTann3npoBaHHasa CTaTUCTUKA
CepBep aBTOpPU3aLIUN
Captive portal
1. HacTpowka SMS-aBTopu3auum
CUHXpOHM3aLNS

CeTb

=
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11.
12.
13.

LNV A WNE

MepBMYHaA HaCTPOMNKa CUCTEMBI
MpoBanaepsl 1 ceTu
CeTeBble yTUAUTHI
MexxceTeBOWn 3KpaH
MapLpyThbl
MepeHanpasneHye NOpTOB
DNS
DHCP
Mpokcn
1. HacTtpownka HTTPS-gunbTpaummn

. VPN

1. Hactpowka OpenVPN
ARP-Tabnuua
OTKa30yCTON4YMBOCTb
YOaneHHoe ynpasneHune

3awumTa
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AHTuBMpyC ClamAV
AHTMCNaM Kacnepckoro
AHTMBMpPYC Kacnepckoro
Beb-chunbTp Kacnepckoro
Beb-pmnbTp SkyDNS
Me)ceTeBOW 3KpaH

Web Application Firewall
Application Firewall
HeTekTop aTak

DLP

. KOHTeHT-hnnbTp
. CepTudumkaTsl

1. YcTaHOBKa A0OBEPEHHOro cepTudnKaTa

3anpockl nosib3oBaTenen Ha IP-agpeca n LOMEHbI
3anpockl NoJib30BaTeNeN Ha onpefesieHHbIn IP-agpec nnm oomMeH
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dPannoBbIN cepBep

1. XpaHunuiie ansios
2. Beb
3. FTP
4. CeTeBOe OKpYyXeHue

NMouToBLIN CepBep

Cnyxba

HacTponku

Beb-nouyTa

[OMeHbI U AWNKIK
dunbTpsI

CO0opLUMK MOYThI
AHTUcnam SpamAssassin
AHTncnam Rspamd
AHTMCNamM Kacnepckoro
CTtaTncTnka n o4epenb

CLOo~NU A WNH

=

Jabber

1. Cnyxba

2. HacTponkm

3. [loMeHbl 1 aKKayHTbI
4. PocTep

TenedoHus

Cnyxba

HacTponku

Xphone
TeneoHHble HOMepa
BHelwwHWe KaHabl
MNpaBuna

MOHWTOpP 3BOHKOB
)XypHan 3BOHKOB

N U R WN

O6cny>xxuBaHue

1. Cncrtema

2. Bce cnyx6bl

3. Pe3epBHble KOMuu

4. YnpasneHune nuTaHnem
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5. XecTkue ancku
6. Bpemsa n pgaTa
7. HacTponkun nHtepdeica
8. MOHUTOPWHT
9. XypHan n ysegomseHuns
10. Texnopnep»xka
11. O6bHOBNEHUSA
12. O nporpamme
1. AKTMBaums cepsepa

[lonosnHuTeIbHbie BO3MO)XHOCTHU

1. KOHCTaHTHhI
2. KoHCO/Ib BOCCTaHOBIEHNSA
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