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* - TEKCT B pa3fiesie MOXET COJlepXaTb yCTapeBLUve CBeleHNs, pa3fien Ha aopaboTke.

YcTaHOBKaA

Pa3zgen nocsawleH 0630py CMCTEMHbIX TpeboBaHW N TEXHUYECKMX XapaKTepuUCTUK cepeepa,
HeobxoanMbIX ona KoppekTHon paboTbl KC. Kpome Toro, B 4JaHHOM pa3fesie no3TanHO pacCMOTPEH
npouecc yctaHosku NKC.

1. YcTtaHoBKa NKC

2. YcTtaHoBKa VIKC Ha BUPTYyasibHYIO0 MaLUUHY
1. VMWare Workstation n VMWare ESXi
2. VirtualBox
3. Hyper-V

3. YcTaHoBKa C (h1eLKu

NnaBHOEe MEHIO:

1. Beb-uHTepgenc
1. Beb-uHTepdenc NMonb3oBaTtens

NMonb3oBaTeNnu U CTaTUCTUKA

1. MNonb3oBaTenu
1. OobaBneHne n UMNOPT NOJIb30BaTENEN
2. ABTOpu3aums rnosb3oBaTesnen
3. NHamBuayanbHbIA MOAYNb NOJb30BaTENA
4. TMpaBuna pocTyna
1. 3anpeuwatouiee npasuio
3anpeuwatoliee npasnno Application Firewall
PaspewatoLee npasuo
3anpeLyatoLLee NpasusIo NPOKCH
Pa3pewatoLLiee NpaBusIo NPOKCH
NcknoyveHne npokcu
OrpaHu4yeHne KosinyecTBa CoeANHEHUIA
OrpaHunyeHmne CKopocTK
9. BblgeneHune rnosockl NponyckaHus
10. MapwpyT
11. KeoTa
12. KoHTponb DLP
13. MpaBunno KOHTEHTHOWN PUIbTPaALUK
5. Mopanok BbIMNOJIHEHUSA NpaBu
2. Ponn
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11.
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Habopbl npasun

KaTeropun Tpauka

MoHUTOp coeanHeHN

[dnana3oHbl agpecos

OT4eTbl

YnpaBsieHne oT4eTamu
1. Mpumepsl

1. Mo obbemy Tpauka 3a onpenesieHHbIN nepros

Uik whN

o nopTam

Mo o6bemy Tpaduka no 4Yacam
3anpockl noab3oBaTenen Ha IP-agpeca n LOMEHbI
3anpockl Nosb30BaTesNIEN Ha onpefeneHHbln IP-agpec nnn gomeH

6. [leTann3mpoBaHHasa CTaTUCTMKA

. CepBep aBTopusauuu

1. YTnnnTa aBTopmu3aunmn Xauth
Captive portal

1. HacTpowka SMS-asTopu3auum
CUHXPOHM3aLNS

CeTb

N -

10.

11.
12.
13.

LCoOoNOU R W

MNepBMYHaa HaCTpPoMKa CUCTEMBI
MpoBangepsl U ceTn

1. TyHHenn
CeTeBble yTWINTDI
MexxceTeBOW 3KpaH
MapLpyThbl
MNepeHanpassieHne NOPTOB
DNS
DHCP
Mpokcu

1. HacTtpownka HTTPS-gunbTpaymm
VPN

1. Hactpowka OpenVPN
ARP-Tabnuua
OTKa30yCTONYNBOCTb
YOaneHHoe ynpasneHune

3awumTa
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AHTuBmpyc ClamAvV
AHTMCNam Kacnepckoro
AHTMBMpPYC Kacnepckoro
Beb-¢pmnbTp Kacnepckoro
Beb-pmnbTp SkyDNS
Me)ceTeBOW 3KpaH

Web Application Firewall
Application Firewall
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13.

HeTekTop aTak
DLP
KOHTeHT-punbTp
Fail2ban
CepTudukaTsl
1. YcTaHoBKa [oBepeHHOro cepTudurkaTa

dPannoBbIN cepBep

1.
2.
3.
4.

XpaHunuwe annos
Beb
FTP
CeTeBOe OKpyXeHue

MouTOBLIK CepBep

=

Cwoo~NoULRAEWNDE

Cnyxba

HacTponku

Beb-nou4Ta

[ OMeHbI 1 AWNKN
dunbTpbI

ChopLUMK NOYThI
AHTMCNaM SpamAssassin
AHTMCnam Rspamd
AHTMCNaM Kacnepckoro
CTaTtucTuka 1 ovepenb

Jabber

1.
2.
3.
4.

Cnyxba

HacTponku
[lOMEeHbI 1 aKKayHTbI
PocTep

TenecdoHus
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Cnyxb6a

HacTponku

Xphone
TeneoHHbIe HOMepa
BHelHve KaHanbl
MpaBuna

MOHNTOpP 3BOHKOB
XypHas 3BOHKOB
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Obcny>xxuBaHue

Cucrtema

Bce cnyxbbl

Pe3epBHble KoMnm
YnpasneHue nutaHnem
XecTkne onckun

Bpema n paTa
HacTpoinku nHtepgenca
MOHUTOPWHT

XXypHan v yseomneHns
. Texnoogep»xka

. ObHOBNEHUSA

12. O nporpamme

1. AKTMBaums cepsepa
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lonoJsiHuTeIbHble BO3MO)XHOCTH

1. KOHCTaHTHI
2. KOoHCOJ/Ib BOCCTaHOBJIEHNSA
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