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* - TEKCT B pa3fiesie MOXET COJlepXaTb yCTapeBLUve CBeleHNs, pa3fien Ha aopaboTke.

YcTaHOBKaA

Pa3zgen nocsawleH 0630py CMCTEMHbIX TpeboBaHW N TEXHUYECKMX XapaKTepuUCTUK cepeepa,
HeobxoanMbIX ona KoppekTHon paboTbl KC. Kpome Toro, B 4JaHHOM pa3fesie no3TanHO pacCMOTPEH
npouecc yctaHosku NKC.

1. YcTtaHoBKa NKC

2. YcTtaHoBKa VIKC Ha BUPTYyasibHYIO0 MaLUUHY
1. VMWare Workstation n VMWare ESXi
2. VirtualBox
3. Hyper-V

3. YcTaHoBKa C (h1eLKu

NnaBHOEe MEHIO:

1. Beb-uHTepgenc
1. Beb-uHTepdenc NMonb3oBaTtens

NMonb3oBaTeNnu U CTaTUCTUKA

1. MNonb3oBaTenu
1. OobaBneHne n UMNOPT NOJIb30BaTENEN
2. ABTOpu3aums rnosb3oBaTesnen
3. NHamBuayanbHbIA MOAYNb NOJb30BaTENA
4. TMpaBuna pocTyna
1. 3anpeuwatouiee npasuio
3anpeuwatoliee npasnno Application Firewall
PaspewatoLee npasuo
3anpeLyatoLLee NpasusIo NPOKCH
Pa3pewatoLLiee NpaBusIo NPOKCH
NcknoyveHne npokcu
OrpaHu4yeHne KosinyecTBa CoeANHEHUIA
OrpaHunyeHmne CKopocTK
9. BblgeneHune rnosockl NponyckaHus
10. MapwpyT
11. KeoTa
12. KoHTponb DLP
13. MpaBunno KOHTEHTHOWN PUIbTPaALUK
5. Mopanok BbIMNOJIHEHUSA NpaBu
2. Ponn
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Habopbl npasun

KaTeropun Tpauka

MoHUTOp coeanHeHN

[dnana3oHbl agpecos

OT4eTbl

YnpaBsieHne oT4eTamu
1. Mpumepsl

1. Mo obbemy Tpauka 3a onpenesieHHbIN nepros

Uik whN

o nopTam

Mo o6bemy Tpaduka no 4Yacam
3anpockl noab3oBaTenen Ha IP-agpeca n LOMEHbI
3anpockl Nosb30BaTesNIEN Ha onpefeneHHbln IP-agpec nnn gomeH

6. [leTann3mpoBaHHasa CTaTUCTMKA

. CepBep aBTopusauuu

1. YTnnnTa aBTopmu3aunmn Xauth
HacTponku aBTopm3aLmnm
Captive portal

1. HacTpowka SMS-aBTopu3auum
CUHXpOHU3aLNS

CeTb

N

=

=
=

12.
13.

Lo~ AW

MacTep HaCTPOWKK CETH
MpoBanaepsl n ceTu

1. TyHHenn

2. Hactponka CARP
CeTeBoe OKpyXeHune
CeTeBble yTUAUTBI
Me)ceTeBOMn 3KpaH
MapLpyThl
lNepeHanpas/ieHne NOpPTOB
DNS
DHCP
Mpokcn

1. Hactpownka HTTPS-pmunbTpauum

. VPN

1. HacTtpowka OpenVPN
ARP-Tabnuua
YpaaneHHoe ynpasseHme

3awumTa

ok wne

AHTnsmpyc ClamAV
AHTMCNamM Kacnepckoro
AHTMBUMpPYC Kacnepckoro
Beb-pnnbTp Kacnepckoro
Beb-¢mnbTp SkyDNS
MexxceTeBoOWn 3KpaH
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13.

Web Application Firewall
Application Firewall
HeTekTop aTak

DLP

KOHTEeHT-punbTp
Fail2ban

CeptugmkaTsl

1. YcTaHOBKa LOBEPEHHOro cepTuduKkaTa

dPannoBbLIKN cepBep

1.
2.
3.
4.

XpaHunuie ¢annos
Beb
FTP

CeTeBoe OKpy»xeHue

MouToOBLIN CepBep

1. Cnyxba

2. Hactponkn

3. Beb-noyTa

4. [JoMeHbI 1 ALLNKN

5. OunbTpsl

6. COOpLUMK MOYTDI

7. AHTucnam SpamAssassin

8. AHTmcnam Rspamd

9. AHTucnam Kacnepckoro

10. CtaTncTtmka v o4epenb
Jabber

1. Cnyxba

2. HacTtponku

3. JJOMeHbl N aKKayHTbI

4. PocTep
TenedoHus

1. Cnyxba

2. HacTpownkwm

3. Xphone

4. TeneoHHble HOMepa

5. BHelwHne KaHasbl

6. MNpaBuna

7. MoHNTOp 3BOHKOB
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8. XKypHas 3BOHKOB

O6cnyxuBaHue

Cncrema

Bce cnyxo6ebl

Pe3epBHble Konum
YnpasfieHne nutaHuem
XecTkue anckm

Bpems n paTta
HacTponku nHtepgenca
MOHUTOPUHT

XypHan 1 ysegomJieHns
. Texnognepxka

. ObHOBNIEHNS

12. O nporpamme

1. AKTmnBaumsa cepsepa
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[lonoJsiHuTeIbHble BO3MO)XHOCTH

1. KOHCTaHThI
2. KoHCOJ/Ib BOCCTaHOBJIEHNS
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