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NleTekTOop aTak Suricata

Moaynb «[leTeKTop aTak» pacrnosioXeH B MeHto «3awmTa». [JaHHbIN MOAYb NpeaHa3HavYeH Ans
3anyckKa, HaCTPOMKM 1 KOHUrypupoBaHua ucrnosibzyemoro B «MKC» open source IPS/IDS cuctemsl -
Suricata. [laHHaa cuctema bbina paspaboTtaHa Open Information Security Foundation B 2009 roay.
Intrusion Prevention System (IPS, cuctema npefoTBpaLLeHNa BTOPXXEHNI) — 3TO CMCTEMa CETEBOW
6e3onacHoCcTK, 06HapyXMnBatoLWas BTOPXKEHUSA WK HapyLlieHns 6e3onacHocTn. IPS oTcnexunBaeT
CceTeBoOW TpamK B peasnbHOM BPEMEHUN U NMPUMEHSAET pa3/inyHble Mepbl - Cbpoc coeanHeHus,
NOrMpOBaHME BbIABJIEHHBIX CUFHATYP UK NponyckKaeT ero. Takxe IPS MoxeT BbINONHATb
fedparMeHTauunio NakeTos, nepeynopagodmeaHme naketos TCP ona 3aWwuTbl OT NAKETOB C
n3MeHeHHbiMn SEQ n ACK Homepamu. Cuctema Suricata noggepxmnBaeT MHOr0o3afa4yHoOCTb, KAk
cnencteue obnafaeT BbICOKOW NPOU3BOAUTENIBHOCTBLIO, NO3BONSAOWan obpabaTbiBaTh TpauK A0
10Gbit Ha 0bbIYHOM 060pPYyAO0BaAHUN, N MHOTOE APYrOe, B TOM YMC/e MoJHaa noaaep)xka opmaTta
npaswua Snort.

Ina paboTbl AeTekTopa aTak B pexume IPS ncnonblyetcs gppenmeopk Netmap.

Netmap no3sonseTt paboTaTb C CETEBLIMU KapTaMi B ABYX peXXuUMax:

1. Pexxum amynmpoBaHua

2. HaTWBHbIN peXxum

HaTuBHbIN pexxum ABngeTca NpeanoYTUTENbHbIM U BO3MOXEH NPU YCJI0BUN NOALEPKKN €ro
ceTeBbIMY agantepamu. [laHHbIN pexum no3sonseT obpabaTbiBaTb TPaMK C MUHUMANbHBIMU
noTepsiMm B CKOpoCTW. OH BKOYAETCA aBTOMaTUYeCKN, ecin B nose «MHTepdencobl» B HaCTponKax
[eTeKTopa aTak yKa3aHbl UCKII0YUTENbHO afganTepbl U3 cegylowero cnucka: cxgbe, em, igb, lem,
ixgbe, ixl, re, vtnet.

Ecnn B none «NHTepgencol» ykasaH xoTs 6bl 04NH UHTEpdenc He 13 3Toro cnucka, Netmap byger
paboTaTb B peXxume 3MynMpoBaHMs, OCHOBHbIM HELOCTAaTKOM KOTOporo byneTt noteps CKOpoCTH
06paboTKM NaKeToB 1 BEPOATHOE 3HAYUTENbHOE YMEHbLUEHNE CKOPOCTW MHTEPHET-KaHana.

Mpn OTKPbLITUX MOAYA B OCHOBHOM OKHe 0T0Opa3ATCsa BKNagky «[leTekTop aTak Suricata»,
«HacTponkun», «lMpaBuna», «<HacTponkn 06HOBNEHNI» N «XKypHan», Npyu 3TOM BKNaAKa «[leTekTop
aTak Suricata» byneT akTuBHa.

[leTekTOop aTak
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JeTexTop aTak Suricata HacTpoiku Npasuna HacTpofiki oGHoBAEHWIA HypHan

[JeTexTop aTak Suricata 3aMyLUeH
CHcTemMa 0DHADYHEHWA ETODMHEHWIA

BLIKNHOYHTE

MypHan A

0

[101477] <Notice> -- all 2 packet processing threads, 2 management threads inibialized, engine started. ~
[101477] <Motice> -- Signal Received. Stopping engine.
[101477] <Error> -- [ERRCODE: SC_ERR_INVALID_SIGNATURE(39)] - Complete IP space negated. Rule address range is NIL. Probably have a 'any

or an address range that supplies a NULL address range

Bknapgka «[leTtekTop atak Suricata». Ha naHHON BKNagke oTobpa)kaeTcs COCTOSAHUE CNyXObl
«[leTekTop aTak Suricata» C BO3MOXXHOCTbIO «BbIKNOUYNTL» (MK «BKNounTh» ecnm cnyxba
BbIK/IIOYEHA), @ TakXXe nocnefHne cobbiTnA XXypHana 3a TEeKYLLYO AaTy.

HacTpouku

HeTexkTop aTak Suricata HacTpoiku Mpaewnna HacTpoikK oBHoBNEHKIA HypHan
Hutepdeicel

Buewnue uuTepdeichl -
BHyTpeHHHe ceTH BrewHHe ceTH

soa JIOKaNbHBEIE CETH - €% BHelHWe QManazoHel 3Apecos -
DMNS-cepeepa SMTP-cepeepa HTTP-cepeepa

so% JloKANLHEIE CETH - soa JloHaNLHBIE CETH - ioa JIOHANLHEIE CETH -
SOL-cepeepa TELMET-cepeepa SSH-cepeepa

soa JIOKaNbHBEIE CETH - saa JIOKaNbHBIE CETH - saa JIOKaNBHBIE CETH -

KouTponneps gomeda

Bknapka «HacTpo#ku». [laHHas BKIafKa nNpefiHa3HavyeHa 415 HAacTPoVikK paboThl AeTeKTopa
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aTak. [ns KOppeKTHOro npumMmeHeHns 6asbl CUrHaTyp Moayns, HeobxXxoANMO yKa3aTb pacnosiokeHune
06beKkToB (ceTen, cepBepoB 1 NOPTOB), NOABEPKEHHbLIX NPOBEPKE. 34eCb MOXHO yKa3aTb
BHYTPEHHMEe N BHELUHWe CeTu, Anarna3oHbl afpecoB Pa3/IMYHbIX CEPBEPOB, a TaKXKe UCMOoJib3yeMble
nopTbl. BceM 3TUM nepeMeHHbIM NPUCBOEHbI 3HAYEHUS MO YMOJITHaHWUIO, C KOTOPbLIMU AeTeKTOp aTak
MOXKET KOPPEKTHO 3anyCTUThCA. NS U3MEHEHUS KOH(UIrypauum no ymoa4yaHuio Heobxogmumo
OTKPbITb BblNaAaloLLNA CINCOK B COOTBETCTBYIOLLEN AYENKUN U BbIOpaTh HEOOXOAMMbIE 3HAYEHNS 13
n3BeCTHbIX «MKC» nopToB uan guana3oHa agpecos, 3afaHHbiX Monb3oBaTenem «MKC». Jinbo B
COOTBETCTBYIOLLEN A4ENKUN B PYHHYIO YKa3aTb Heobxoammoe 3HavyeHne. 1ns s4eek «CeTu» un
«cepBepa» A0NYyCTUMbIMUK ABASAIOTCA Cneayoume 3HavyeHnsa: noMmeHHoe umsa (host.ru); ip-agpec
(192.168.1.1); ip-agpec/npedukc (192.168.1.1/24); ip-agpec:macka (192.168.1.1:255.255.255.0);
AmnanasoH ip-agpecos (192.168.1.1 - 192.168.1.254); nonb3oBaTesb; rpynna; JlIokaabHas,
BHyTpeHHAs, VPN, OpenVPN, WiFi ceTu; n gpyrue o6bekTbl, KOTOpbIMU onepupyeT «AKC».

HTTP-nopTe SHELLCODE-nopTeI
@ hitp (80) 311 591 - 180 -
593 901 1220 1414
1830 2301 2381 2809
3128 3702 5250 7001
7777 7779 8000 8008

8028 8080 8088 8118
8123 8180 8181 8243
8280 gaaa 9090 2091

2443 9999 11371
ORACLE-nopTh SSH-nopTw
1024 - @ ssh (22) -

Ons a4eek «nopThl» AONYCTUMbIMUK ABAAIOTCA Cneayloume 3HavyeHmsa: HoMmep nopTa (25, 110),
Avana3oH noptoB (1000-2000), 06bekTbl NOPT 3aBedeHHble Ha «KCx». Ons a4yenkun «SHELLCODE-
NOPThI» TakXXe AoMYyCTUMO UCKoYeHne nopTo., Hanpumep, !80. Mo yMon4aHuto, aHanm3mpyeTcs
Tpauk Ha BHELHNX nHTepdencax. [Insa aHanusa Tpaduka noKaslbHOM CeTu Heobxoammo fobaBuTh B
none «BHewHne ceTn» 06beKT «JIoKanbHbIe CETU.

NMpaBuna
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HeTexkTop aTak Suricata HacTpoikm [Npaeuna Hactpoiiku obHoBNEeHMIA HypHan

MpocMoTp Npagun

Q

Mpaeuna = KonuyecTeo npagun MpHMEHKTE

Mpaswuna Emerging Threats

= Mpaewna Positive Technologies Open Ruleset (Attack
Detection)

pt-rules.rules 358 W

= Mpaewna c snort.org

Bknagka «IMpaBuna». B naHHON BKNaAKe 0TobparkaloTca BO3MOXKHbIe Ba3bl MOAYNS AeTekTopa
aTak. CyuiectsyeT Tpu H6a3bl NpaBua: NpaBuia C canTa snort.org, NPEKOMNUIMPOBaHHbIE MpaBuia C
canTa snort.org n npasuna Emerging Threats. Kaxxaas 6a3a coaepxut B cebe Habop Cka4ymBaeMbIx
thannos, B KaxxaoM hanne cogepxumtca Habop npasun, 0bbegMHEHHbIX MO Lenn 3alnTbl. 4ns
paboTbl Habopa Npasun 13 6a3bl, Heobxoanmo 4Tobbl faHHasa 6a3a bbina ckavyeHa (CM. onucaHue
BKJ1aOKN «HACTporKa obHoBNeHMI»), ecnn Ba3a He CKayeHa, TO HanNnpoTMB Ka)kaoro ganna byner
HaZMnCb «He 3arpy>xeHo». Ecnun 6a3a bbina 3arpy>xeHa, TO BO3MOXHO BbIOpaTh NpUMEHEHNe BCew
6a3bl LLeSIMKOM, OTMETUB (PNaXkoK B CToNbLE «NPUMEHNTb». ECnn HE06X0AMMO NPUMEHUTL
onpegeneHHbln ann nanm HaobopoT He NPUMEHSATL €ro, TO HeE0BX0ANMO OTMETUTb (D1aXKKOM B
cTonbue «NpUMeHNTb» COOTBETCTBYOLWMI hann. HanpoTmB KaXkAoro anna NokasaHo Kakoe
KOMIMYeCTBO NPaBW TOT COAEPXXMNT. B NpaBOM BepxHEM yriy pacnonaraeTcsa NOMCK N0 Ha3BaHWIO
hanna wan no id npasuna B hanne.

Ina npocmoTpa nNpasun n Beibopa AeNCTBMA HEOOXOAUMO KIMKHYTb N0 UMeHu (hanna, byaeT
OTKPbITO HOBOE AMaNIOroBOe OKHO C Tabnnuen. Tabnuua umeeT cnegyowwme nond: id npasuna -
HOMep NMpaBufa; NPUOPUTET - 3HAYEHME YrpOo3bl; NPeaynpeXxaeHune - onmcaHme NPon3BoAMMON
aTaky; KnaccmgurKkaums - K KaKoMy KacCy OTHOCMTCS aTaka; AENCTBME - onpeaenseT, 4To
Heobxoanmo caenaTb Npy 0bHapyXeHUn gaHHoW aTaku (alert - 3anuweT B COBCTBEHHLIN NOT
obHapy>xeHmne 1 NponycTuT, drop - YHUYTOXKUT NakeT, allow - nponycTuT, reject - yHUYTOXMUT NakeT
1 yBEOOMUT OTNPaBUTENS O A@aHHOM CODbITUN); BKNOYEHNE/BBLIK/IIOYEHE COOTBETCTBYIOLWENO
npasuna. Kaxabin ctonbeu B Tabanue moxeT 6bITb OTCOPTUPOBAH MO COAEPKUMOMY.

Mownck paboTaeT no Bcem ctonbuam. K pesynbTaTaM NOMCKa BO3MOXHO NPUMEHEHME FPYNnoBOro
AencTBus. TakxKe rpynnoBoe AenCTBNE BO3MOXHO NPUMEHUTb K MpaBuiaM Bbl4eSIEHHbIM NP
nomowm ctrl+nesas KHOMKa MblLW.

HacTpoiku oOHOBNEeHUM
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HeTekTop aTak Suricata HacTpoAku [Mpasuna HacTtpokku oBHoBNEHWIH HypHan

[Mpaswna obHosnexsl 10.06.2020 10:14

Qinkcode

+ | YrTaHaenueaTs npaswna Emerging Threats

Positive Technologies Open Ruleset (AttackDetection)

MpoeepaTes HaNK4Me oBHOBNEHWA NPaBEKA

OGHOBMTE [poeepuTE HANHYWE OOHOBNSHWA NPABMA

Bknapgka «HacTpoiku ob6HoBneHmni». [laHHas BKNagKa npeaHasHavyeHa Aas HaCcTPOWMKM npolecca
obHoBNIeHU NpaBua Moayna. CywecTByeT 2 KOMNaHWUM, KOTOPble akTUBHO 3aHMMaloTCA pa3paboTkon
npaBui AN8 cCUcTeM NpeLoTBpaLleHns BTopxxeHun - Sourcefire n Emerging Threats.

Ana Toro 4Tobbl ckavyaTb 6a3bl «[paBuna c snort.org» HeobxoaMMO:

e 3aperncTpumpoBaTbCs Ha canTe Snort.org (Npy HEOBXOANUMOCTM CTaTb NOAMNUCYNKOM Ha
obHoBNEHUS NpaBun),

Mony4ntb Oinkcode ons ckaymBaHWs NpaBuil, HAXOAUTCS B IMYHOM KabuHeTe Ha canTe
snort.org,

BeecTtu ko B none «Oinkcode»,

e OTMETUTb CNeAyoLNA 33 3TUM NOoSEM (h1aXKOK B TOM CJlyyae, eCaun Bbl 4ENCTBUTENILHO CTann
noANMCYNKOM Ha 0BHOBIEHNS MpaBu,

CoxpaHunTb.

MpaBnfia MOXXHO CKavyaTb NPY YCA0BUN HANMYMA OOHOro Nnwb Koda. ObpaTtnTe BHUMaHME Ha
OT/InYMe NpaB NoANNCHNKA OT 0BbIYHOIr0 3aperncTPUPOBaAHHOIO Nob3oBaTeNs. Mocne yaaqyHoro
CKayMBaHWs NpaBua OT AaHHOro paspaboTymka, oHm ByayT oTobpa)kaTbCs BO BKNaake «lpaBuna»
6e3 NoMeTKM (He 3arpy>xeHo).

Ana Toro 4Tobbl ckavaTh 6a3y «Mpasuna Emerging Threats» n/wnu «Mpasuna Positive Technologies
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Open Ruleset (Attack Detection)» nocTaTo4HO NOCTaBUTb (hiarn «YcTaHaBAMBaTh npasuna Emerging
Threats» u/unn «Positive Technologies Open Ruleset (AttackDetection)» n coxpaHuTb U3MeHeHUs.
Ewé oanH napameTp, KOTOPbLIN BO3MOXXHO HAaCTPOWUTb Ha AAaHHOW BKNAJKE - 3TO NPOBEPKa Haanyus
obHOBNEHUI NpaBus, KoTopble Obln 3arpy>eHbl. Ecnun bbin ycTaHoBReH ¢nar «lMpoBepaTb Hanmyme
obHoBMEeHWU NpaBu», To B 3agaHHoe BpeMa VIKC ByaeT npoBepaTb Hamymne JOCTYMNHbIX
o0bHoBNIeHNA. EC/IM TaKoBble eCTb, TO MPOU3BEAEeT CKayKy HOBbIX NPaBuil. TakXXe NPOBEPUTb Hasn4ne
0OHOBJIEHUNI N CKaYaTb WX, He B 3a[laHHOE BPEMS, BO3MOXXHO HaXKaB Ha KHOMKY «[1poBepaTb Hanu4yume
06HOBNEHUI NpaBuI».

XypHan

OTobpaxkaeT CBOAKY BCEX CUCTEMHbIX COOBLLEHNA MOAYNA C YKa3aHWEM OaTbl U BPEMEHW. XXypHan
pa3feneH Ha CTpaHuLbl, KHOMKaMKn «Brnepea» U «Ha3ad» BO3MOXXHO MepexoanTb CO CTPaHULbI Ha
CTpaHuuy, 1mbo BBeCTM HOMep Tpebyemon CTpaHULbl. 3anncy B XXypHase BblAeNA0TCS LLBETOM B
3aBUCMMOCTW OT BuAa coobueHns. ObblYHblE COODLEHNS CUCTEMbI OTMEYEHbI BENbIM LIBETOM,
COO0DLLLEHNSA O COCTOSAHUN CUCTEMBI (BKIIOYEHME/BBLIK/IIOYEHME, NOAKIII0OYEHE NOb30BaTENS) -
3e/1eHbIM, NPeaynpeXxaeHuns - XXenTbiM, OLWNOKK - KpaCHbIM. B NpaBoM BEpPXHEM yriy Mogyns
HaXxo0AMTCsA CTPOKa Noucka. A Tak)Xxe BO3MOXXHOCTb Bbibopa neprnoaa oTobpakeHus xypHasa
cobbITnin. 1o yMONYaHMo XXypHan oTobpaxkaeT cobbiTnA 3a TekyLyto aaTy. Mpn HeobxogmmocTun
MOXXHO COXPaHUTb OaHHbIE XypHana B haisl, Ha)KaB KHOMKY «9KCNOPT» WAWN YAANUTb AaHHble
)KYpHana, 3a onpegeneHHbln Nepnog, HaxkaB KHOMKY «YAananTb J0rm».
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