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JeTeKkTop aTak

Moaynb «[leTeKTop aTak» pacrnosioXeH B MeHto «3awmTa». [JaHHbIN MOAYb NpeaHa3HavYeH Ans
3anyckKa, HaCTPOMKM 1 KOHUrypupoBaHua ucrnosibzyemoro B «MKC» open source IPS/IDS cuctemsl -
Suricata. [laHHaa cuctema bbina paspaboTtaHa Open Information Security Foundation B 2009 roay.
Intrusion Prevention System (IPS, cuctema npefoTBpaLLeHNa BTOPXXEHNI) — 3TO CMCTEMa CETEBOW
6e3onacHoCcTK, 06HapyXMnBatoLWas BTOPXKEHUSA WK HapyLlieHns 6e3onacHocTn. IPS oTcnexunBaeT
CceTeBoOW TpamK B peasnbHOM BPEMEHUN U NMPUMEHSAET pa3/inyHble Mepbl - Cbpoc coeanHeHus,
NOrMpOBaHME BbIABJIEHHBIX CUFHATYP UK NponyckKaeT ero. Takxe IPS MoxeT BbINONHATb
fedparMeHTauunio NakeTos, nepeynopagodmeaHme naketos TCP ona 3aWwuTbl OT NAKETOB C
n3MeHeHHbiMn SEQ n ACK Homepamu. Cuctema Suricata noggepxmnBaeT MHOr0o3afa4yHoOCTb, KAk
cnencteue obnafaeT BbICOKOW NPOU3BOAUTENIBHOCTBLIO, NO3BONSAOWan obpabaTbiBaTh TpauK A0
10Gbit Ha 0bbIYHOM 060pPYyAO0BaAHUN, N MHOTOE APYrOe, B TOM YMC/e MoJHaa noaaep)xka opmaTta
npaswa Snort. Mpwu Bxoae B MoAynb 0ToBpaxaeTcs ero COCTOSAHME, KHOMKa «BbIKAYNTE» (1K
«BKJIIOYNTb» €CNn MOLYNb BbIKJIOYEH) 1 NocnefHne CoobLleHNs B XXypHane.

HacTpounkmu

(x]

[na KOPPEKTHOro npuMeHeHns 6asbl CUrHaTyp MOAYNA AeTeKTopa aTak, HeobxoaAnmMo B AaHHON
BKJIaZlKe yKa3aTb pacnosioxeHne obbeKkToB (ceTel, CEPBEPOB 1 MOPTOB) NOABEP)KEHHbIX NPOBEPKE.
306eCb MOXHO yKa3aTb BHYTPEHHME U BHELLUHWE CeTU, AMana3oHbl adpecoB pas/inyHbIX CEPBEPOB, a
TaKXe 1Cnosb3yemMble NopThl. BceM 3TUM nepeMeHHbIM NPUCBOEHbI 3HAYEHNS N0 YMOJTHaHUIO, C
KOTOPbIMW OETEKTOP aTakK MOXXET KOPPEKTHO 3anyCTUTbCA. 15 u3MeHeHUs KoHgpurypawumm no
yMON4aHU0 HeobX0ANMO OTKPbITb BbiNaAatoLLNA CINCOK B COOTBETCTBYIOLLEN AYENKMN U BbIOpaTb
Heobxoaumble 3Ha4YeHMs N3 n3BecTHbIX «MIKC» NopToB nan Anana3oHa aapecos, 3a4aHHbIX
Monb3osaTenemM «MKC». JInbo B COOTBETCTBYIOLLEN A4ENKM B PYHHYIO YKa3aTb Heobxoammoe
3HavyeHuVe. Ing a4eek «CeTu» n «cepBepa» AONYCTUMbIMU ABASAIOTCS Ciefyolmne 3Ha4YeHUs:
nomeHHoe nms (host.ru); ip-agpec (192.168.1.1); ip-agpec/npedukc (192.168.1.1/24); ip-afpec:Macka
(192.168.1.1:255.255.255.0); anana3oH ip-agpecos (192.168.1.1 - 192.168.1.254); nonb3oBaTe/ib;
rpynna; nokanbHas, BHyTpeHHAsA, VPN, OpenVPN, WiFi ceTu; n gpyrvne o6bekTbl, KOTOPbIMM
onepupyeT «MKC». na s4eek «NopTbl» A4ONYCTUMbIMUA ABAAIOTCA Clefylolune 3Ha4eHUs: HoMep
nopta (25, 110), anana3oH noptoB (1000-2000), 06beKTLI NOPT 3aBeAeHHble Ha «MKC». [N s4enku
«SHELLCODE-nopTbI» TakXe A4oNyCTUMO UCKJIloYeHue nopToBs, Hanpumep, !80. Mo ymonyaHuio,
aHanu3npyeTcs Tpauk Ha BHELWHUX nHTepdencax. Ons aHanmsa Tpaduka NoKasbHOM CETU
Heobxoaumo fnobaBuTb B Nosie «BHeLWHNe ceTn» 06BbEKT «JIoKanbHble CETM».

NMpaBuna

[

B naHHON BKNaake oTobpakaloTcs BO3MOXKHble 6a3bl MOAyNs feTekTopa aTak. CylwecTByeT Tpu
6a3bl MpaBWA: NpaBuaa C caiTa snort.org, NPeKOMNUAMPOBAHHbIE MpaBKa C cainTa snort.org
npaBuna Emerging Threats. Kaxxaas 6a3a conepxuT B cebe Habop ckauymBaeMbIx (aitsioB, B KaXao0M
thaiine conepxutcs Habop nNpasu, 06bEANHEHHBIX MO LEAN 3almnThbl. Ons paboTel Habopa npasun u3
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6a3bl, Heobxoaumo 4Tobbl AaHHas H6a3a bbla ckavyeHa (CM. onNucaHne BKNagKM «HaCTporKa
obHoBNIeHU»), ecniv Ba3a He CKaveHa, TO HaNPOTMB KaXAo0ro anna byneTt HaanuCb «He
3arpy»eHo». Ecnin 6a3a bbina 3arpy>keHa, To BO3MOXXHO BbIOpaTb NpuMeHeHne Bcen 6a3bl LLeIMKoM,
0TMeTMB (Pa)kok B cTonbue «npuMeHnTb». ECnn HeobxoamMMo NpUMeHNTL onpeaesieHHbIA ann nam
HaobopoT He NPUMEHATb ero, To He0bX0AMMO OTMETUTb (hJIaXXKOM B CTONBLIE «MPUMEHUTb»
COOTBETCTBYOLWMIA (haln. HanpoTue Kaxxaoro haiia nokasaHo Kakoe KOMYeCTBO NpaBu TOT
conepXuT. B npaBom BepxHEM yriy pacnonaraeTcs NOUCK No Ha3BaHWUIO MK MO KOMYECTBY NpaBui
B (harne. Ins npocMoTpa nNpasusl 1 Bbibopa AenCTBUA He0OX0ANMO KJIMKHYTb N0 UMeHU (anna,
6yneT OTKPbITO HOBOE OKHO C Tabnuuen. Tabnvua nmeeT cneayowmne nons: id npasuna - Homep
npaBuia; NPUOPUTET - 3HAYEHME Yrpo3bl; NpefynpexaeHne - onucaHne NPou3BoANMON aTaky;
KNnaccMuKaLums - K KaKOMy KJlacCy OTHOCUTCS aTaka; LeNCTBME - onpeaenseT, YTo Heobxoanmo
chenatb npu obHapyxeHUn gaHHoW aTakm (alert - 3anuweT B COBCTBEHHbIN NIor 0bHapyXeHne n
nponycTuT, drop - YHUYTOXUT nakeT, allow - nponycTuT, reject - YHUYTOXUT NakeT 1 yBeAOMUT
OTMNpaBMTENs 0 LAaHHOM COObITUK); BKIOYEHNE/BBIKIOYEHE COOTBETCTBYIOLLEro npasuna.

HacTponku obHoBNeHun

(=]

CyliecTByeT 2 KOMMNaHUKN, KOTOPble aKTUBHO 3aHMMAKOTCS pa3paboTKon NpaBun 41s CMCTEM
npefoTBpaLleHns BTOpXXeHun - Sourcefire n Emerging Threats. [1na Toro 4to6bl CkayaTb 6a3bl
«MpaBuna ¢ canta snort.org» n «MpekoMNUANPOBaHHbIE NpaBuaa ¢ canTa snort.org», Heobxoaumo:

e 3aperncTpmpoBaThCs Ha canTe Snort.org (Npy HEO6XO0ANMMOCTM CTaTb MOAMNUCYNKOM Ha
obHoBNEHNS NpaBu),

e NMonyuutb Oinkcode onsa cKayMBaHMA NpaBua, HAXOANTCA B IMYHOM KabnHeTe Ha canTe
snort.org,

e Beectu ko B nosne «Kog ans Oinkmaster»,

e OTMETUTb CIefyoLWNiA 3a 3TUM NoJieM (h1aXKOK B TOM CJlyyae, eCiun Bbl 4ENCTBUTESIbHO CTanu
noanMCYNKOM Ha obHOBNEHNS NMpaBu,

e COXpaHUTb.

MpaBuia MOXKHO CKayaTb MPMW YCNOBUW HANMYKUS OAHOMO AnWb Koaa. ObpaTuTe BHUMaHUE Ha
OT/INYME NpaB NOAMNNCHYNKA OT 06bIYHOIr0 3apernCTPUPOBAHHOIO Nosib3oBaTens. Mocne yaaqyHoro
CKa4yMBaHWUS NpaBWA OT AaHHOro paspaboTymka, oHm ByayT oTobparkaTbCs BO BKNaake «lpaBuna»
6e3 NoMeTKM (He 3arpy>xeHo).

Ana Toro 4Tobbl ckavaTb 6a3y «lpasuna Emerging Threats» [OCTaTO4YHO NOCTaBUTb (h1aXKOK
«YcTaHaBnuBaTb Npasuna Emerging Threats» n coxpaHuTb nsmMeHeHus. EWweé oanH napameTp,
KOTOPbI BO3MOXHO HAaCTPOUTb B laHHOW BKJIaZlKe - 3TO BO3MOXHOCTb €XeJHEBHO NPOoBepsThb
obHOBNeHUs NpaBwJl, KoTopble Bbln 3arpyxeHbl. 10 yMon4aHuio, (hNaXxoK yCTaHOBEH, NPY
HeobXxo4MMOCTY ero MOXHO U3MeHUTb. [locsie Toro, Kak BC& HaCTPOEHO, MOXKHO HaXKUMaTb KHOMKY
«OBHOBUTBL cenyac».

XypHan

OTobpaxkaeT CBOAKY BCEX CUCTEMHbIX COOBLLEHNIA MOAYNS C yKa3aHWEM AaThl 1 BpeMeHUW. XXypHan
pasfenieH Ha CTpaHWLbl, KHOMKaMn «Bnepea» 1 «Ha3ama» BO3MOXHO NepPexoanTb CO CTPaHULbI Ha
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CTpaHuuy, mbo BBeCTM HOMep TpebyeMon CTpaHULbl. 3anncu B XXypHase BblAeNA0TCS LLBETOM B
3aBUCMMOCTW OT Buaa coobueHns. ObblYHblE COODLLEHNS CUCTEMbI OTMEYEHbI BENbIM LIBETOM,
COO0DLLLEHNSA O COCTOSAHMUN CUCTEMBI (BKIIOYEHME/BBIK/IIOYEHME, NOAKIIIOYEHME N0b30BaTENS) -
3e/1eHbIM, NPeaynpeXxaeHuns - XXenTbiM, OLWNOKK - KpaCHbIM. B MpaBoM BEpPXHEM yriy Mogyns
HaxoAMTCsA CTPOKa Noucka. A Tak)Xe BO3MOXXHOCTb Bbibopa neprnoaa oTobpakeHus xypHasa
cobbiTnin. o yMONYaHMo XXypHan oTobpaxkaeT cobbiTnA 3a TekyLyto aaty. Mpn HeobxogmmocTun
MOXXHO COXPaHWUTb AaHHbIE XypHana B haisl, Ha)aB KHOMKY «9KCNOPT» UAW YAANUTb AaHHble
XKYpHana, 3a onpegeneHHbln Nepnog, HaxkaB KHOMKY «YAananTb J0rm».
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