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NleTekTOop aTak Suricata

Moaynb «[leTeKTop aTak» pacrnosioXeH B MeHto «3awmTa». [JaHHbIN MOAYb NpeaHa3HavYeH Ans
3anyckKa, HaCTPOMKM 1 KOHUrypupoBaHua ucrnosibzyemoro B «MKC» open source IPS/IDS cuctemsl -
Suricata. [laHHaa cuctema bbina paspaboTtaHa Open Information Security Foundation B 2009 roay.
Intrusion Prevention System (IPS, cuctema npefoTBpaLLeHNa BTOPXXEHNI) — 3TO CMCTEMa CETEBOW
6e3onacHoCcTK, 06HapyXMnBatoLWas BTOPXKEHUSA WK HapyLlieHns 6e3onacHocTn. IPS oTcnexunBaeT
CceTeBoOW TpamK B peasnbHOM BPEMEHUN U NMPUMEHSAET pa3/inyHble Mepbl - Cbpoc coeanHeHus,
NOrMpOBaHME BbIABJIEHHBIX CUFHATYP UK NponyckKaeT ero. Takxe IPS MoxeT BbINONHATb
fedparMeHTauunio NakeTos, nepeynopagodmeaHme naketos TCP ona 3aWwuTbl OT NAKETOB C
n3MeHeHHbiMn SEQ n ACK Homepamu. Cuctema Suricata noggepxmnBaeT MHOr0o3afa4yHoOCTb, KAk
cnencteue obnafaeT BbICOKOW NPOU3BOAUTENIBHOCTBLIO, NO3BONSAOWan obpabaTbiBaTh TpauK A0
10Gbit Ha 0bbIYHOM 060pPYyAO0BaAHUN, N MHOTOE APYrOe, B TOM YMC/e MoJHaa noaaep)xka opmaTta
npaswua Snort.

Mpy OTKPbLITMM MOAYNSA B OCHOBHOM OKHe 0TODpa3aTcs BKIaAKu «[eTekTop aTak Suricata»,
«HacTponkun», «lMpasuna», «<HacTponkn 06HOBNEHNI» N «)KypHan», NpX 3TOM BKNaAKa «[leTekTop
aTak Suricata» byneT akTuBHa.

[leTekTOp aTak

[

Bknapgka «JletreKkTop atak Suricata». Ha paHHon BKnagke oTobpa)kaeTcsa coCTosiHUE CNyX0bl
«[leTeKTop aTak Suricata» C BO3MOXHOCTbIO «BbIKNOUNTL» (MK «BKAOUYNTL» ecnn cnyxba
BbIKJIIOYEHA), @ TaKXXe nocnegHne cobbiTUs XXypHana 3a TEKYLLYIO AaTy.

HacTpounku

[

Bknapka «Hactposku». [laHHas BKIaAKa npefHa3HavyeHa A1 HacTPonkm paboThl AeTekTopa
aTak. [1ng KoppeKkTHOro npuMeHeHns 6asbl CMrHaTyp Moayns, HeobxoAnMO yka3aTb pacnonoXKeHue
06BbEKTOB (ceTen, cepeepoB 1 NOPTOB), NOABEP)KEHHbLIX NPOBEPKE. 34eCb MOXXHO yKa3aTb
BHYTPEHHME N BHELUHWe CeTu, Anarna3oHbl apecoB pa3/IMYyHbIX CEPBEPOB, @ TaKXXe UCMOoJib3yeMble
nopTel. BceM 3TUM nepemMeHHbIM NPUCBOEHbI 3HAYEHUA MO YMOJIHaHMNIO, C KOTOPbLIMU OeTeKTop aTak
MOXKET KOPPEKTHO 3anyCTUTbCA. 15 U3MeHeHUs KOH(Urypauum no ymoa4aHuio Heobxogumo
OTKPbITb BblNaZaloLWwmnin CMMCOK B COOTBETCTBYIOLLEN A4eikn 1 BbibpaTb HeobxoanMble 3Ha4YeHnsa 13
N3BECTHbIX «MKC» NopTOB MM Anana3oHa agpecos, 3agaHHbIX MNMonb3oBaTtenem «MKC». Jinbo B
COOTBETCTBYIOLLEN AYEKN B PYYHYIO YKa3aTb Heobxoammoe 3HavyeHne. 1na s4eek «CeTu» u
«cepBepa» AONYCTUMbIMU SBASAIOTCA CiefyoLme 3Ha4YeHus: JoMeHHoe uMmsa (host.ru); ip-agpec
(192.168.1.1); ip-agpec/npedukc (192.168.1.1/24); ip-agpec:Macka (192.168.1.1:255.255.255.0);
AnanasoH ip-agpecos (192.168.1.1 - 192.168.1.254); nonb30BaTeNb; rpynmna; J0KaJbHas,
BHYTpeHHAs, VPN, OpenVPN, WiFi ceTu; n apyrmue obbekTbl, KOTopbiMUK onepupyeT «MKCx».
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Ans a4eek «nopThl» 4ONYCTUMBIMUK ABASIOTCA Cneayoume 3HadyeHnsa: HoMmep nopTa (25, 110),
Avana3oH noptoB (1000-2000), 06bekTbl NOPT 3aBefeHHble Ha «MKCx». Ons a4yenkun «SHELLCODE-
NopTbI» TakXe OoNyCTMMO UCKoYeHe nopTos, Hanpumep, !80. Mo ymonyaHuo, aHannsnpyeTcs
Tpauk Ha BHELWHNX nHTepdencax. [Insa aHanusa Tpaduka noKasbHON CeTn Heobxoammo fobaBuTh B
none «BHewHne ceTn» 06beKT «JIoKanbHbIE CETU.

NMpaBuna

(]

Bknagka «IMpaBuna». B naHHON BKNaAKe 0ToOparkaloTCa BO3MOXKHbIe Ba3bl MOAYNS feTekTopa
aTak. CywecTtByeT Tpu H6a3bl NpaBua: nNpasuaa ¢ canTta snort.org, NPeKOMNUANPOBAHHbIE NMpaBuaa C
canTa snort.org n npasuna Emerging Threats. Kaxgasa 6a3a cogepxut B cebe Habop cKkaymBaeMbix
annoB, B KaXXAoM (haine coaepxmTca Habop npasw, 06beaAnHEHHbIX MO LeAn 3aWwuTbl. 4ns
paboTbl Habopa Npasua 13 6asbl, Heobxoanmo 4TobblI AaHHasA 6a3a bbina ckavyeHa (CM. onucaHune
BKJIaLKW «HACTpoOWKa obHoBNeHWI»), ecnmn Ba3a He ckayeHa, TO HanpoTUB Kaxkaoro anna byget
HaZNWUCb «He 3arpy>xxeHo». Ecnu 6a3a bbina 3arpy>xeHa, TO BO3MOXHO BbIOpaTh NpUMeHeHne BCew
6a3bl LeNNKOM, OTMETUB (PS1IaXKOK B CTONIOLE «NPUMEHUTL». EC HE0BX0ANMO NMPUMEHUTL
onpegneneHHbIn ¢ann nnmn HaobopoT He MPUMEHATL ero, To He0bXo0ANMO OTMETUTb (PJIAXKKOM B
cTonbue «NPUMEHUTb» COOTBETCTBYIOLWNIA (han. HanpoTuB Ka)kaoro gaina nokasaHo Kakoe
KOMIMYeCTBO NPaBua TOT COAEPXXUT. B NpaBOM BEpXHEM yray pacrnosaraeTcs NOMCK N0 HAa3BaHWIO UK
Nno KOMMYecCTBY Npasun B hanne. ng NnpocMoTpa npasua 1 Buibopa AencTBUA HEOOXOANMO KINKHYTb
no nMeHn panna, byaet OTKPbITO HOBOE OKHO C Tabaunuen. Tabnmua nmeeT cnegyowme nons: id
npaBuna - HOMep NpaBua; NPUOPUTET - 3HAYEHME YrPOo3bl; NpefynpexaeHne - onncaHune
NPOM3BOAMMON aTakW; KacCMpurKauma - K KaKOMy KaacCy OTHOCUTCA aTaka; LencTBme -
onpenensieT, 4To Heobxoammo caenaTb Npu obHapyXeHUn AaHHOM aTakuy (alert - 3anuweT B
cobCTBEHHbIN Nor obHapy>XeHne 1 NponycTuT, drop - YHUYTOXMUT nakeT, allow - nponycTuT, reject -
YHUYTOXUT NaKeT U YBEAOMUT OTNPaBUTENSA O AAaHHOM COOLITUN); BKAOYEHNE/BLIKOYEHNE
COOTBETCTBYIOLLEro npasuia. ===== HacTPONKN 0OHOBNEHMNI

{{ :suricata4.png?nolink&741x367 ]] ===== /[**Bknagka «HacTponku obHoBNeHN». **// laHHas
BKJlafKa NpeAHa3HayeHa AN HaCTPONKKM npouecca obHoBAeHUA NpaBua moayns. CywecTsyeT 2
KOMMaHWK1, KOTOPbIE aKTMBHO 3aHMMalOTCA pa3paboTKon npasua Aas CUCTEM NPefoTBPaLLEHNS
BTOp>XeHui - Sourcefire u Emerging Threats. [1ns Toro 4Ttobbl ckavaTb 6a3bl «[paBuna c canTa
snort.org» n «lMpekoMnNuAnMpoBaHHbIe NpaBuia ¢ canTa snort.org», Heobxogumo: *
3aperncTpupoBaTbCs Ha canTe Snort.org (npy HeobXxoAMMOCTN CTaTb NOAMUCHNKOM Ha OBHOBNEHUS
npaswn), * Nonyuntb Oinkcode And CKa4ymMBaHMA NPaBW/, HAXOAUTCS B IMYHOM KabrHeTe Ha canTe
snort.org, * Beectu kog B none «Kon ans Oinkmaster», ¥ OTMeTUTL CeayoLwmnin 3a 3STUM MOJSEM
(hna>kok B TOM Cily4ae, eCcsim Bbl eACTBUTEbHO CTaaN NOANNCYHNKOM Ha 0OHOBNEeHMS npasu, *
CoxpaHuTb. MpaBuaa MOXKHO CKavyaTb NPKU YCJI0BUN HAANYMS OQHOMO NnWb Koga. ObpaTuTe
BHMMaHMWE Ha OTAn4YMe npasB NoAnncYMKa oT 0bbIYHOro 3aperncTpMpoBaHHOro noab3oBaTtens. MNocne
yOA4YHOro CKa4yvMBaHMAa NpaBui OT AaHHOr0 pa3paboTynka, oHm 6yayT oTobpaxkaTbCs BO BKAAAKE
«MpaBuna» 6e3 NnomMmeTkn (He 3arpyxeHo). ns Toro 4Tobbl ckavyaTb 6a3y «lMpaBuna Emerging
Threats» gocTaTo4HO NOCTaBUTL (PNaXkok «YcTaHaBAMBaTb Npasuna Emerging Threats» n coxpaHnTb
n3mMeHeHns. EWweé oanH napaMeTp, KOTOPbIN BO3MOXKHO HAaCTPOMTL B AAaHHOW BKAaAKe - 3TO
BO3MOXHOCTb €XXeHEBHO NpoBepATb 0OHOBAEHNS NpaBwuJl, KOTopble Bblan 3arpyXxeHsl. Mo
YMOJIHaHMI0, (h1aXKOK YCTAHOB/EH, NPU HEOOXOAUMOCTM €ro MOXXHO U3MeHUTb. [locse Toro, Kak BCE
HaCTPOEHO, MOXXHO HaXKMMaTb KHOMKY «OBHOBUTL cenyac», ===== )KypHan ===== OT0bpaxaeT
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CBOJZKY BCEX CUCTEMHbIX COOBLLEHNI MOAY A C YKa3aHNEM AaTbl 1 BpeMEHU. XXypHas pa3fesieH Ha
CTPaHULbI, KHOMKaMK «Brepea» 1 «Ha3ag» BO3MOXHO NepexoamnTb CO CTPaHULbI Ha CTpaHuuy, nnbo
BBECTW HOMep Tpebyemon CTpaHuLbl. 3anncu B XXypHase BblAENATCS LBETOM B 3aBUCUMOCTM OT
BuAa coobuieHns. ObblYHble COOBLLEHNS CUCTEMbBI OTMEY€eHbl HenbiM LIBETOM, COODLLIEHNS O
COCTOSIHUN CUCTEMbI (BKNHOYEHWNE/BLIKNIOYEHNE, MOAKIOYEHNE NONB30BATENSA) - 3€/IEHBIM,
npeaynpeXxneHns - XXenTbiM, OLWNOKK - KpaCHbIM. B NpaBoM BEpXHEM yray MoAyJis HAXOANTCS
CTPOKa Moncka. A Tak)ke BO3MOXXHOCTb Bbibopa nepnofa oTobparkeHns xxypHana cobbiTui. Mo
YMOM4aHUIO XXypHan oTobpaxkaeT cobbiTna 3a Tekywyto aaTy. Mpn He06X0AMMOCTN MOXXHO
COXPaHUTb JaHHbIE XXYPHaa B halsl, HaXKaB KHOMKY «IKCMOPT» UK YOANUTb AaHHbIE XypHana, 3a
onpeneneHHbln Nepnoa, HaxkaB KHOMKY «YAannTb N0rm».
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