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NleTekTOop aTak Suricata

Moaynb «[leTeKTop aTak» pacrnosioXeH B MeHto «3awmTa». [JaHHbIN MOAYb NpeaHa3HavYeH Ans
3anyckKa, HaCTPOMKM 1 KOHUrypupoBaHua ucrnosibzyemoro B «MKC» open source IPS/IDS cuctemsl -
Suricata. [laHHaa cuctema bbina paspaboTtaHa Open Information Security Foundation B 2009 roay.
Intrusion Prevention System (IPS, cuctema npefoTBpaLLeHNa BTOPXXEHNI) — 3TO CMCTEMa CETEBOW
6e3onacHoCcTK, 06HapyXMnBatoLWas BTOPXKEHUSA WK HapyLlieHns 6e3onacHocTn. IPS oTcnexunBaeT
CceTeBoOW TpamK B peasnbHOM BPEMEHUN U NMPUMEHSAET pa3/inyHble Mepbl - Cbpoc coeanHeHus,
NOrMpOBaHME BbIABJIEHHBIX CUFHATYP UK NponyckKaeT ero. Takxe IPS MoxeT BbINONHATb
fedparMeHTauunio NakeTos, nepeynopagodmeaHme naketos TCP ona 3aWwuTbl OT NAKETOB C
n3MeHeHHbiMn SEQ n ACK Homepamu. Cuctema Suricata noggepxmnBaeT MHOr0o3afa4yHoOCTb, KAk
cnencteue obnagaeT BbICOKOW MPON3BOAMTENBHOCTBLIO, NO3BOASAIOWasA obpabaTbiBaTe Tpaduk 4O
10Gbit Ha obbl4HOM 060OpYyAOBaHMK, 1 MHOFOE ApYroe, B TOM YuC/ie NoHasA nogaep)xka opmata
npaswua Snort.

Mpy OTKPbLITMM MOAYNSA B OCHOBHOM OKHe 0TODpa3aTcs BKIaAKu «[eTekTop aTak Suricata»,
«HacTponkun», «lMpasuna», «<HacTponkn 06HOBNEHNI» N «)KypHan», NpX 3TOM BKNaAKa «[leTekTop
aTak Suricata» byneT akTuBHa.

[leTekTOp aTak

& Tyee AHccoH

JeTexTop aTtak Suricata HacTpoiku Mpasuna HacTpoiikk oGHoBAEHWIA HypHan

JetexTop atak Suricata 3aMyLLEeH
CucTerma obHapyHEHWA BETODMEHHA

BriknioumTe

MypHan R

0

[101477] <Notice> -- all 2 packet processing threads, 2 management threads initialized, engine started.
[101477] <Notice> -- Signal Received. Stopping engine.
[101477] <Error> -- [ERRCODE: SC_ERR_INVALID_SIGNATURE(39)] - Complete IP space negated. Rule address range is NIL. Probably have a 'any

or an address range that supplies a NULL address range

Bknagka «[etekTtop atak Suricata». Ha naHHON BKNafke oTobpa)kaeTcs COCTOAHUE CNyXObl
«[leTekTop aTak Suricata» C BO3MOXHOCTbIO «BbIKNOYNTL» (MK «BknounTe» ecnm cnyxba
BbIKJIIOYEHA), @ TaKXXe nocnefgHne cobbiTha XXypHana 3a TeKyLLyto AaTy.

HacTpouknu
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HeTexTop aTak Suricata Hactpoitku [Npaeuna HacTpoiiki obHoBAEHWIA AypHan
HuTepdercel

Buewnuve vHTEpdeACh -
BHyTpeHHHe ceTH BrewHHe ceTH

soa JloKaNEHLIE CETH - €% BHelHWe QManazoHel 3Apecos -
DMNS-cepeepa SMTP-cepeepa HTTP-cepeepa

soa JIOKaNbHBEIE CETH - saa JIOKaNbHBIE CETH - saa JIOKaNBHBIE CETH -
SOL-cepeepa TELMET-cepeepa SSH-cepeepa

soa JloKaNEHLIE CETH - 583 JloHaNEHLIE CETH - ioa JlOHaNEHBIE CETH -

Koutponnepw gomeHa

Bknapka «Hactposku». [laHHas BKiafAKa NnpefHa3HavyeHa 411 HacTPonkm paboThl AeTekTopa
aTak. [1ng KoppeKkTHOro npuMeHeHns 6asbl CMrHaTyp Moayns, HeobxoANMO yka3aTb pacnonoXKeHue
06BbeKTOB (ceTen, cepeepoB 1 NOPTOB), NOABEPIKEHHbBIX NPOBEPKE. 34eCb MOXXHO yKa3aTb
BHYTPEHHME N BHELUHWe CeTu, Anarna3oHbl apecoB pa3/IMYyHbIX CEPBEPOB, @ TaKXXe UCMOoJib3yeMble
nopTel. BceM 3TUM nepemMeHHbIM NPUCBOEHbI 3HAYEHNSA MO YMOJIHaHMNIO, C KOTOPbLIMU OeTeKTop aTak
MOXKET KOPPEKTHO 3anyCTUTbCA. 15 U3MEHeHUs KOH(Urypauum no ymoa4aHuio Heobxogumo
OTKPbITb BbiNaAaloLWwmnii CMMCOK B COOTBETCTBYIOLLEN A4eiKn 1 BbibpaTb HeobxoanMble 3Ha4YeHnsa 13
N3BeCTHbIX «MKC» NopTOB MM Anana3oHa agpecos, 3agaHHbIX MNonb3oBaTtenem «MKC». Jinbo B
COOTBETCTBYIOLLEN AYEKN B PYYHYIO YKa3aTb Heobxoammoe 3HaveHne. [1na s4eek «CeTu» u
«cepBepa» AONYCTUMbIMU SBASIOTCA CiefyoLlme 3Ha4YeHus: JoMeHHoe nMms (host.ru); ip-agpec
(192.168.1.1); ip-agpec/npedukc (192.168.1.1/24); ip-agpec:Macka (192.168.1.1:255.255.255.0);
AnanasoH ip-agpecos (192.168.1.1 - 192.168.1.254); nonb30BaTeNb; rpynna; J0KaJbHas,
BHYTpeHHAs, VPN, OpenVPN, WiFi ceTu; n opyrmue obbekTbl, KOTopbiMUK onepupyeT «MKCx».
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HTTP-nopTe SHELLCODE-nopTeI

@ hitp (80) 311 591 - 180 -
593 201 1220 1414

1830 2301 2381 2809

3128 3702 5250 /7001

i 7779 8000 8008

8028 8080 8088 8118

8123 8180 8181 8243

8280 8868 2090 2091

2443 9999 11371
ORACLE-nopTh SSH-nopTw
1024 - @ ssh (22) -

Ana a4eek «NopThbl» AOMNYCTUMbBIMU ABASIOTCA CeflyloLme 3HaYeHumsa: HoMmep nopTa (25, 110),
Avana3oH noptos (1000-2000), o6bekTbl NopT 3aBeAeHHble Ha «MKC». Ong a4erkn «SHELLCODE-
NopTbI» TaKXe A0MNYyCTUMO UCKJII0YeHMe NopToB, Hanpumep, !80. Mo ymMonyaHuio, aHanm3npyeTcs
TpaduvK Ha BHEWHUX nHTepdencax. 1na aHanmsa Tpadmka noKanbHowm ceTn Heobxoammo no6aBuTh B
none «BHewHne ceTn» 06beKT «JloKasbHble ceTU».

NMpaBuna

HeTekTop aTak Suricata HacTpoiku [paeuna HacTtpoiku obHoBNEHMIA HypHan

MpocmoTp Npaewn Q, =
Mpaeuna = Honwyecrso npasun MpHMeHHTE

Mpaewmna Emerging Threats v ~
= Mpaewna Positive Technologies Open Ruleset (Attack v
Detection)

pt-rules.rules 358 v

= Mpaewna c snort.org
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Bknapka «IMpaBuna». B faHHON BKNagke oTobpaxatoTca BO3MOXXHbIe 6a3bl MOAYyNa AeTekTopa
aTak. CywecTByeT Tpu 6a3bl NpaBmn: NpasBuaa ¢ canTa snort.org, MPEKOMMNUANPOBAHHbIE NPaBuia C
cavTa snort.org n npasuna Emerging Threats. Kaxpaas 6a3a conepxuTt B cebe Habop ckaynBaembix
annoBs, B KaXXA0M (halne cogepxmTca Habop npasw, 06beanHEHHbIX MO Lenn 3awuTbl. 4na
paboTbl Habopa Npasua 13 6asbl, Heobxoanmo 4Tobbl AaHHasA 6a3a bbina ckavyeHa (CM. onucaHune
BKJTAAKMN «HAcTponKa 06HOBNEHNIA»), ecnn 6a3a He CKayeHa, TO HaMpPOTUB KaXXaoro hana byaet
HaZNUCb «He 3arpyxeHo». Ecnu 6a3a bbina 3arpy>xeHa, To BO3MOXHO BbIOpaTh NpUMeHeHne BCew
6a3bl UenMKoM, 0TMeTUB (h1aXXOK B CTONBUE «NPUMEHNTL». Ecn HeobxoanMMO NPUMEHNTb
onpegfeneHHbIn gann nnn HaobopoT He MPUMEHATL ero, To HE0BX0ANMO OTMETUTb (PJIAXKKOM B
cTonbue «NPUMEHNTL» COOTBETCTBYOLWMIA hann. HanpoTMB KaXXAoro aisia NokasaHo Kakoe
KOJINYECTBO NPaBWA TOT COAEPXUT. B MpaBOM BEPXHEM yry pacnosiaraeTcs nomck no Ha3BaHuo
thavna unm no id npasuna B panne.

Ins npocmoTpa npasun v Beibopa AenCTBUS HEOOXOANMO KANKHYTb N0 UMEHU (haina, byneT
OTKpPbLITO HOBOE AManoroBoe okHO ¢ Tabauuen. Tabnuua nmeeT cnegytowme nons: id npasuna -
HOMep NpaBWna; NPUOPUTET - 3HAYEHUE Yrpo3bl; NPefynpeXaeHne - onncaHne NPoM3BoanUMON
aTakuy; KnaccugurKkaums - K KakoMy KlacCy OTHOCUTCS aTaka; AeNncTBme - onpefenseT, 4To
Heobxoanmo caenaTb Npy 0bHapyXeHUn gaHHoW aTaku (alert - 3anuweT B COBCTBEHHBIN 0T
obHapy)XeHune 1 NponyCcTuT, drop - YHUYTOXUT nakeT, allow - nponycTuT, reject - YyHUYTOXUT nakeT
N YyBEAOMUT OTMNPABUTENS O fAHHOM COOLITUN); BKIOYEHNE/BLIKIOYEHNE COOTBETCTBYIOLLErrO
npasuna. Kaxabin ctonbew B Tabnnue MoxeT BblTb OTCOPTMPOBAH MO COAEPKUMOMY.

Mouck paboTaeT no Bcem ctonbuam. K pesynbTaTam NOMCKa BO3MOXKHO MPUMEHEHWE rpynnoBOro
AencTBus. Takxe rpynnoBoe AeNCcTBre BO3MOXXHO MPUMEHNTb K MPaBWJiaM BblAeI€HHbIM Npwn
nomoLum ctrl+neeas KHOMKa MblLUN.

HacTtpouku oOHOBNEeHUM

Mpasuna obuosnexsl 10.06.2020 10-14

Oinkcode

" YcTansaenueaTe npasuna Emerging Threats
Positive Technologies Open Ruleset (AttackDetection)
MpoeepaTe HAAHYKE 0OHOBNEHMA NpaBMUA

Bknapka «HacTpoku obHoBaeHM#». [JaHHas BKNafKa NpefHa3HavyeHa 419 HAaCTPOMKM npoLecca
obHoBIeHU NpaBua Moayna. CylecTByeT 2 KOMMNaHWUM, KOTOPble akTUBHO 3aHUMaloTCs pa3paboTkon
npaBua 4Na CUCTEM NpefoTBpaLLeHns BTop)KeHuin - Sourcefire n Emerging Threats. [1na Toro 4tobsl

cka4vaTb 6a3bl «[paBuna c canta snort.org» 1 «MpekoMnuaAMpoBaHHbIE NpaBua C cainTa snort.org»,
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Heobxoamnmo: * 3aperncTpmpoBaTbCs Ha canTe Snort.org (Npy HEO6XOANUMOCTM CTaTb NOAMUCYNKOM
Ha 0bHoBNeHMA npasun), * NMony4nTtb Oinkcode gna ckaymBaHMsA NpaBu, HAXOAUTCS B JINYHOM
kabnHeTe Ha canTe snort.org, * Beectn kog B none «Kog ana Oinkmaster», * OTMeTUTb CeayoLwmni
3a 3TUM nonem (haxoK B TOM Cayyae, eCiv Bbl 4ENCTBUTESNIbHO CTaAn NOAMNUCYMKOM Ha 06HOBEHMA
npasw, * CoxpaHnTb. MNpaBunaa MOXXHO CKavaTb NPU YCIOBUU HANYUS OQHOMO AnWb Koda. ObpaTute
BHMMaHMWE Ha OTANYME NnpaB NoANNUCYMKa oT 0bbIYHOro 3aperncTpMpoBaHHOro Noab3oBaTens. MNocne
yOa4YHOro cKkayvMBaHua Npasui OT faHHOro pa3paboTynka, oHm byayT oTobpaxkaTbCs BO BKIALKe
«MpaBuna» 6e3 nomeTKM (He 3arpyxeHo). Ans Toro 4Tobbl ckavaTb 6a3y «Mpasuna Emerging
Threats» gocTaTo4yHO NOCTaBUTL PlaXXok «YcTaHaBAMBaTb npasuna Emerging Threats» n coxpaHuTb
n3MeHeHns. EWE oanH NnapamMeTp, KOTOPbIA BO3MOXHO HAaCTPOUTb B AAHHOW BKNagKe - 3TO
BO3MOXXHOCTb €XXeHEBHO NPoBepATb 0OHOBAEHNS NpPaBWJl, KOTopble Bblan 3arpyxeHsl. Mo
yMON4aHUo, PAaXKOoK YCTaHOBJIEH, NPY HEOBXOANMOCTY €ro MOXXHO U3MeHUTb. [locne Toro, Kak Bcé
HaCTPOEHO, MOXKHO HaXKMMaTb KHOMKY «OBHOBUTbL cenyacs.

XypHan

OTobpaxkaeT CBOAKY BCEX CUCTEMHbIX COOBLLEHNA MOAYNIA C YKa3aHUEM OaTbl U BPEMEHW. XXypHan
pa3fdeneH Ha CTpaHuLbl, KHOMKaMKn «Bnepea» U «Ha3ald» BO3MOXXHO NEPeEXOAnTb CO CTPaHULbI Ha
CTpaHuuy, mbo BBeECTM HOMep Tpebyemon CTpaHULbl. 3anncy B XXypHase BblAENA0TCS LLBETOM B
3aBUCMMOCTW OT BUAa coobueHns. ObblYHblE COODLEHNS CUCTEMbI OTMEYEHbI BEbIM LIBETOM,
Cco0bLLEHNSA O COCTOSAHUN CUCTEMBbI (BKJIIOYEHNE/BBIK/TIIOYEHNE, NMOAKJIOYEHNE NMOJIb30BaTeNS) -
3e/1eHbIM, NPeaynpeXxaeHuns - XXenTbiM, OLWNOKK - KpaCHbIM. B NpaBoM BEpPXHEM yry Mogyns
HaxoAMTCs CTPOKa Noucka. A Tak)Xe BO3MOXXHOCTb BbibOpa neprnoaa oTobpakeHus xxypHasa
cobbITnin. o yMONYaHUIO XXypHan oTobpaxkaeT cobbiTnA 3a TekyLwwyto aaTy. Mpn HeobxogmmocTun
MOXXHO COXPaHWUTb AaHHbIE XYypHana B haisl, Ha)KaB KHOMKY «9KCNOPT» UAWN YAANUTb AaHHble
)KYpHana, 3a onpegeneHHbln Nepnog, HaxkaB KHOMKY «YAananTb J0rm».
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