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NleTekTOop aTak Suricata

Moaynb «[leTeKTop aTak» pacrnosioXeH B MeHto «3awmTa». [JaHHbIN MOAYb NpeaHa3HavYeH Ans
3anyckKa, HaCTPOMKM 1 KOHUrypupoBaHua ucrnosibzyemoro B «MKC» open source IPS/IDS cuctemsl -
Suricata. [laHHaa cuctema bbina paspaboTtaHa Open Information Security Foundation B 2009 roay.
Intrusion Prevention System (IPS, cuctema npefoTBpaLLeHNa BTOPXXEHNI) — 3TO CMCTEMa CETEBOW
6e3onacHoCcTK, 06HapyXMnBatoLWas BTOPXKEHUSA WK HapyLlieHns 6e3onacHocTn. IPS oTcnexunBaeT
CceTeBoOW TpamK B peasnbHOM BPEMEHUN U NMPUMEHSAET pa3/inyHble Mepbl - Cbpoc coeanHeHus,
NOrMpOBaHME BbIABJIEHHBIX CUFHATYP UK NponyckKaeT ero. Takxe IPS MoxeT BbINONHATb
fedparMeHTauunio NakeTos, nepeynopagodmeaHme naketos TCP ona 3aWwuTbl OT NAKETOB C
n3MeHeHHbiMn SEQ n ACK Homepamu. Cuctema Suricata noggepxmnBaeT MHOr0o3afa4yHoOCTb, KAk
cnencteue obnagaeT BbICOKOW MPON3BOAMTENBHOCTBLIO, NO3BOASAIOWasA obpabaTbiBaTe Tpaduk 4O
10Gbit Ha obbl4HOM 060OpYyAOBaHMK, 1 MHOFOE ApYroe, B TOM YuC/ie NoHasA nogaep)xka opmata
npaswua Snort.

Mpy OTKPbLITMM MOAYNSA B OCHOBHOM OKHe 0TODpa3aTcs BKIaAKu «[eTekTop aTak Suricata»,
«HacTponkun», «lMpasuna», «<HacTponkn 06HOBNEHNI» N «)KypHan», NpX 3TOM BKNaAKa «[leTekTop
aTak Suricata» byneT akTuBHa.

[leTekTOp aTak

& Tyee AHccoH

JeTexTop aTtak Suricata HacTpoiku Mpasuna HacTpoiikk oGHoBAEHWIA HypHan

JetexTop atak Suricata 3aMyLLEeH
CucTerma obHapyHEHWA BETODMEHHA

BriknioumTe

MypHan R

0

[101477] <Notice> -- all 2 packet processing threads, 2 management threads initialized, engine started.
[101477] <Notice> -- Signal Received. Stopping engine.
[101477] <Error> -- [ERRCODE: SC_ERR_INVALID_SIGNATURE(39)] - Complete IP space negated. Rule address range is NIL. Probably have a 'any

or an address range that supplies a NULL address range

Bknagka «[etekTtop atak Suricata». Ha naHHON BKNafke oTobpa)kaeTcs COCTOAHUE CNyXObl
«[leTekTop aTak Suricata» C BO3MOXHOCTbIO «BbIKNOYNTL» (MK «BknounTe» ecnm cnyxba
BbIKJIIOYEHA), @ TaKXXe nocnefgHne cobbiTha XXypHana 3a TeKyLLyto AaTy.

HacTpouknu
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HeTexTop aTak Suricata Hactpoitku [Npaeuna HacTpoiiki obHoBAEHWIA AypHan
HuTepdercel

Buewnuve vHTEpdeACh -
BHyTpeHHHe ceTH BrewHHe ceTH

soa JloKaNEHLIE CETH - €% BHelHWe QManazoHel 3Apecos -
DMNS-cepeepa SMTP-cepeepa HTTP-cepeepa

soa JIOKaNbHBEIE CETH - saa JIOKaNbHBIE CETH - saa JIOKaNBHBIE CETH -
SOL-cepeepa TELMET-cepeepa SSH-cepeepa

soa JloKaNEHLIE CETH - 583 JloHaNEHLIE CETH - ioa JlOHaNEHBIE CETH -

Koutponnepw gomeHa

Bknapka «Hactposku». [laHHas BKiafAKa NnpefHa3HavyeHa 411 HacTPonkm paboThl AeTekTopa
aTak. [1ng KoppeKkTHOro npuMeHeHns 6asbl CMrHaTyp Moayns, HeobxoANMO yka3aTb pacnonoXKeHue
06BbeKTOB (ceTen, cepeepoB 1 NOPTOB), NOABEPIKEHHbBIX NPOBEPKE. 34eCb MOXXHO yKa3aTb
BHYTPEHHME N BHELUHWe CeTu, Anarna3oHbl apecoB pa3/IMYyHbIX CEPBEPOB, @ TaKXXe UCMOoJib3yeMble
nopTel. BceM 3TUM nepemMeHHbIM NPUCBOEHbI 3HAYEHNSA MO YMOJIHaHMNIO, C KOTOPbLIMU OeTeKTop aTak
MOXKET KOPPEKTHO 3anyCTUTbCA. 15 U3MEHeHUs KOH(Urypauum no ymoa4aHuio Heobxogumo
OTKPbITb BbiNaAaloLWwmnii CMMCOK B COOTBETCTBYIOLLEN A4eiKn 1 BbibpaTb HeobxoanMble 3Ha4YeHnsa 13
N3BeCTHbIX «MKC» NopTOB MM Anana3oHa agpecos, 3agaHHbIX MNonb3oBaTtenem «MKC». Jinbo B
COOTBETCTBYIOLLEN AYEKN B PYYHYIO YKa3aTb Heobxoammoe 3HaveHne. [1na s4eek «CeTu» u
«cepBepa» AONYCTUMbIMU SBASIOTCA CiefyoLlme 3Ha4YeHus: JoMeHHoe nMms (host.ru); ip-agpec
(192.168.1.1); ip-agpec/npedukc (192.168.1.1/24); ip-agpec:Macka (192.168.1.1:255.255.255.0);
AnanasoH ip-agpecos (192.168.1.1 - 192.168.1.254); nonb30BaTeNb; rpynna; J0KaJbHas,
BHYTpeHHAs, VPN, OpenVPN, WiFi ceTu; n opyrmue obbekTbl, KOTopbiMUK onepupyeT «MKCx».
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HTTP-nopTe SHELLCODE-nopTeI

@ hitp (80) 311 591 - 180 -
593 201 1220 1414

1830 2301 2381 2809

3128 3702 5250 /7001

i 7779 8000 8008

8028 8080 8088 8118

8123 8180 8181 8243

8280 8868 2090 2091

2443 9999 11371
ORACLE-nopTh SSH-nopTw
1024 - @ ssh (22) -

Ana a4eek «NopThbl» AOMNYCTUMbBIMU ABASIOTCA CeflyloLme 3HaYeHumsa: HoMmep nopTa (25, 110),
Avana3oH noptos (1000-2000), o6bekTbl NopT 3aBeAeHHble Ha «MKC». Ong a4erkn «SHELLCODE-
NopTbI» TaKXe A0MNYyCTUMO UCKJII0YeHMe NopToB, Hanpumep, !80. Mo ymMonyaHuio, aHanm3npyeTcs
TpaduvK Ha BHEWHUX nHTepdencax. 1na aHanmsa Tpadmka noKanbHowm ceTn Heobxoammo no6aBuTh B
none «BHewHne ceTn» 06beKT «JloKasbHble ceTU».

NMpaBuna

HeTekTop aTak Suricata HacTpoiku [paeuna HacTtpoiku obHoBNEHMIA HypHan

MpocmoTp Npaewn Q, =
Mpaeuna = Honwyecrso npasun MpHMeHHTE

Mpaewmna Emerging Threats v ~
= Mpaewna Positive Technologies Open Ruleset (Attack v
Detection)

pt-rules.rules 358 v

= Mpaewna c snort.org
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Bknapka «IMpaBuna». B faHHON BKNagke oTobpaxatoTca BO3MOXXHbIe 6a3bl MOAYyNa AeTekTopa
aTak. CywecTByeT Tpu 6a3bl NpaBmn: NpasBuaa ¢ canTa snort.org, MPEKOMMNUANPOBAHHbIE NPaBuia C
cavTa snort.org n npasuna Emerging Threats. Kaxpaas 6a3a conepxuTt B cebe Habop ckaynBaembix
annoBs, B KaXXA0M (halne cogepxmTca Habop npasw, 06beanHEHHbIX MO Lenn 3awuTbl. 4na
paboTbl Habopa Npasua 13 6asbl, Heobxoanmo 4Tobbl AaHHasA 6a3a bbina ckavyeHa (CM. onucaHune
BKJTAAKMN «HAcTponKa 06HOBNEHNIA»), ecnn 6a3a He CKayeHa, TO HaMpPOTUB KaXXaoro hana byaet
HaZNUCb «He 3arpyxeHo». Ecnu 6a3a bbina 3arpy>xeHa, To BO3MOXHO BbIOpaTh NpUMeHeHne BCew
6a3bl UenMKoM, 0TMeTUB (h1aXXOK B CTONBUE «NPUMEHNTL». Ecn HeobxoanMMO NPUMEHNTb
onpegfeneHHbIn gann nnn HaobopoT He MPUMEHATL ero, To HE0BX0ANMO OTMETUTb (PJIAXKKOM B
cTonbue «NPUMEHNTL» COOTBETCTBYOLWMIA hann. HanpoTMB KaXXAoro aisia NokasaHo Kakoe
KOJINYECTBO NPaBWA TOT COAEPXUT. B MpaBOM BEPXHEM yry pacnosiaraeTcs nomck no Ha3BaHuo
thavna unm no id npasuna B panne.

Ins npocmoTpa npasun v Beibopa AenCTBUS HEOOXOANMO KANKHYTb N0 UMEHU (haina, byneT
OTKpPbLITO HOBOE AManoroBoe okHO ¢ Tabauuen. Tabnuua nmeeT cnegytowme nons: id npasuna -
HOMep NpaBWna; NPUOPUTET - 3HAYEHUE Yrpo3bl; NPefynpeXaeHne - onncaHne NPoM3BoanUMON
aTakuy; KnaccugurKkaums - K KakoMy KlacCy OTHOCUTCS aTaka; AeNncTBme - onpefenseT, 4To
Heobxoanmo caenaTb Npy 0bHapyXeHUn gaHHoW aTaku (alert - 3anuweT B COBCTBEHHBIN 0T
obHapy)XeHune 1 NponyCcTuT, drop - YHUYTOXUT nakeT, allow - nponycTuT, reject - YyHUYTOXUT nakeT
N YyBEAOMUT OTMNPABUTENS O fAHHOM COOLITUN); BKIOYEHNE/BLIKIOYEHNE COOTBETCTBYIOLLErrO
npasuna. Kaxabin ctonbew B Tabnnue MoxeT BblTb OTCOPTMPOBAH MO COAEPKUMOMY.

Mouck paboTaeT no Bcem ctonbuam. K pesynbTaTam NOMCKa BO3MOXKHO MPUMEHEHWE rpynnoBOro
AencTBus. Takxe rpynnoBoe AeNCcTBre BO3MOXXHO MPUMEHNTb K MPaBWJiaM BblAeI€HHbIM Npwn
nomoLum ctrl+neeas KHOMKa MblLUN.

HacTtpouku oOHOBNEeHUM
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HeTekTop aTak Suricata HacTpoAku [Mpasuna HacTtpokku oBHoBNEHWIH HypHan

[Mpaswna obHosnexsl 10.06.2020 10:14

Qinkcode

+ | YrTaHaenueaTs npaswna Emerging Threats

Positive Technologies Open Ruleset (AttackDetection)

MpoeepaTes HaNK4Me oBHOBNEHWA NPaBEKA

OGHOBMTE [poeepuTE HANHYWE OOHOBNSHWA NPABMA

Bknapgka «HacTpoiku ob6HoBneHmni». [laHHas BKNagKa npeaHasHavyeHa Aas HaCcTPOWMKM npolecca
obHoBNIeHU NpaBua Moayna. CywecTByeT 2 KOMNaHWUM, KOTOPble akTUBHO 3aHMMaloTCA pa3paboTkon
npaBui AN8 cCUcTeM NpeLoTBpaLleHns BTopxxeHun - Sourcefire n Emerging Threats.

Ana Toro 4Tobbl ckavyaTb 6a3bl «[paBuna c snort.org» HeobxoaMMO:

e 3aperncTpumpoBaTbCs Ha canTe Snort.org (Npy HEOBXOANUMOCTM CTaTb NOAMNUCYNKOM Ha
obHoBNEHUS NpaBun),

Mony4ntb Oinkcode ons ckaymBaHWs NpaBuil, HAXOAUTCS B IMYHOM KabuHeTe Ha canTe
snort.org,

BeecTtu ko B none «Oinkcode»,

e OTMETUTb CNeAyoLNA 33 3TUM NOoSEM (h1aXKOK B TOM CJlyyae, eCaun Bbl 4ENCTBUTENILHO CTann
noANMCYNKOM Ha 0BHOBIEHNS MpaBu,

CoxpaHunTb.

MpaBnfia MOXXHO CKavyaTb NPY YCA0BUN HANMYMA OOHOro Nnwb Koda. ObpaTtnTe BHUMaHME Ha
OT/InYMe NpaB NoANNCHNKA OT 0BbIYHOIr0 3aperncTPUPOBaAHHOIO Nob3oBaTeNs. Mocne yaaqyHoro
CKayMBaHWs NpaBua OT AaHHOro paspaboTymka, oHm ByayT oTobpa)kaTbCs BO BKNaake «lpaBuna»
6e3 NoMeTKM (He 3arpy>xeHo).

Ana Toro 4Tobbl ckavaTh 6a3y «Mpasuna Emerging Threats» n/wnu «Mpasuna Positive Technologies
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Open Ruleset (Attack Detection)» nocTaTo4HO NOCTaBUTb (hiarn «YcTaHaBAMBaTh npasuna Emerging
Threats» u/unn «Positive Technologies Open Ruleset (AttackDetection)» n coxpaHuTb U3MeHeHUs.
Ewé oanH napameTp, KOTOPbLIN BO3MOXXHO HAaCTPOWUTb Ha AAaHHOW BKNAJKE - 3TO NPOBEPKa Haanyus
obHOBNEHUI NpaBus, KoTopble Obln 3arpy>eHbl. Ecnun bbin ycTaHoBReH ¢nar «lMpoBepaTb Hanmyme
obHoBMEeHWU NpaBu», To B 3agaHHoe BpeMa VIKC ByaeT npoBepaTb Hamymne JOCTYMNHbIX
0bHoBNIEHUI. EC/IM TaKoBble eCTb, TO MPOU3BEAET CKayKy HOBbIX NPaBul.

XypHan

OTobparkaeT CBOLKY BCEX CUCTEMHbIX COOOLLEHMI MOAY A C yKa3aHWeM faTbl Y BpeMeHU. XKypHan
pa3fesieH Ha CTPaHUUbl, KHOMKaMmn «Brepen» U «Ha3ag» BO3MOXXHO NepexoinTb CO CTPaHMULbl Ha
CTpaHuuy, mbo BBECTM HOMep TpebyeMol CTpaHuLbl. 3aMWUCK B XXYPHae BblAeNAoTCS LLBETOM B
3aBMCMMOCTHM OT BMAa coobuieHns. Obbl4Hble COOBLLEHNS CUCTEMbI OTMEeYeHbl HenbiM LiBETOM,
Co0bLEeHNSA 0 COCTOAHMMN CUCTEMbI (BKJTIOYEHNE/BLIK/TIOYEHNE, NOAK/IOYEHNE NOSIb30BATENSA) -
3eneHbIM, NPefyNpPeXAeHNs - XeNTbIM, OWNOKN - KpacHbIM. B npaBoM BepxHeM yray Moayns
HaxX0AMTCA CTPOKa MOUCKa. A TakXe BO3MOXHOCTb Bbibopa neprofa oTobpa)keHus xypHana
cobbiTnin. Mo yMONYaHUIO XXYpHan oTobpaxkaeT cobbiTnA 3a TekyLyto aaTy. Mpu HeobxogmmocTun
MOXHO COXPaHMTb AaHHble XXypHana B (halis, HaXkaB KHOMKY «IKCMOPT» WA YAAJIMTb AaHHble
XKYpHana, 3a onpefeneHHbIN NePUOS, HaXKaB KHOMKY «YaanuTb NIorn».
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