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TyHHenb - 3T0 MeXaHn3M No3BoAAWMNIA 06beANHNTL OBE YAANEHHbIE N HE CBA3AHHbIE (PU3NYECKM
CETW B €4MHYI0 JIOrMYecKyto CTpYKTypy. CTaTu4yeckne TyHHeNN NCNob3yloTca ond 00beanHeHns
HECKObKMNX JIOKa/IbHbIX CETEN B OHY: HanpuMep npu 06beanHeHNN HECKONbKUX YAANEHHbIX
0h1COB B OAHY JIOKAJIbHYIO CETb TakuM 0bpa3om, 4Tobbl M0SIb30BaTENN OQHON CETW MOT N
obpalwaTbCs K pecypcam apyrux. TYHHeNN HaCcTPanBalOTCA Ha NOrPaHMYHbIX MapLUpyTU3aTopax 3TUX
CeTen 1 BeCb NMPOMEXYTOYHbIN TpadUK NnepefaéTcs Yepes MHTEPHET NHKAMNCYMPOBaHHLIM B IP namn
GRE-nakeThbl.

B MKC Bbl MOXXeTe HaCcTPOUTb NOAK/IOYEHNE MeX Y CepBepaMmn CTaTU4eCcKnum TyHHenem no IPIP nan
GRE npoTtokony.

lNpoealgepel U ceTH BHewHKe ycTpoicTBa MoHuTOp NpoBaiigepos HypHan

Cetu »

#ta JIOKansHaa ceTk

[MpoBarnepkl ¥

£ Mpoeaigep

TyHHeu » 4 Tynxens IPIP
48 Tynnens GRE

1) TynHens OpenVPN

O6bI4HO BbIOOP TUMNA TYHHENS 3aBUCUT OT NPOMEXXYTOYHbIX NPOBaNAEPOB, KOTOPbIE M0 KaknM-1nbo
npyvyYnHaM oHM mMoryT 6sokmpoBaTb Tpadduk GRE nam IPIP 4To NpnBOANT K HEBO3MOXXHOCTH
MCM0J1b30BaHUSA KaKoro-To O4HOr0 TuMna TYHHens. MpuHLMNManbHOM Xe pasHULbl MeXxay 3TUMu
TUNaMKN TYHHesNIen HeT.
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JNo6aenexue TyHHens IPIP

OBLHe HACTPORKK

Hazsanne ~

Namnoseii TyHHENb

BreuwHmii nuTepdeic

& Mousbiii nposaiiaep
(192.168.170.134/24)

JoxanuHulil ip-agpec Tynsens *
10001

NokansHbie ceTy

MTU

Wcnoneaoeate NAT

HacTpoiiku wudposania

BHewwHuii ip-aapec yaanexHoro cepeepa ™

192.168.187.14

YaaneHHuIA ip-agpec Tyunena ™

10002

YpaneHHsie ceTn

ABTOMATHYECKW CO33BaTE MapLUPYT A/1A YAANEHHLIX CETeil

NobBaeurs Otmena

Nob6asnenune TyHHens GRE

O61Me HACTPOIHKK HacTpoiiku wudposarns

Hazsanme *

Knacchsii TyHHens GRE

BHelWwHHA unTepdeiic

& Mouwnuiii nposatinep -
(192.168.170.134/24)

TNokankHii ip-afpec TyHHens *
10001

TokaneHeie ceTh

MTU

ABTOMATWYECKW CO30,38aTk MapLLUPYT ANA YOANEHHLIX CE

Wcnonszosate NAT

Knioy GRE

BHewwHHi ip-aapec yaaneHHoro cepeepa

192.168.187.14

Ypanex LIt ip-aapec TyHHena -

10002

YnanexHsie ceTn

>

Tel

DoGaenTs OTmMeHa

HacTponku TyHHeslen TakxXe He oTanYatTcsa. Bam Heobxoammo ykasaTb, Ha KakKOM UHTepdence
OyneT HaCTPOeH AaHHbIM TYHHENb U NPONMCaTb NapaMeTpbl MapLUPYTU3aLUN: BHELIHNI aapec
yAa/leHHOro cepeepa, agpec JIoKaabHOW CeTU N agpec yaalleHHOW ceTU. AHaNOrMYHbIe HaCTPOMKM
HeobxoAMMO Npon3BeCTN Ha APYrOM KOHLLE TOHHenNS.

Ba>xHO: 0515 TOro, 4Tobbl TyHHeNb paboTan KOPPEKTHO, HEOBXOANMO, YTOObI B MEXXCETEBOM 3KpaHe
NKC 6bin paspeweH GRE-Tpagmk, a Takxe pa3peLleHbl BXogdlime CoeanHeHNs ¢ ip-agpeca

yOaJIEHHOr o cepeepa.

IPsec (cokpalueHue oT IP Security) — Habop npoTokosi0B Ans obecneyeHns 3aWwnTbl 4aHHBIX,
nepegaBaeMblX N0 MeXCeTeBOMY NMPOTOKONY IP, No3BONAET OCYLLECTBNATL NOATBEPXKAEHNE
NOAJINHHOCTW W/Unun WwudgpoBaHme IP-nakeTos.
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HobasneHne TyHHens IPIP

OBLWMe HACTPORKK HacTpoitku wuopoeanua

+ WcnonezoBaTe WK poBaHHe

Koy wmdpoeaHma

HacTpo#kun pna dasw 1 HacTpo#ku ona daze 2:
Pemum paboTel MpoTokon
rmain - ESP -
AnropuT™ WHGpOBaHKA PFs
aes256 - 15 - modp3072 -
ANropMTM XelHMPOEaHHMA ANropUTM aYyTEHTHOHHALMK '
sha2_384 - hmac_sha2_384 -
DH-rpynna AnNropuT™ WKdpoBaHHA
15 - modp3072 - aes256 -
Bpems mmzum Bpema #muzHu '
Fa e
28800 CEH. 1200 CEH.
S L

JobaeuTh OTmMeHa

3alwunTa nepeaayn AaHHbIM MO TYHHeNAM N03BosiseT n3bexaTb MHOrux npobsiem, CBsizaHHbIX C
YyTEYKON UH(DOPMALUN 1 MNONYHEHNS JIOXKHBIX JaHHbIX. Bbl MOXeTe 3alnUTUTb TYHHESbHbIN TpaduK,
nepengs Ha Bknagky «LuposaHme» 1 yCTaHOBUB (h1aXKoK «Mcnonb3oBaTh WndpoBaHue». Mocne
3TOr0 Bbl MOXXETe Npoun3BecTy HeobxoAnMble HaCTPONKKN NapaMeTpoB. BHumaHue! [aHHyto
npouenypy HeobxoanMMo Npon3BecTn Ha 06oMX KOHLAX TYHHeNs, B NPOTUBHOM C/ly4ae nepegadya
JaHHbIX paboTaTb He bygeT.

OpenVPN - ceobogHasa peanusaumnsa TexHonorum VPN ¢ OTKPbITbIM UCXOAHBIM KOAOM A8 CO34aHUs
3aWM@POBaAHHbLIX KaHaJI0B TUMA TOYKA-TOYKA UM CEPBEP-KIMEHTbI MeXAy KoMrnbioTepamu. OHa
NO3BOJISET YCTaHaBAMBATb COEANHEHNSA MeXAY KOMMNbloTepaMu, Haxoasawmmmcs 3a NAT-firewall, 6e3
HeobX0ANMOCTN N3MEHEHUSA NX HAaCTPOEK.
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HobaeneHune TyHHena OpenVPN

OCHOBHBIE HACTPOHKK LLIndpoBasme U CepTUdMKaTEI
Hazpanme ™ Apnpec cepeepa
NMyywmii TyHHens OpenVPN 10.100.00
MpoTokon MopT cepeepa”
UDP - 1194

Mcnonezoeate NAT

NobaeuTs OTmMeHa

Cnctema TyHHenen OpenVPN nocTpoeHa Takum 06pa3oMm, YTO 0fHa M3 MallnH BbibupaeTcs
CepBepoMm, a BCe OCTaslbHble - K/IeHTaMW. Ha cepBepe nponuncbiBaeTcsa afpecaLmns NpocTpaHCTBa
BHYTpu openVPN-ceTun (pekoMeHayeTCs OCTaBUTb 3HAYEHME MO YMOJIHaHUIO) U pa3MewatoTcsa SSL-
CepTUgUKaTbl, @ Ha KIMeHTaxX YKa3biBaeTCs BHELHW ip-afpec cepBepa. TakXXe, yKa3biBaeTca nopt
obMeHa faHHbIMW, YTO MO3BONSAET NOAKIYATLCA K CepBepY, KOTOPbIA HAXOAUTCS 33 MEXCETEBbIM
3KpaHoM uan NAT, npy NOMOLLW nepeHanpasBiieHNsA NOPTOB .

YT106bI NPONUCATbL HEOBXOAMMbIE CEPTUMMKATLI OT CEPBEPA KJIMEHTAM, CAeNaNTe cneayollee:

1. Ha cepBepe Heobxoamnmo co3patb OpenVPN-ceTb

Mymm-OpenVPN (10.8.0.0/24)
t OperVPN-ceTe

Ip-appec/Mpeduxc: 10.8.0.0/24
MpoTokon: udp
Mopt cepaepa: 1194
KopHeroii ceptudmkat: M KopHeeoii cepTudmKaT
CepTudmrar cepeepa: MF Mymiu-OpenVon

MogpoGxee... HacTpoiku agTopuzaLmm & BrirpyzuTb cepTHOMHATLI YoanuTe PenakTHpOBaTL BelKnMHTE ~

2. Co3aaTb NOMb30BaTENS A5 MOAK/YEHNUS U OTKPbLITL €My A0CTyn B Moayne OpenVPN
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VPN-cepeep HacTpoiiku MNonb3oeatenm Tekyme ceaHcsl CobbiTus ypHan
YoanuTe Buikniovute - PepakTupoBaThL
. ~ " Vpn- .
Mma TNorux Ip-agpeca w2 Vpn-ceTei Aoctyn OpenVPN-pgocTyn
= I8 KopHesan rpynna -
B Cembn
Il [onuna
B Npyzea
2 Tyee Axccon root
L -
= Mymu- t | 1 Mymu-OpenVPN
YMU-TYHHE TS unne (10.80.0/24)
3. Bblrpy3I/ITb CepTM¢)MKaTbI B MHOMBMNAYaJIbHOM MOAYyJie NoJZib30BaTeNA

CocTosHue CBopHbIf oTYeT IP/MAC-agpeca lMpasuna v orpaduuenms Mouta v Teneponua Mepexanpaenexus OpenVPN Mpunoxenns CraTucTuxa >

OpenVPN-gocTyn AnA NoNL30EaTENA EKAHEH B (1) Mymu-OpenVPN (10.8.0.0/24)

' [epenaTs KIMEHTY MapLUDYT N0 YMOMHaHWHK

MMepepaTe KAKEHTaM MapLIPYTLI A0 ceTel YnaneHHsie ceTH

CepTudHKaT KAHeHTa

# Mymu-OpenVPN_MyMu-TyHHENb -

OBHOBUTE BuIrpy3uTs cepTUdMKATEI

4. PacnakoBaTb CKa4YaHHbI apXmB C cepTudukaTamu 4as NoAKAYEHNS N UMNOPTUPOBATb KOPHEBOA
N KOHEYHbIN CepTUPUKATbI Ha KIMEHTCKON CTOPOHE

3aumra > & AIMUHHCTpATE x 7
Yaanm MpocMotp cepmdmara & Mmnopr & Sxcnopt - Q c
. Hazgame Tun ceprudmiara SakpurTii ot Cozpan Neiicreyet go Wms wm agpec xocta
-punsTp
-punsTp S & #¥ Ceprvmatel
© # Kopresoit cepTudunar ca sawndposan 21112019 21.11.2020 testru
# OpenVpnNetwork?_tunnel Konessisii cepridurar He 3aLLMpposaH 21112019 21.11.2020 tunnel
# Autogenerated Asterisk_5dd662397b8cd0.69169904  KoreuHsili cepTudusaT He 3aLLMBPOBAH 21.11.2019 22112029 ics-asterisk
# Autogenerated GUI_5dd662385501d3.90975404  Koneunulli cepTudusar He 3aLndposaH 21.11.2019 22112029 ics-gui
# Autogenerated MailServer_5dd 16.61 Hore sl He 3aLUMbposaH 21.11.2019 22112029 ics-mail-server

5. Mocne 37oro MMNOPTMPOBaHHbIE CEPTUDMKATLI MOXHO ByaeT BbIOpaTb Ha BKagke
«WndposaHue» npu cozpaHum tyHHens OpenVPN
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HobaeneHne TyHHens OpenVPN

(OCHOBHBIE HACTPOMKK LLngpoeaHue U CEPTUHHKATEI

ANropuT™ WKdpOoBaHHA ANropMTM XELIXPOEaHHA

AES-256-CBC - SHAZ256 -

Brnrovute cmatue LZO
link-MTU *

1500 -

KopHesoH cepTudmKaT CepTHduHaT KnHeHTa

#§ KopHeeoii cepTudukaT - # OpenVpnNetworkl_tunnel -

Konkon TLS aBTOpH3aLHH
# Fal
# 2048 bit OpenVPN static key

----- BEGIM OpenVPHN Static key V11—
7dbb7d87c3bTe3bd745211888bcbbIef
95242e4cchbBT6bf3T2552f3902339c4 8 N

CoxpaHMTL OTMeHa
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