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WHauBuayanbHbIW MOAYb NOJsIb30BaTeNS

NHOnBMAYaNbHbIN MOLYNb UNN UHAMBUAYaAbHAsA CTpaHUUa Monb3oBaTens/rpynnel NnpegHasHavyeHa
ANS NPOCMOTPa N pefaKTUPOBaHNSA BCEBO3MOXHbIX HAaCTPOEK A1 onpeaeneHHoro
Monb3oBaTens/rpynnbl. 0na Toro 4106bl OTKPbITh MHANBUAYASbHBIA MOLYb HE06X0AMMO B MeHI0
«[Monb3oBaTenn 1 ctaTucTuka» - «fonb3oBaTenn» BolibpaTh MHTepecytoLwero Monb3oBaTens/rpynny
M HaXXaTb N0 ero nMeHn. OTKPOeTCA HOBOE OKHO, B KOTOPOM ByayT cnefytowne BKAALKN:
«CocTosiHne», «CBogHbIN oT4yeT», «IP/MAC-agpeca», «lpaBnna n orpaHn4yeHns», «fovta un
TenedoHusa», «MepeHanpaBneHus», «Ctatuctmka», «CobbiTnsa».

CocTosiHMe

Ha naHHOM BKNaaKe BO3MOXXHO: BbIKNOYMTh MNonb3oBaTens (Ha 5 MuHyT, 30 MuHyT, 1 4ac, 1 oeHb
NN 3adaTb AaTy W BpeMS 00 KOTOPOro byaeT BblK/OYEH NOJIb30BaTENb) MM peaakKTMPoBaThb
(popma pepnakTMpoBaHUs aHanornyHa opme nobasneHus nonb3osatens cm.n. 1.1.1). Ctout
OTMETUTb, YTO pefaKTUPOBaHMNE, BbIKJIDYEHNE UK YAaNeHNne CUHXPOHM3MPOBaHHbIX [onb3oBaTenen
13 LDAP/AD He BO3MOXXHO. TakXe Ha JaHHOW BKNagKe 0Tobpa)kaeTcs: CTaTyC (BKAOYEH/BbIK/IIOYEH);
NorunH B «MKC»; nornH gna agpecHon KHUIru; npucBoeHHble IP-agpeca Monb3oBaTenio; CTaTUCTUKA 3a
[eHb, HeJ e, Mecsl; CKOpoCTb TeKyLWero coeanHeHns MNonb3oBatens B 6anNT/Cek U NakeT/cek.

= Tyse AHCCoH

CocTosHue CBofgHbIl oTHeT IP/MAC-agpeca [paBuna 1 orpaHU4eHns MouTta 1 Tenedonua [NepeHanpaeneHna >
. Xemynb
R [lonsz08aTeNs
Obwee
”"' PenakTHpOEATE BhIKNHOMHTE - =
CTaTyc: BRAKHEH
TNorvH ana aapecHon KHWMM: cn=Xemys, ou=lonuHa, ou=Kopxeeaa rpynna, de=ics, de=local
CropocTs: BanT/cek » 1590 , NaxeToa/cex »0.03

Ip-appeca: 1921681743

CTaTUCTHKA
33 ogHe: v 2.42M
3aHensn: »242M
3aMmecay; »2.42M

CBOAOHbIN OTYET

JaHHas BKNafka oTobpaxkaeT npel HaCTPOEHHbIN CBOAHbIA 0TYeT Mo lNonb3oBaTento. KoTopbii
BKJIlO4aeT B cebs: obwme gaHHble Monb3osatensa (CtaTyc, JIorvH, JIornH ons agpecHon KHUru, ip-
agpeca, CkopocTb, CTaTUCTUKY 3a O€Hb, HEeLeN, Mecsl); CTaTUCTMKY Mo YacaM
BXOAALLEero/mcxoasLlero Tpauka 3a TekyLiune CyTky; Ton 5 ip-agpecos Uan JOMEHOB; a TakxXe Ton 5
KaTeropui, K KoTopbiM OTHOCUTCS HapaboTaHHbIN Tpaduk. Bknagka «IP/MAC-agpeca». Ha naHHOM
BKJIaJKe pacnonaratTcsa KHOMKKU: «[obaBuTb», «YaanuTbe» U «PefakTupoBaTb». [1py HaxxaTum Ha
«[106aBUTb» BO3MOXXHO 3a4aBaThb ip-agpeca KOHKpeTHOMY [Monb30BaTeNo, NpY 3TOM eCnun
Monb3oBaTeNb akTMBEH B ceTU, TO «MKC» onpenennTb ero mac-agpec. lNpun BolgeneHnm nons c ip-
alpecoM MOXXHO CBAi3aTb 3a4aHHbIN ip-afpec ¢ mac-aJpecoM yCTponcTBa WM yaanunTb AaHHYIO
nHdopmauwmio. Npun 3agaHnn mac-agpeca, ecsv lNonb3oBaTenb akTuseH, «MKC» aBTomMaTmnyeckun
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BblAeNNTb eMy ip-agpec. Mpu pefakTUpoBaHUM nau LobaBneHUM BO3MOXHO 3aaTb KOMMEHTapUn K
ip-agpecy nnnm mac-agpecy.

CocToaHue CeogHbIA OTYeT IP/MAC-agpeca Mpasuna W orpaHn4esns Mouta u TenedoHua MNepeHanpaenexua OpenVPN Mpunomenu: >

Hemyne
MonezosaTens
CTaTyc: BRIKMEH
TNorvH oA agpecHon KHuri: cn=Xemyns, ou=[lonuHa, ou=KopHeean rpynna, de=ics de=local
CropocTe: GaiT/cek »36.40 414 14, naxeTos/cex »0.07 .0.07

CraTucTiKa: 3a gevb v2.42M .329.04K, 23 Hepemo »2.42M 4329 .04K, 3a mecay, »+2.42M .329.04K

21.112019-21112019  Cerogua Hegens Mecay Dpyroi nepuog, ~ ]
Mo yacam Mo KaTeropuam
’ @ E Mouckoskie cucTeMsl
M MOMCKOBBIE CHCT... MoucKoBkLIE CHCTEMBI
%
25%
T T T T T T T T T T T T T T Tpr3M
O 1 et L A v & 7 L -0 10 11 2y 13
KomnetoTepel u MuTepHeT
Ton 5 ip-agpecoe U LOMEHOB
® zoogleru 117 @
@ tripsecretsru 49
@ admeru 3
@ gstaticcom 33 17% OcTansHele
CocTodHue CBOAHBIA OTYeT IP/MAC-agpeca Mpaeuna 1 orpaHudeHns MoyTa u TenedoHmna Mepen >

. 192.168.17.43
OuHamuqecxuit ip-agpec & Xemyne

74:d4:35:3b:0e: 2f
Mac-agpec

NMpaBuna n orpaHu4YeHus

Mo3BoNsieT 3aaBaTb NPaBWIa, OrPaHUYEHNS, KBOTbI Y MApLLIPYThl aHasI0rM4yHo Moyt «Habopsbl
npaBwu». 10 yMONYaHWIO YCTaHOBEHbI NMPaBUIa A8 POJIN K KOTOPON OTHOCMTCS AaHHbINA
Monb3oBaTesnb. [PaBMAIO MO YMOMYAHUIO YAAINTb HE BO3MOXXHO.
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Cocroaxue CeoaHbIM OTHeT IP/MAC-agpeca Mpaenna v orpaHUyeHus MoyTa u Tenedoqua MNepeHanpasneHna OpenVPN >
BuBUIOYHTE = MonpoBHee Q o
Mpaeuna

0 Pazpewuts goctyn Ha agpec W Jom, cemes, x0G66n, W WuTepHeT-oubnnotexn, W MckyccTeo
Pazpeluaolles NPagMno NpoKoH

OrpaHM4MTh CKOPOCTL BXOAALLEND TPadkKa Ha agpec 4F BHewHWe quanasoHsl agpecos no 8 Kbait/c
MpH NPeELILIEHAK BXoAALLErD B AeHL 50 M6 & Henemo 128 M6 & mecay 512 M6

KeoTa
Habopel npaemn

. Habop npaswn ana ponu HuTens
Habop npasmn

B CHEHMPOESTE TREGHK © NOMOLLEID KOHTEHT-@WNET RS, BRiBecTH cooberne "HemenatensHell korTerT!”

L7 Zanpetwrs gocTyn g4nA npuaoseqnil TELEGRAM, SKYPE

BelkmounTs  ~

MouTta u TenedoHusn

[aHHas BKNagka npefHasHavyeHa ans co3fgaHns TeneOHHOro Homepa Wan rNoYTOBOro ALMKa
Monb3oBaTeng.

CocTogHue CBOOHEIA OTYeT IP/MAC-anpeca [Mpasmnz 1 orpaHuyeHus Moyta u Tenedonua MepeHanpaenet >

DTnpaBMTb [bAHC C!‘ c

MoyToBLIE ALWMKK M CCBIIKK

G collectmaster@mumi.dol
[MoMTOERIA ALLMK

TenedoHHble HoMepa

J 123

NMepeHanpaBseHUs

JaHHas BKNaJKa No3BONSET 3a/aTh NENCTBME NPK HE O0TBETE Ha TeNedOoHHbIN Bbi30B Mosib30BaTeNs.
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< [paswna W orpaHuyenmna MoyTa 1 Tenedoxmna MNepeHanpaeneHHa OpenvPN Mpunoxenua Crate >

Q

NobasuTs

Mpu HeoTeeTe HoMepa oF 111 nozeoHuTe Ha o7 322, .J 223 wmpate oteeta 15 cek.
MNepeHanpaeneHne Np HeoTeeTe ([pK HeoTeeTe MyMU-TPOAA NepeaNpPecoBaTE BbI30E CHOPKAaM)

Mpu HeoTeeTe HoMepa [ TycHA nozeoHMTE Ha oJ 101
MepeHanpaBneH1e NpH HEOTBETE

Ecnn y nonb3oBaTens co3faH TenedoHHbIn HoMep 1 B UKC co3aaHbl MNepeHanpasfieHns, B KOTOPbIX
3TOT HOMep YKa3aH B none «[pn HeoTBeTEe HOMepa», TO BO BKNaake byayT oTobpa)keHbl BCe Takue
nepeHanpassieHuns. Mpu 3ToM, Te NepeHanpasB/ieHNs, B KOTOPbIX 3TOT HOMEP YKa3aH Kak
€AVHCTBEHHbIN, ByAyT OOCTYNHbI K pedakTUPOBaHMIO.

OpenVPN

Bknapoka «OpenVPN». OTobparkaeT goctynHo nu MNonb3oBaTento ncnonb3osaHne OpenVPN
coeanHeHmne. B cnyyae, ecnv He [OCTYMNHO, TO BO BKNagKe byaeT oTobpa)keHo MHGOpMaLMOHHOe
coobuieHmne «Bknounte OpenVPN-gocTyn ana nonb3oaTtensa B moagyne VPN». B cnyyae, ecam gns
Monb3oBaTens bbi1o nobaBneHo paspeweHne Ha ncnosb3oaHne OpenVPN B MeHto - CeTb - VPN -
BKJ1laZKa «[lofib30BaTenn», TO CTaHYT LOCTYMNHbI CAefyolne napameTpbl HACTPOMKK: nar
«MepenaTtb KJVEHTY MapLUpPyT Mo yMO4aHMIO» (yCTaHaB/IMBaeT Ha MOLK/I04aeMOM YCTPONCTBE, B
KayecTBe Wto3a no ymondaHuio, «MKC»); none «fepefaTb KANEHTY MapLIPyTbl OO CETEN»
(no3BonseT nepenaTb Monb3oBaTento MHMopMaunio 06 ykasaHHbix LAN); none «YganeHHble ceTn»
(no3BosniseT 3agaTb napbl IP-agpec/mMacka, pacnosioXXeHHble 3a YCTPONCTBOM losib3oBaTens); nosne
«CepTndurKaT KIMeHTa» (No3BoadeT BblbpaTbh KOHEYHbIN cepTudukaT A4 MNonb3oBaTens); KHONKK
«CoxpaHuTb», «OBHOBUTbL» U «BbIrpy3uTb CEPTUPUKATbI».
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OpenVPN-gocTyn ona nonk3ceatena extoqed e (f) Hoeaa OpenVPN-ceTs (10.8.0.0/24)

MepegaTs KNMEHTY MaPLUPYT N0 YMOAY3HHED

IP knuenTa (onUMoHaNBHD)

MNepenaTe KNMEHTaM MaPLIPYTL 40 CETEH

YoaneHHsle CceTH

CepTUdMHKAT KNHeHTa ™

#F Hoeaa OpenVPN-ceTs_AAMWHUCTPaTOP

CoxpaHHTh

CtaTuctuka

OGHOBUTE

Brirpy3uTh cepTHhHKATRI

JlaHHas BKNajka NpefAcTaBaseT KOHCTPYKTOP oT4eTa no Mosb3oBaTento. HacTpoiika aHanormyHa
MeHto - «[0/1b30BaTENN U CTAaTUCTUKA» - «YNPaBJeHUE 0THETaMn» - «KOHCTPYKTOP OTHETOB».

< Touta u TenedoHMa

Lt Mo vacam
@& Ton 5 HazHa4eHHIA

L Ton 5 ip-agpecos 1
noMeHoB

Ll AXTHMEHOCTE
NoNE30EaTENEM

MNepenanpasnenns OpenVPN [Mpunoxenus CTaTUCTHKa CoBeITua
21112019- 21112019 Cerogna Hepens Mecay Npyroi nepwog, - =
X Swcmopr -
¢, '

@ hitps:fgoogleads. g doubleclick net/pagead/conversion

@ https: Fwww.google.ru

@ hitps: fripsecrets.ru

cp 1 M3l [MokazaHel 3anmucK 1 -3 mz 3
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CoObiTHUA

[aHHasa BKnagka npeacTtaBadaeT CnnMcok cobbITUIN NoNb3oBaTENS.

< Touta n TenedoHua [NepeHanpasnexuns OpenVPN Mpunomenus CTaTuCTHKa CobbiTHa
21.112019-2111.2019 Cerogua Hepens Mecau Npyroi nepwog, - =
|
J

Mac-anpec 74:d4:35:3b:0e:2f 6o1n nobasnex Nnonk3osaTeno XeMynk nons3oeatensmM Tyse Anccod
MonszosaTens Xemyns D=0 nookn04ed ¢ agpeca 192.168.17.43 4epez mac-aeTODM3aALMEO

Pazpeluarolles Npasuno Npokck Ha aapec Mom, cemed, x066u, MuTepreT-Guinuotexn, . Belno nofasneqo Nons30saTeno XemMyis NoNk30saTensm Tyee
AxccoH

Pazpeluarolles Npaskno Npokck Ha aapec oM, ceMed, x066u, MHTepHeT-GulnMoTeRy, ... noNs308aTENA XeMyb O:lN0 M3MEHEHD NONL30EaTENEM TyRe
AxccoH
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