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IobaBneHue n MMNOPT NoJsib30oBaTesien

Monb3oBaTeNb - 3TO 06BLEKT NPOrpaMMHOro Komnnekca «MKC», K KOTOPOMY NMPUMEHATCA
pa3nyHble NONNTUKM U NPaBuUIa, a Takxe cobmpatTcs CTaTUCTUYeCKMe AaHHble. [onb3oBaTenen
MOXXHO 06BbeAUHATbL B rpynnbl 419 Ha3HaYeHUs 06LWMUX NpaBua 1 orpaHnyeHnin. Ins nepeHoca
co3faHHoro Mosib3oBaTens B rpynny He0bxo4MMO BbIAENNTb €r0 1 NepeTalnTb.

Ona nobasnerHus MNonb3osaTenen nam rpynn MNonb3osatenen B «<MKC» Heobxoammo nepenTun B
Molynb «lonb3oBaTenn» u BbIbpaTb OAMH U3 TPeX BO3MOXHbIX Criocobos fobaBneHuns:

e [pn nomoLLn KHONKN «[1obaBnTb»
e [Tpy nomoLun KHonKn «MacTtep»
e [Tpy nomoLn KHonkn «imnopT»

[NobaBneHue nonb3oBaTens

B ocHoBHOM OKHe Moayns «lonb3oBaTenn» BoibpaTh «[JobaBuTb». ECn Bbin BbIOpaH NYHKT
«Monb3oBaTeNb», TO OTKPOETCSA HOBas hopMa, B KOTOPON MOXHO ByeT ykasaTb: MMS Nob30BaTenNs,
3a4aTb ero onncaHue, ykasaTtb npusuaerum (ponb B «MKC») nosnb3oBaTens, 3a4aTb JIOMMH U NapoJib.
A Tak)Xe BHECTW OONONHUTENbHYI0 MHPOPMALINIO: OOMKHOCTb, TenedoH, Beb-cant, Homep ICQ, aapec
1N OONOSIHUTENbHBLIN KOMMeHTapui. Mpn aobasneHnn MonbL30BaTeENS MUHUMAJIbHO MOXXHO YKa3biBaTb
TOJIbKO ero Nms.

JobaBneHue nons3oeaTens
Job6aBnexne nonL3oeaTens
Obwee Undopmaymua

Obuee WMrudopmauma
. bopra [LonHHOCTE Tenedon

Mma Onucanme CKNAACKOA CTOPOMK 123321

L C
S TOPOX Be6-caiit Homep 1ICQ

Pone

2 MMons3osatens -
Anpec

TNorun Mapons

~
petrovid SO ® S KoMMeHTapHit

ANKOroNs Ha CKNafie He OCTBAATS!

JloBaeuTL OTmena
Jobaeuts OTMeHa

Ecnm 6bin BbIBpaH NyHKT «pynna», TO 0TKPOETCS HoBas hopMa, B KOTOPOW MOXXHO ByAeT yKasaTb:
MMS TPynnbl, 3a4aTb €e onnMcaHne N KOMMeHTapuia. NMpy nobaBneHnn rpynmnbl MUHUMANIbHO MOXXHO
yKa3blBaTb TOIbKO IMsi co3aaBaeMol rpynnbi.

MacTep co3aaHusa noJsib3oBaTenA

B ocHoBHOM okHe Moayns «[onb3oBaTenu» BbibpaTh «MacTep». OTKPOETCS HOBOE OKHO C
npeanoXeHnem suibopa 4To Heobxoamumo co3naTh B «MKC», Monb3oBaTens unv rpynny. Ecnm 6bin
BblbpaH NyHKT «Co34aTb Nosib3oBaTens», byaeT Npeano)XeHo BBECTU €ro UMs U onucaHue, fanee
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YyCTaHOBUTb NPUBKAErNIO Nosb3oBaTens (ponb B «MKC»), nanee 3agaTb JIOTWH 1 Maposib, Aasiee
BBECTU ip-agpeca NpuHagnexaline gaHHOMY noJsib3oBaTesto (Hanpumep, ip-agpeca paboyero
KOMMbOTEPa, COTOBOro TenedoHa 1 T.4.), Aanee Ha3dHauynTb Habop/Habopbl NpaBua OrpaHNYeHN
co3aaHHbIX B «MKC» nam He Ha3Ha4vaTb HWM OA4HOrO, Aanee byneT nNpeanoXXeHo co3AaTh NOYTOBLIN
AWMUK, U Ha NocnegHeMm ware byneT npeanoXXeHo NpoBepUTb BBEAEHHbIE AaHHble. ECIM BCe faHHbIe
OblN BBEAEHbI MPABUIbLHO MOXKHO HaXXaTb «[0TOBO», MHa4ve HaxxaTb «OTMeHa» unn «Hasag» gns
BO3BpaLLEHNs Ha HenpaBuIbHO BBEAEHHbIN MYHKT.

F=E
F=E
FEE

Ecnn 6bin BbibpaH NyHKT «Co3aaTh rpynny», byaeT npeanoXXeHo BBECTU UMS FPynnbl U ee onncaHue,
fanee ip-agpeca yCTPONCTB OTHOCALLMXCA K AAHHOW rpynne, aganee Ha3HauynTb Habop/Habopbl
npaBun OrpaHNYeHnn co3gaHHbIX B «MKC» nnm He Ha3HavaTb HU OOHOrO, U Ha NOCNEAHEM Lare
byneT npensioXXeHo NPoBEPUTL BBEAEHHbIE AaHHble. ECin BCce AaHHble Obliv BBEAEHbI NPaBUIbHO
MOXHO Ha)kaTb «[0TOBO», MHa4ye HaxaTb «OTMeHa» uin «Hasan» 415 BO3BpaLleHns Ha
HenpaBW/bHO BBEOEHHbIN MYHKT.

13 Bcex nepeyncneHHbix NapameTpoB 0053aTesbHbIM ABSAETCA TONbKO UMS [ToNb30BaTENS UK
rpynnbl. CTOUT OTMETUTb, YTO B C/ly4ae, eCIM Ha3HAYaeMbI MOYTOBLIN ALLKNK HE MOXET bbITh
NPUCBOEH HN OAHOMY N3 CO34aHHbIX B CUCTEME MOYTOBbLIX AOMEHO0B, «MKC» NnpeanoxunT co3gaTb
HOBbI NMNOYTOBLIN JOMEH.

NMnopT nosb3oBaTeneun

B ocHoBHOM OKHe Moayns «[onb3oBaTenn» BblbpaTb «MMMNopT». OTKPOETCA BbiNagatoLwnii CrINCOK,
npegnaratoLwnin seibpaTts, KakuMm obpa3om nosb3oBaTenm dyayT uMnopTMpoBaHbl. CyLecTByeT Tpu
BapuaHTa: u3 (anna, n3 cetu, u3 LDAP/AD.

Monb3oeatenu Ponu

Nlobaguts ~ & Wmnopt - X

W3 daiina

Mma ~ Tpaduk B Hepemo

= B Kopxesas rpynna Us cetu v152 v152
= I & OFFICE1 LDAPR/AD

| & Computers

N3 dauna. Ing umnopTta 13 ansia UCTOYHUKOM CNYXUT hann popmaTa *.txt, B KOTOpPOM
nepeymcneHbl CTPOKM, cogepikallune napameTpsl (MMs, NOrvMH, Napob, ip-afpeca n mac-agpeca
pa3fesieHHble 3anaTbiMK), BCe NapamMeTpbl LO/DKHbI ObITb OTAEeNeHbl 3aNATOW APYyr OT Apyra u
npencTasB/ieHbl B YyKa3aHHOM NOPSLAKE, a KaXkAbl HOBbIN NOJIb30BaTeslb B OTAE/IbHON CTpoKe. nn
hann pomkeH nmeTb hopMaT Kak ann cosznasaemblin «<MKC» npu akcnopTe Monb3oBaTenen.
Hanpumep - «Bacs, vasya, 123, 192.168.34.56, 192.168.34.57, 08:ED:B9:49:B2:E5, 16-ED-C9-4D-52-
E5». Mpwn 3TOM, ecnin Kakon-nnbo napameTp B (hanne byaeT ykasaH He BEPHO, TO B OTKPbIBLUENCS
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dopMe MOXXHO ByaeT BHECTU M3MEHEHNS, @ Takxe [06aBuTb Monb3oBaTeNEN U TOJIbKO NOC/E 3TOro
COXPaHUTb.

WmnopT u3s daina

Wnnoprupoearie pynny B8 Kopwesas rpynna =+

DoGasute - YaanuTe

Uma = Tlornw Mapone. Ip-aapeca v

Bacs vasya 123 192.168.34.56 192.168.34.57 08:ED-BS.

napa Meprl Mets petya 123 192.168.45.67 192.168.34.57 0B:ED:BS. v

<

OTHPbITH haiin

I+

my_users_data txt

“ OTMeHa

< >

n e

N3 ceTn. byneT npensioXXeHo ykasaTb B PyYHYIO ip-agpeca ceTu UAK CKaHUPOBaTb JIOKaJIbHble CeTU
noakntoyeHHble K «MKC». MNMpu ckaHnpoBaHUN NoKanbHoN ceTn «MKC» 0Tobpa3unT BCe aKTUBHbIE ip-
ajpeca B HaCTOALLNA MOMEHT, NMPUCBOMB UM UMEHa 1 JIOTUHbI B BUAe pcX-Y, rae X - aTo
npegnocnenHas undpa ip-agpeca, a Y -nocnenHsas ungpa ip-agpeca. OTMETUB HYXHbIX 4N
nmnopTa Monb3oBaTenen B Cnncke, HeobxoanMMo HaxaTb KHoMKy OK.

WmMnopTt us cetu

WnnopTupoeaTe e rpynny B Kopwesas rpynna =

DoGasuts ~ YaanuTe

MapameTpbl Yo » Jorws Mapon. Ip-anpeca
pc0-2 pc0-2 101002
pc0-3 pc0-3 101003
pc0-4 pco-4 101004

LR

® CKaHMPOBaTL NIOKA/EHLIE CETH

YKa3aTb BDYUHYH

n OTMG He

n Omera

N3 LDAP/AD. bygeT 0TKpbITO HOBOE OKHO B KOTOPOM Heobxoammo obsa3aTenbHO yKa3aTb: ip-aapec
KOHTpO/I/Iepa AOMeHa, UMA JOMEeHa, JIOrMH 1 Naposib afMUHUCTPATOPa OMeHa. A TakXXe MOXXHO
yKa3aTb: LDAP-rpynny, ycTaHoBUTb (h1aXKoK «lponyckaTb NyCcTble rpynnbi» U hJiaXkok «Secure
LDAP», nocnepHas npefHasHavYyeHa ans obMeHa faHHbIMU C KOHTPOJIJIEpOM JoMeHa Mo NpPOoTOKONY
SSL (ecnin Takom NPOTOKO NOALEPKUBAETCA KOHTPOSIIEPOM).
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[MapameTpebl

KoHTponnep gomeHa

192168.1.1

Homen ™ LDAP-rpynna

office.domain.ru

Secure LDAP

Norva” Mapons ™

admin [TTTT]

v MponyckaTs NycTele rpynnsl

Mocne BBOAA AaHHbIX OyaeT BbiBeAEeH CMCOK [onb30BaTeNen 4OMeHa, CrpynnuMpPOBaHHbIX Mo
Organization Unit, a Takxe BbIbop Tpebyembix 4ENCTBMI OTHOCUTENLHO MNMonb3oBaTens. bygeTr
NPeasIoXeHO TPY BO3MOXXHbIX AencTBMA: «MMnopTupoBaTh», «CUHXPOHN3UPOBaTL» 1 «IoyTa». Mpu
yCTaHOBKe (hslaxkka B rpage «/imnopTmuposaTbh» ByaeT MMNOPTUPOBAHO UMS U JIOTUH
cooTBeTCTBYyWOLWEro Monb3osatens. Ans cMHxpoHm3aumm MNonb3oBatens uam rpynnel Heobxoanmo
YyCTaHOBUTb (hiaXXKn «MimnoptTnposaTbe» U «CUHXPOHU3MPOBaTL». pn 3TOM lNonb30BaTe b UK
rpynna 6yayT MMNoOpTUPOBaHbI TakuM 0bpa3om, 4To Noboe n3mMeHeHne AaHHOro obbLeKTa B Aepese
KOHTpOJI/Iepa LOMEeHa aHaIornYHbIM 0bpa3oM oTpasnTcs Ha obbekTe B «MKC». [1ns umnopTa
MOYTOBOIO fALLMKa M3 JOMEeHa HeobX0AMMO YyCTaHOBUTb BCe Tpu hnaxka. MNpu 3ToM ana sbibpaHHOro
Monb3oBaTens byneT Co3[aH NOYTOBLIV ALLKK C aHANOrMYHbIM UMEHEM B TOM Cily4vae, ecnin B «MKC»
Obln1 NOYTOBLIM JOMEH aHaNornyHbI goMeHy m3 Active Directory, nHa4ye noYToBbIN ALK
NMNOPTUPOBaH He byaeT.
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Umnopt LDAP/AD

HMmnopTpoEaTs B rpynimy b KopHesaarpynna =

Q,

Mma Noruu MmMnopTUpoBaTh CuHxpoHvadposaTe  [Mouta

B Il OFFICE] v v v
B Computers v W v
B Domain Controllers v v v
B ForeignSecurityPrincipals v v v
B Managed Service Accounts v v v
B Program Data W v v
B System v ' v
I Users W W W
B test W W v
I 117 3ETOTECTOB v v o
B oduc W v o

Monb30BaTeNN, UMMOPTUPOBAHHbIE N CUHXPOHU3NPOBaHHbLIE, ByayT OTMEeYeHbl B CNINCKE
nosib3oBaTenNen cneymasbHON MKOHKON.

Mocne Toro Kak lMonb3oBaTenb MK rpynnbl 661 4o6aBNEHBI OAHUM U3 BbILLE NEPEYNCTIEHHBIX
cnocoboB, PEKOMEHAYETCS MPOM3BECTY HACTPONKY UX aBTOPU3ALINN.
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