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IobaBneHue n MMNOPT NoJsib30oBaTesien

Monb3oBaTeNb - 3TO 06BLEKT NPOrpaMMHOro Komnnekca «MKC», K KOTOPOMY NMPUMEHATCA
pa3nyHble NONNTUKM U NPaBuUIa, a Takxe cobmpatTcs CTaTUCTUYeCKMe AaHHble. [onb3oBaTenen
MOXXHO 06BbeAUHATbL B rpynnbl 419 Ha3HaYeHUs 06LWMUX NpaBua 1 orpaHnyeHnin. Ins nepeHoca
co3faHHoro Mosib3oBaTens B rpynny He0bxo4MMO BbIAENNTb €r0 1 NepeTalnTb.

Ona nobasnerHus MNonb3osaTenen nam rpynn MNonb3osatenen B «<MKC» Heobxoammo nepenTun B
Molynb «lonb3oBaTenn» u BbIbpaTb OAMH U3 TPeX BO3MOXHbIX Criocobos fobaBneHuns:

e [pn nomoLLn KHONKN «[1obaBnTb»
e [Tpy nomoLun KHonKn «MacTtep»
e [Tpy nomoLn KHonkn «imnopT»

[NobaBneHue nonb3oBaTens

B ocHoBHOM OKHe Moayns «lonb3oBaTenn» BoibpaTh «[JobaBuTb». ECn Bbin BbIOpaH NYHKT
«Monb3oBaTeNb», TO OTKPOETCSA HOBas hopMa, B KOTOPON MOXHO ByeT ykasaTb: MMS Nob30BaTenNs,
3a4aTb ero onncaHue, ykasaTtb npusuaerum (ponb B «MKC») nosnb3oBaTens, 3a4aTb JIOMMH U NapoJib.
A Tak)Xe BHECTW OONONHUTENbHYI0 MHPOPMALINIO: OOMKHOCTb, TenedoH, Beb-cant, Homep ICQ, aapec
1N OONOSIHUTENbHBLIN KOMMeHTapui. Mpn aobasneHnn MonbL30BaTeENS MUHUMAJIbHO MOXXHO YKa3biBaTb
TOJIbKO ero Nms.

JobaBneHue nons3oeaTens
Job6aBnexne nonL3oeaTens
Obwee Undopmaymua

Obuee WMrudopmauma
. bopra [LonHHOCTE Tenedon

Mma Onucanme CKNAACKOA CTOPOMK 123321

L C
S TOPOX Be6-caiit Homep 1ICQ

Pone

2 MMons3osatens -
Anpec

TNorun Mapons

~
petrovid SO ® S KoMMeHTapHit

ANKOroNs Ha CKNafie He OCTBAATS!

JloBaeuTL OTmena
Jobaeuts OTMeHa

Ecnm 6bin BbIBpaH NyHKT «pynna», TO 0TKPOETCS HoBas hopMa, B KOTOPOW MOXXHO ByAeT yKasaTb:
MMS TPynnbl, 3a4aTb €e onnMcaHne N KOMMeHTapuia. NMpy nobaBneHnn rpynmnbl MUHUMANIbHO MOXXHO
yKa3blBaTb TOIbKO IMsi co3aaBaeMol rpynnbi.

MacTep co3aaHusa noJsib3oBaTenA

B ocHoBHOM okHe Moayns «[onb3oBaTenu» BbibpaTh «MacTep». OTKPOETCS HOBOE OKHO C
npeanoXeHnem suibopa 4To Heobxoamumo co3naTh B «MKC», Monb3oBaTens unv rpynny. Ecnm 6bin
BblbpaH NyHKT «Co34aTb Nosib3oBaTens», byaeT Npeano)XeHo BBECTU €ro UMs U onucaHue, fanee
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YyCTaHOBUTb NPUBKAErNIO Nosb3oBaTens (ponb B «MKC»), nanee 3agaTb JIOTWH 1 Maposib, Aasiee
BBECTU ip-agpeca NpuHagnexaline gaHHOMY noJsib3oBaTesto (Hanpumep, ip-agpeca paboyero
KOMMbOTEPa, COTOBOro TenedoHa 1 T.4.), Aanee Ha3dHauynTb Habop/Habopbl NpaBua OrpaHNYeHN
co3aaHHbIX B «MKC» nam He Ha3Ha4vaTb HWM OA4HOrO, Aanee byneT nNpeanoXXeHo co3AaTh NOYTOBLIN
AWMUK, U Ha NocnegHeMm ware byneT npeanoXXeHo NpoBepUTb BBEAEHHbIE AaHHble. ECIM BCe faHHbIe
OblN BBEAEHbI MPABUIbLHO MOXKHO HaXXaTb «[0TOBO», MHa4ve HaxxaTb «OTMeHa» unn «Hasag» gns
BO3BpaLLEHNs Ha HenpaBuIbHO BBEAEHHbIN MYHKT.

MacTep cosganus nonbsosatens

BuibepnTe creayiouee peficTane

MacTep cosganus nonbsosatens

MacTep cosaanma nons3osatens

BeiGepuTe pons 415 nons308aTens
Pone

& Tonssosaten:

= = =
MacTep cozaaHus nonb3osaTens MacTep co3aanus nons3osatens MacTep cozaaHua nonb3oeatens
Beepure A3 MY, AN BseauTe ip-agpeca
MOAKNKOHEHNS NO VPN u ap)
Ip-apeca ana ukon
Torw Napon
192.168.155.84 192.168.155.32 AnA wion (nouckoemku) SkyDNS
nikodim . ®z
un a9 wkon Kaspersky Web Filter
v Habop npasun ans wkon SkyDNS
B & DnsAdmins
= & Dns!
- & Helpt up
=P i1 WPG
o =3 - = =
MacTep CO3/1aHUA Nosb3oBaTeNs
gk a3
Tapx
nikodim@happyharvest com 2z
v K
1000 M6 192.168.155.84, 192.168.155.32
B Ha6op npagun ans wwon SkyDNS
B8 Ha6op npasin Ana wkon
o [ e > S el = -

Ecnn 6611 BbIOpaH NyHKT «Co3aaTh rpynny», byaeT npeanoXeHo BBECTY UMS FPYNMbl U ee OnuncaHne,
nanee ip-agpeca yCTPOMNCTB OTHOCALMXCS K J@HHOW rpynne, fajee Ha3Ha4ynTb Habop/Habopbl
NPaBWA OrpaHNYeHnin co3gaHHbIX B «/IKC» MM He Ha3HayYaTb HU OAHOrO, U Ha MOC/AeAHEM Liare
OyneT NpeanoXXeHo NPoBEPUTL BBEZIEHHbIE faHHble. Eciv Bce AaHHbIe Obln BBEAEHbI MPaBUIbHO
MOXHO Ha)xaTb «[0TOBO», MHa4ye Ha)xaTb «OTMeHa» unn «Haszan» AN Bo3BpalleHus Ha

HenpaBWIbHO BBEAEHHbIN MYHKT.

/13 Bcex nepeyncieHHbIX NapamMeTpoB 0653aTesbHbIM ABASETCA TONbKO UMSA [onb3oBaTens nam
rpynnbl. CTOUT OTMETUTb, 4TO B CJly4ae, eC/i Ha3Ha4YaeMbI MOYTOBLIN AWKK HE MOXET ObITb
NPUCBOEH HWN OHOMY 13 CO3[4aHHbIX B CUCTEME NOYTOBbLIX 4OMEHOB, «/KC» npeanoxuT co3gaTtb
HOBbI/ MOYTOBbLIN AOMEH.

NMnopT nonb3oBaTeneun

B ocHoBHOM oKHe Moayns «[onb3oBaTenn» BbibpaTh «MMNopT». OTKPOETCA BbiNagatoLnii CIINCOK,
npegnaratowmi BoibpaTth, Kakum obpa3om nosb3osateny byayT umnopTuposaHbl. CyllecTByeT Tpu
BapuaHTa: u3 canna, n3 cetn, ns LDAP/AD.
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Monb3oeatenn Ponm

Wma «

= B KopHesas rpynna
= Im & OFFICE1
I & Computers

& Wmnopt - oy
W3 daiina
& Tpaduk B Hegemo

M3 cetm 1en ) 159

LDAP/AD

N3 dauna. Insg umnopTta n3 ansia UCTOYHUKOM CNYXUT hann popmaTa *.txt, B KOTOPOM
nepeyncneHsl CTPOKKU, coaepxallne napameTpbl (MMs, NOrMH, Naponb, ip-afpeca U mac-agpeca
pa3feneHHble 3ansaTbiMK), BCE NapaMeTpbl 40/KHbI ObITb OTAENEHbI 3aNSTON APYr OT Apyra U
npencTas/ieHbl B YyKa3aHHOM NOPSALAKE, a KaXk4bl HOBbIW NOJIb30BaTesb B OTAE/IbHON CTpoKe. nun
hann ponxeH nmeTb hopMaT Kak (hann cosnaBaemblin «MIKC» npu skcnopTe MNMonb3oBaTenen.
Hanpumep - «Bacs, vasya, 123, 192.168.34.56, 192.168.34.57, 08:ED:B9:49:B2:E5, 16-ED-C9-4D-52-
E5». Mpwn 3ToM, ecnn Kakon-nnbo napameTp B hanne byaeT ykasaH He BEPHO, TO B OTKPbIBLUENCS
thopme MOXXHO ByLeT BHECTU N3MeHeHNs, a Takxe fobasnTb lMNosb3oBaTeNeN 1 TOIbKO MNOCAE 3TOr0

COXPaHNTb.

MapameTpbl

OTKpeITs dain

my_users_data.ixt

“ OTMEHa

MmMnopT u3 daitna

Wmnopruposares pynny B8 Kopresas rpynna ~

Vma ~ Torns Mapons Ip-anpeca

LYY

Bacs vasya 123 192.168.34.56 192.168.34.57 0B:ED:BS.

Mets petya 123 192.168.45.67 192.168.34.57 08:ED-BS. v

N3 cetn. byneTt npennoxeHo ykasaTb B PYYHYIO ip-afipeca CeTU WM CKaHMPOBaTb JIOKaJbHbIE CeTU
nofknoYeHHble K «KC». Mpu ckaHnpoBaHUN NlokanbHon ceTn «MKC» 0Tobpa3nT BCe aKTUBHbIE ip-
ajpeca, oTBevatLlme Ha icmp nakeTbl, B HACTOALLUA MOMEHT, MPUCBOVB UM UMEHA W JIOTUHbI B BUAE
pcX-Y, roe X - 3To npeanocnenHsas unudpa ip-agpeca, a Y -nocnefHsas undpa ip-agpeca. B cnyvae
noakntoyveHns NKC k Active Directory, BmecTo pcX-Y 6yayT yKa3aHO MMS KOMMbIOTEPa BBEAEHHOMO B
foMeH. OTMeTUB HYXXHbIX A15 umnopTa lNosfib3oBaTenen B Cnucke, HE06X0AMMO Ha)kaTb KHOMKY OK.
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WmnopTt us cetn

MnnopTupoeaTs e pynny @8 Kopwesas rpynna

MapameTpbl Whor = Torms

pc0-2 pc0-2 101002
pc0-3 pc0-3 101003

MNapone. Ip-anpeca

ARSI YN Y

pc0-4 pc0-4 101004
L] CHBHADEB%T}: NOKaNbHbLIE CETH

YHa3aTe BpYHHYH

n OTMGHa

n Ommesa

N3 LDAP/AD. bygeT OTKpbITO HOBOE OKHO B KOTOPOM Heobxoammo obsa3aTenbHO yKa3aTb: ip-aapec
KOHTpoNSIepa AOMEHa, UMSA AOMEHa, JIOTMH 1 NapoJib N0Nb30BaTeNs U3 JOMeHa (He oba3aTensbHo
agMUHUCTPaTOpa). A TakK)XXe MOXHO yKa3aTb: LDAP-rpynny, yctaHoBuUTb nar «[ponyckaTb NycTble
rpynnel» u nar «Secure LDAP», nocnefHas npegHasHavyeHa ans obMeHa faHHbIMU C KOHTPOJIIEpOM
[lOMeHa no NpoTokoay SSL (ecnn Takon NPOTOKOA NOAAEPKMBAETCA KOHTPOINEPOM).

[MapameTpsl

KonTponnep gomesa

192148.11

Nomen ™ LDAP-rpynna

office.domain.ru

Secure LDAP

E &
Norvn MNapone

admin T

«'| [lponycKaTe NycTeIE FPYNLI

Mocne BBOA4A AaHHbIX OyOeT BbiBeAEeH CMCOK [onb30BaTeNen gOMeHa, CrpynnupoBaHHbIX Mo
Organization Unit, a Tak>xe BbIbop Tpebyembix 4eNCTBMIA OTHOCUTENLHO MNonb3oBaTens. bygeT
npeasioXXeHo TPY BO3MOXKHbIX AeNCTBUA: «MMnopTupoBaTh», «CUHXPOHU3MPOBaTb» N «MoYTa». A
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Takxxe BbIDOp B KaKyto rpynny npon3soanTbecs MMnopT. MNpu ycTaHoBKe hnara B rpade
«MmnopTupoBaTb» byaeT UMNOPTUPOBAHO MMSA 1 JIOTUH COOTBETCTBYoLWero MNonb3oBatens. Ans
CUHXPOHM3auwmm MNonb3oBaTens nan rpynnsl He0bxoANMO yCTaHOBUTbL hnaru «AMNopTMpoBaTh» U
«CUHXPOHM3MpPOBaTbL». MNpn 3TOM Monb3oBaTeNb UK rpynna byayT MMNOPTUPOBaHbI TaknM 0bpa3om,
4yTo noboe n3MeHeHne faHHOro obbeKkTa B AepeBe KOHTPOIepa AOMEHA aHaNOrMYHbIM 06pa3om
0Tpa3nTcs Ha obbekTe B «MKC». A Takxxe ByayT MMNOPTUPOBaHbLI U CUHXPOHU3NPOBAHbLI MMEHa
rpynn 6e3onacHocTu n3 Active Directory (AD) B Habopbl npasun. JaHHble Habopbl npasun byayT
NyCTbIMW, HO Ha3Ha4YeHHbIMUN Ha [Monb3oBaTenen Kak 1 B AD. IMNOPTUPYIOTCSA TONbKO Te rpynnbl
6e30nacHOCTY, B KOTOPbIX [oNb30BaTeNen SBHO YKa3aH. Pogutenbckue rpynmnsl
6e30nNacHOCTW,MMNOPTUPOBAHHLIX Fpynn 6e30MacHOCTK, He NMMoPTUPYOTCA. s umnopTa
MOYTOBOIO fALLMKa M3 JOMEeHa HeOOXO0AMMO YCTaHOBUTbL BCe Tpu hnara. MNpu 3Tom ans BbibpaHHOro
Monb3oBaTens byneT Co3[aH NOYTOBbIV ALLMK C @HANOrMYHBIM UMEHEM B TOM Ciy4vae, eciim B «MKC»
OblS1 MOYTOBLIA OMEH aHANOrMYHbIA AOMeHY 13 AD, MHa4e NOYTOBbLIN ALWNK MMAOPTUPOBaAH He byaeT.

Mpu yaaneHun MMNopTUPOBAHHOIO MOJb30BaTENS C CUHXPOHU3ALMEN, eCIN Y Hero ecTb
CUHXPOHM3MPOBaHHbIe rpynnbl 6esonacHocTn B Habopax npaBua, 1 601ee OHW HI Y KOTO He
NCNOJIb3YIOTCS, TO OHM By YT yAaneHbl.

Umnopt LDAP/AD

HMmMnopTHpoBaTh B rpynmy B KopHesaArpynna =

Q

Mma Noruu HMmnopTupoBaTe CuuxponmzdposaTe  [louta

B Im OFFICE1 v v v
B Computers W W o
m Dormain Controllers v ol v
B ForeignSecurityPrincipals v v W
B Managed Service Accounts v v v
B Program Data v W v
B System vy v "
I Users o v W
B test vy v "
I 117 2BETOTECTOR o v o
B oduc v v v
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Monb3oBaTeNUN, UMNOPTUPOBAHHBLIE N CUHXPOHU3NPOBAHHbLIE, By AYyT OTMEYEHbI B CNUCKE
nosb3oBaTenen cneymasbHON MKOHKON.

Mocne Toro Kak Monb3oBaTeNb WK rpynmbl ObiAK 406aBNEHbl OAHUM U3 BbILLIENEPEYNCTIEHHbIX
CnocoboB, peKOMeHAYeTCs NPOV3BECTM HACTPOIKY MX aBTOpM3aLIMN.
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