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VPN

Moaynb «VPN» pacnonoxeH B MeHio «CeTb». [lJaHHbIN MOAY/Ib NpeAHa3Ha4YeH A1 KOHTPOJIA
nosib3oBaTesnien, nogkaoyatowmxca no texHonorum VPN k UKC. Moaynb «VPN» nmeeT wecTb
BKNagok: «VPN-cepsep», «HacTponkun», «fonb3oBatenn», «TekyLme ceaHcbl», «CobbITna»,
«KypHan».

CraptoBas cTpaHuua moaynsa (VPN-cepsep)

Ha cTtapToBon cTpaHuue moaynsa «VPN-cepsep» oTobpaxxaeTcs cocTtosHme cnyxbbl «Cny>xba PPP-
COEeAMHEHNIN», KHOMKA «BbIKNOUYNTL» (MK «BKNo4nTb» ecnmn cnyxba BbikloYeHa), nociegHue
coobLeHNs B XXypHane, a TakXXe KHOMKa 0OHOBNIEHNS XXypHana.

& ANMHHHCTRATOD

VPN-cepaep HacTpofku MonezosaTend TeryLLHE CEaHiR Cobrimis Hypran

% Caywdia PPP-coe e

&lld [penocTaRnAET YOANEHHEE A0CTyN W ofecnevnsaeT nogrunireHye PRP-npogaiepos
BesnpranTh
HypHan =
13:19:29 [PPTP-2] AUTH: ran out of backends
131929 [PPTP-2] CHAP: Auth retwrn status: failed
13:19:29 [PPTP-2] CHAF: Reply message: E=4691 R=0 M=Login incormect
13:19:29 [PPTP-2] CHAF- sending FAILLIRE #1 len: 31
13:19:29 [PPTP-2] LCP: authorization failed
HacTpounku

Bknagka «HacTponkun» nossonseT 3afaTb Cnefyloline HacTPONKU:

e Onar «paspewaTb 04HOBPEMEHHbIE NMOAK/IOYEHNSA NOL OAHMUM MOJib30BaTeNEM»

e ®Onar «aBTOMaTUYeCKN CO34aBaTh pa3peLlatoLliee npasuio» onaa noctyna K VPN-cepsepy 13
BHELUHeN ceTn

o ®Onar «aBTOMaTUYECKN CO34aBaTh pa3peLlatoLlee npasuso oas IPsec» paspelwatollee IPsec-
WwindgposaHme ona VPN-nogko4eHmi

* [lone «BpeMs 0XXuUAaHUsA CeCCUn» No3BOSIAET onpenenTb BpemMs pa3pbiBa CecCun B Cliyvae
HEeaKTUBHOCTW NoJib30BaTens. [laHHOe rnoJie No3BoaseT onpefesinTb BPeEMS B CEKyHAaX,
3Ha4YeHune no yMos4aHuIo - 60 CeKyHA.

[na chnaros aBTOMaTUYE€CKOro CO3A4aHMSA NpaBu NPUBOAATCA TMMEPCChIJIKM Ha COOTBETCTBYOLLNE
npaswa BO BKJafke «CeTb» = «MexceTeBoW 3kpaH» - «[paBuna»
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& AfMMHMCTRATOP

VPN-cepaep HacT ok MNansiosaTens Tesyume ceancel Coburmas Hypman
PaspeluaTe OAHOEDEMEHHEIE MOAKNKIHEHHA N0 QOHHM NONEI0BATENEM
»  ABTOMATHMECKH COIQABITE PAIPELLAKILES W gt s PAIPE L3R
Ao 104
& Oocryn  VPMN-cepespy U Pazpewamwes npasunoe AnA IPsec-
& Oocryn k VPN-cepeepy widpoeatin VPN-nogsnosesni

U Pazpewamwes npasune AnA IPsec-gaHHbn
WPN-nogrnseHui

Bpesa osMAIHAA CBCTHM .

o

&0 CEH.

L

Monb3oBaTenu

Bknagka «lMonb3oBaTenn» oTobpakaeT cnucok nonb3osaTtenen VIKC n no3sonseT onpeaenntb, KOMy
pa3peweHbl VPN-goctyn n OpenVPN-gocTyn. o yMon4aHuUIO paspellatolime narn CHATbI 418 BCeEX
noJib3oBaTenen, KOTopbIM NpUCBOeHbl agpeca u3 VPN-ceTn. Pa3pellnTb/3anpeTTb NONb30BaTENO
[OCTYN, MOXKHO YCTaHOBMB/CHAB COOTBETCTBYOLWLNIA (hNar.

& AppsHBCTpETOR
VPM-cepaep HacTpofnm Momsaosarend Teryuyme Ceancsl Cobfwmes Hiypwan
m o A —
Hua = Mcswn Ip-anpesca wa Vpo-ceren Wpn-ascTyn DperVPM-aocTyn
B g Hoowesas rpynna = - L
B g CloudX
B g MK - -
B HyperV ICS
& morty
& Agrem Kpacaman diarkoermscn had 1 Cyoiesh B
& Becemm Beson W ¥ ) Cynep e

B naHHOM BKNagke MOXXHO A06aBUTb HOBOrO MOJIb30BaTENS, aHANOMMYHO TOMY, KaK 3TO AeNaeTcs BO
BKnagke «llonb3oBaTenn n ctatuctuka» = "fonb3oBatenn".

Mpw BbIBOPE ONpeneneHHOro NoJib30BaTeNs aKTUBUPYIOTCS KHOMKK yNpaBfieHMs, N03BoAsOLWMNeE
YOANNTb, BbIKJIOYNTL N PeaakTUpoBaTh CBOMCTBA BbiIOpaHHOr0 Nonb3oBaTens. x oencreuns
AHaANOrMYHbl COOTBETCTBYIOLLNM KHOMKaMK BO BKNagKe «lonb3oBaTenm n CTaTUCTUKA» =
"Monb3oBaTenn”.

Tekyuwiue ceaHcChbl

B Bknagke «TeKyllUne CeaHCbl» MOXXHO NMPOCMOTPETh KTO U3 MOJIb30BaTE/IEN B HACTOsILLEE BPEMS
MOAKJIOYEH, YBUAETb BPEMS MOAK/OYEHNS, @ TakXKe Npy HeobX0AMMOCTU OTKJIIOYNTL MOJIb30BaTENS.

B cnuncke moxHo BuaeTb IP-agpeca VPN-coeanHeHun, Tun VPN-coeANHEHMA U UMS N0SIb30BaTeNS,
AN KOTOPOro 370 coegMHeHne co3aaHo.
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& AnpsHBRCTRATOR

VPM-cepaep Hactpoilsu Nansrosatens Tesyuse CeaHcsl Cobismes Hypman

4]

10.8.0.3

10.8:0.2
WFN

5]

Mpwv BbiBOpe Nosb3oBaTeNs oTobpaxaTcs:

Bpems noaknao4eHns - Bpems Korga bbiio yCTaHOBNEHO faHHOE COeAUHEHNE
ONMTeNbHOCTb NOAKIOYEHUS

IP-agpec n cnocob ero Bblga4m

IP-agpec 1 NOPT OTKYZa OCYLLECTBAAETCA COeANUHEHNE

KHonka «[lpepBaTb coeguHeHne» Ons OTKJYeHUs Nonb3oBaTens

2 ApMUHWCTpaTop

VPN-cepeep HacTpohku Mons3oeatenu TexylwMe Ceacel CobbiTua HypHan

(]

10.8.0.3
OpenVPN-nogrnrc-eqse B dipper

Bpema nogrnosenua: 28.05.2019 15:46
OnumensHocTe Nogrndedna: 2 oHa 22 vaca 47 muHyT 1 cerynga
Ip-agpec: 10.8.0.3 (esi0as gHHAMHYECKHH)
Yoanennsit agpec: 92.1.43 53:.4067

MNpepeats coeguHenme
10.8.0.2
t OpenVPN-nogrmouenue B Becenmm

CoObiTHUA

Bo Bkniagke «CobbiTus» oTobpaxkaetcs xypHan cobbiTns VPN-coeanHeHnn. Bo BKaKe MOXHO
BbIOpaTh Nepnog 3a KoTopbin ByayT oTobparkaTbca CObbITMA, TUN COBLITUIA (CMCTEMHbIE COOBLLEHUS,
coobuieHmnsa cepBmncoBs, oWNbBKKM, 0CTabHble COOBLLEHNS).

KHomka «9KCnopT» NO3BOASET CKaYaTb AaHHbIE XYypHasia cobbiTuin ¢ Buae anna txt.

XypHan cobbiTnin npeactasnseT cobon Tabnumuy, COCTOALLYO U3 ABYX CTONOLOB: «Bpems» - Bpems
HacTynneHns cobbiTns «CoobLieHne» - onucaHne cooblieHns
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B AnMuHHCTpaTOp

VPN-cepeep HacTpokm Nons3oeaTenu TERYLME CEaHCHI CobbiTHa MlypHan
31052019 - 31.052019 | Cerogsa Henena Mecay, Lpyrod nepuog - =
Bee coobuwenns - Q,
Bpemn CoofBuweHue
31052019 09:1... Mone3osaTens XopowKWA Mans4Hk Bswn nognoded k VPM-ceTi no npotoxony PPTP ¢ agpeca 16.1.35.46, Belgaq agpec
192.1468.1.10
XypHan

B 3aknagke «XXypHan» HaxoOQuTCS CBOAKa BCEX CUCTEMHBbIX coobuieHnin oT VPN-cepsepa. XKypHan
pasfesneH Ha CTpaHuLbl, KHOMKaMK «Brnepen» U «Hasad» OCyLeCcTB/SEeTCA nepexos Co CTpaHuLbl Ha
CTpaHuULy, BBO HOMepa CTPaHULbl B MoJie No3BOJISeT Nepek/lyYnTbLCA Cpa3y Ha Hee.

3anuncu B XYypHane BblAENATCA LLBETOM B 3aBUCMMOCTW OT B A coobueHuns. ObbivHble coobLieHns
CUCTEMbI 0OTMeYeHbl 6esbiM LIBETOM, OLINOKMN - KPacCHbIM.

B npaBoOM BepXHeEM yryly MOAyNig HAX0AMTCS CTPOKa nouncka. C ee MOMOLLbI0 MOXXHO UCKaTb B
XKYpPHase Hy>XXHble 3anuncu.

)KypHan Bcerfia otobpakaeT cobbITusA 3a TekyLlyto AaTy. YTobbl NOCMOTPETb COBLITUS B APYro
LEeHb, HY)KHO BbIbpaTb AaTy, NCNOb3YS KajeHAapb B IEBOM BEPXHEM Yry MOAYAS.
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B ApMHHUCTpaTOD

WPN-cepsep Hactpoinm MonbsoBaTenu TeryLUMe CeaHchl Cobbitua HypHan
31052019 - 31.05.2019  Ceropns Hegens Mecay Ipyrodl nepuog - =
YaanTh nor a
00:02:14 [PPTP-2] Accepting PPTP connection Lad
00:02:14 [PPTP-2] Link: OPEN event
00:02:14 [PPTP-2] LCP: Open event
00:02:14 [PPTP-2] LCF: state change Initial --> Starting
00:02:14 [PPTP-2] LCF: LayerStart
000214 [PFTP-2] PPTF: attaching to peer’s outgoing call
000214 [PPTP-2] Link: UP event
0002:14 [PPTP-2] LCP: Up event
00:02:14 [PPTP-2] LCP: state change Starting --> Reg-Sent
0002:14 [PPTP-2] LCP: SendConfigheq #1
00:02:14 [PPTP-2] ACFCOMP
0002:14 [PPTP-2] PROTOCOMP
0002:14 [PPTP-2] MRU 1500
00:02:14 [PPTP-2] MAGICNUM Owefc45 710
00:02:14 [PPTP-2] AUTHPROTO CHAP MSOFTW2
00:02:14 [PPTP-2] MP MRRU 2048
0002:14 [PPTP-2] MP SHORTSEQ
00:02:14 [PPTP-2] ENDPOINTDISC [IP Address] ac 4d 4d fd
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