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VPN

Moaynb «VPN» pacnonoxeH B MeHio «CeTb». [lJaHHbIN MOAY/Ib NpeAHa3Ha4YeH A1 KOHTPOJIA
nosib3oBaTesnien, nogkaoyatowmxca no texHonorum VPN k UKC. Moaynb «VPN» nmeeT wecTb
BKNagok: «VPN-cepsep», «HacTponkun», «fonb3oBatenn», «TekyLme ceaHcbl», «CobbITna»,
«KypHan».

CraptoBas cTpaHuua moaynsa (VPN-cepsep)

Ha cTtapToBon cTpaHuue moaynsa «VPN-cepsep» oTobpaxxaeTcs cocTtosHme cnyxbbl «Cny>xba PPP-
COEeAMHEHNIN», KHOMKA «BbIKNOUYNTL» (MK «BKNo4nTb» ecnmn cnyxba BbikloYeHa), nociegHue
coobLeHNs B XXypHane, a TakXXe KHOMKa 0OHOBNIEHNS XXypHana.

& ANMHHHCTRATOD

VPN-cepaep HacTpofku MonezosaTend TeryLLHE CEaHiR Cobrimis Hypran

% Caywdia PPP-coe e

&lld [penocTaRnAET YOANEHHEE A0CTyN W ofecnevnsaeT nogrunireHye PRP-npogaiepos
BesnpranTh
HypHan =
13:19:29 [PPTP-2] AUTH: ran out of backends
131929 [PPTP-2] CHAP: Auth retwrn status: failed
13:19:29 [PPTP-2] CHAF: Reply message: E=4691 R=0 M=Login incormect
13:19:29 [PPTP-2] CHAF- sending FAILLIRE #1 len: 31
13:19:29 [PPTP-2] LCP: authorization failed
HacTpounku

Bknagka «HacTponkun» nossonseT 3afaTb Cnefyloline HacTPONKU:

e Onar «paspewaTb 04HOBPEMEHHbIE NMOAK/IOYEHNSA NOL OAHMUM MOJib30BaTeNEM»

e ®Onar «aBTOMaTUYeCKN CO34aBaTh pa3peLlatoLliee npasuio» onaa noctyna K VPN-cepsepy 13
BHELUHeN ceTn

o ®Onar «aBTOMaTUYECKN CO34aBaTh pa3peLlatoLlee npasuso oas IPsec» paspelwatollee IPsec-
WwindgposaHme ona VPN-nogko4eHmi

* [lone «BpeMs 0XXuUAaHUsA CeCCUn» No3BOSIAET onpenenTb BpemMs pa3pbiBa CecCun B Cliyvae
HEeaKTUBHOCTW NoJib30BaTens. [laHHOe rnoJie No3BoaseT onpefesinTb BPeEMS B CEKyHAaX,
3Ha4YeHune no yMos4aHuIo - 60 CeKyHA.

[na chnaros aBTOMaTUYE€CKOro CO3A4aHMSA NpaBu NPUBOAATCA TMMEPCChIJIKM Ha COOTBETCTBYOLLNE
npaswa BO BKJafke «CeTb» = «MexceTeBoW 3kpaH» - «[paBuna»
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& AfMMHMCTRATOP

VPN-cepaep HacT ok MNansiosaTens Tesyume ceancel Coburmas Hypman
PaspeluaTe OAHOEDEMEHHEIE MOAKNKIHEHHA N0 QOHHM NONEI0BATENEM
»  ABTOMATHMECKH COIQABITE PAIPELLAKILES W gt s PAIPE L3R
Ao 104
& Oocryn  VPMN-cepespy U Pazpewamwes npasunoe AnA IPsec-
& Oocryn k VPN-cepeepy widpoeatin VPN-nogsnosesni

U Pazpewamwes npasune AnA IPsec-gaHHbn
WPN-nogrnseHui

Bpesa osMAIHAA CBCTHM .

o

&0 CEH.
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Monb3oBaTenu

Bknagka «lMonb3oBaTenn» oTobpakaeT cnucok nonb3osaTtenen VIKC n no3sonseT onpeaenntb, KOMy
pa3peweHbl VPN-goctyn n OpenVPN-gocTyn. o yMon4aHuUIO paspellatolime narn CHATbI 418 BCeEX
noJib3oBaTenen, KOTopbIM NpUCBOeHbl agpeca u3 VPN-ceTn. Pa3pellnTb/3anpeTTb NONb30BaTENO
[OCTYN, MOXKHO YCTaHOBMB/CHAB COOTBETCTBYOLWLNIA (hNar.

& AppsHBCTpETOR
VPM-cepaep HacTpofnm Momsaosarend Teryuyme Ceancsl Cobfwmes Hiypwan
m o A —
Hua = Mcswn Ip-anpesca wa Vpo-ceren Wpn-ascTyn DperVPM-aocTyn
B g Hoowesas rpynna = - L
B g CloudX
B g MK - -
B HyperV ICS
& morty
& Agrem Kpacaman diarkoermscn had 1 Cyoiesh B
& Becemm Beson W ¥ ) Cynep e

B naHHOM BKNagke MOXXHO A06aBUTb HOBOrO MOJIb30BaTENS, aHANOMMYHO TOMY, KaK 3TO AeNaeTcs BO
BKnagke «llonb3oBaTenn n ctatuctuka» = "fonb3oBatenn".

Mpw BbIBOPE ONpeneneHHOro NoJib30BaTeNs aKTUBUPYIOTCS KHOMKK yNpaBfieHMs, N03BoAsOLWMNeE
YOANNTb, BbIKJIOYNTL N PeaakTUpoBaTh CBOMCTBA BbiIOpaHHOr0 Nonb3oBaTens. x oencreuns
AHaANOrMYHbl COOTBETCTBYIOLLNM KHOMKaMK BO BKNagKe «lonb3oBaTenm n CTaTUCTUKA» =
"Monb3oBaTenn”.

Ina npepgoctasneHns goctyna K OpenVPN-ceT HeobXxo4MMO HanpoTMB COOTBETCTBYIOLLErO
Monb3oBaTens yctaHoBUTb (hnar B ctonbue «OpenVPN-gocTyn», npu 3ToM ByaeT OTKPLITO HOBOE
INaNoroBoe OKHO, B KOTOPOM Heobxoammo BeibpaTh cooTBeTCTBYOWY0 OpenVPN-ceTh. Mocne
npon3BefeHHbIX MaHUNY ALK, Yy COOTBETCTBYIOLWero MNonb3oBaTens B UHAMBUAYAJIbHOM MOAYJie BO
BKnagke «OpenVPN», cTaHyT OOCTYMNHbI ONONAHUTENbHbIE HACTPONKN coegnHeHnsa B OpenVPN-ceTw.
Mo Mumo 3Toro «MKC» co3pacT aBTOMaTUYECKN KOHEYHbIN CepTUdUKAT ANS COOTBETCTBYIOLWENO
Monb3oBaTens, C UMeHeM <uMa ceTu>_ <ums MNonb3osatena>. CTONT OTMETUTb, 4TO ecnu byaeT
n3MeHeH noruH NMonb3oBaTtens nobasneHHoro B OpenVPN-ceTb, TO 3TO MOXET MNPUBECTU K
HapyLleHunto paboTbl «MKCs».
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BaxxHo, ecnu Monb3oBaTeNb UMEET KUPUIJIMYECKUHA JIOTUH, TO AN HEero He BO3MO)XKHO
co3aaTh cepTumKaT, a 3Ha4YUT OH He bypeT nogknioyeH K OpenVPN-ceTu.

Tekyuwiue ceaHcChbl

B Bknagke «TekyLyme ceaHCbl» MOXXHO MPOCMOTPETb KTO U3 MOJIb30BaTE/Iel B HACTOsLLEE BpEMS
NOAKJIIOYEH, YBUAETb BPEMS NMOAKIIOYEHUS, @ TaKXKe NPWN HEOOXOAMMOCTM OTKOYUTL NOSIb30BaTeNS.

B cnuncke moxHo BuaeTb IP-agpeca VPN-coeanHeHun, Tun VPN-coeANHEHMA U UMS N0SIb30BaTeNs,
AN KOTOPOro 370 coegMHeHne co3aaHo.

& AppsiHncTpaTop

VPN-cepaep HacTpoiixm Nonvaoparens Tesyuwme Ceanos Cofwimes Hiypeian

]

10.8.0.3

10.8.0.2
WFN

5]

Mpw BbiGOpe Nosb3oBaTeNs oTobpaxaTcs:

Bpems noaknao4eHns - BpeMs Korga bbiio yCTaHOBNEHO faHHOE COeANHEHNE
OMTeNnbHOCTb NOAKIOYEHUS

IP-anpec n cnocob ero Bblaayn

IP-agpec 1 NOPT OTKYLa OCYLLECTBAAETCA CoOeANHEHNE

KHonka «[pepBaTb coegnHeHne» O OTKJYeHUs Nonb3oBaTens

VPN-cepeep HacTpohku Mons3oeatenu TexylwMe Ceacel CobbiTua HypHan

10.8.0.3
OpenVPN-nogrnrcsexne B dipper

Bpema nogrnrqedua: 28.05.2019 15:46
OnumensHocTe Nogrndedna: 2 oHa 22 vaca 47 muHyT 1 cerynga
Ip-agpec: 10.8.0.3 (exnaH guHaMUHeCKH)
Yoanesnsid agpec: 92143 53:4067

MNpepeaTe CoBAMHEHHE

10.8.0.2
t OpenVPN-nogrmomenne B Becenum
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CoObiTHUA

Bo Bknagke «CobbiTusA» oTobpaxkaeTtcs xypHan cobbiTns VPN-coeanHeHnn. Bo BKNaLKe MOXHO
BblIOpaTb Nepmop 3a KoTopbin ByayT oTobparkaTbCa cobbiTnA, TN COOLITUN (CUCTEMHBIE COOBLLEHNS,
coobueHmnsa cepmncoBs, oWNBKKM, 0CTaslbHblE COOOLLEHNS).

KHoMKa «2KCrnopT» MO3BONSAET CKavaTb AaHHbIe XXypHana cobblTmin ¢ Buae anna txt.

XypHan cobbiTnin npeactasnseT cobon Tabnaumuy, COCToALLY0 U3 ABYX CTONOLOB: «Bpems» - Bpems
HacTynneHns cobbliTnsa «CoobuieHne» - onucaHme cooblleHns

B ApMuHMCTpaTOp

VPN-cepeep HacTpoitku Nonb3csaTenu TeRYLLME CEaHCBI ColbiTHA MypHan

31052019 - 31.05201% | CerogHA Hepena Mecay Lpyrod nepuon - =

Bee coobuwenns - Q

Bpema Coofiwenue

31052019091 MNonezosaTens XOpowWwWA MansMuKk Betn nogrnoved K VPM=ceTh no npotoxony PFTP ¢ agpeca 16.1.35.6, BelnaH agpec
192.148.1.10

XypHan

B 3aknanke «XXypHan» HaxoAWTCSA CBOJKA BCEX CMCTEMHbIX coobweHnin oT VPN-cepsepa. XKypHan
pa3fefieH Ha CTpaHuLbl, KHOMKaMK «Brepea» N «Hasa» OCYLLeCTBAAeTCA nepexos co CTpaHULbl Ha
CTpaHuuy, BBOL HOMepa CTpaHULbl B Mose No3BoJISET Nepek/IloYnNTbCA Cpasy Ha Hee.

3anuncK B XXypHaJse BblAeNaoTCa LBETOM B 3aBUCUMOCTU OT Buaa coobuieHns. ObbiYHble cooblieHmns
CUCTEMbI OTMeYeHbI 6enbiM LIBETOM, OLINOKM - KPACHBIM.

B npaBoM BEpXHEM yrfly MOAYJis HAXOAMTCS CTPOKa noucka. C ee MOMOLLbI0 MOXXHO UCKaTb B
XYpHase HyXXHble 3anuncu.

YKypHan Bcerfa oTobpaxkaeT cobbiTUA 3a TeKyLLy AaTy. YTobbl MOCMOTPETL COOLITUS B ApYroi
[€Hb, HY)KHO BbIOpPaThb AATY, UCMOJb3Ys KaJleHAapb B JIEBOM BEPXHEM Yrly MOAY/S.
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B ApMHHUCTpaTOD

WPN-cepsep Hactpoinm MonbsoBaTenu TeryLUMe CeaHchl Cobbitua HypHan
31052019 - 31.05.2019  Ceropns Hegens Mecay Ipyrodl nepuog - =
YaanTh nor a
00:02:14 [PPTP-2] Accepting PPTP connection Lad
00:02:14 [PPTP-2] Link: OPEN event
00:02:14 [PPTP-2] LCP: Open event
00:02:14 [PPTP-2] LCF: state change Initial --> Starting
00:02:14 [PPTP-2] LCF: LayerStart
000214 [PFTP-2] PPTF: attaching to peer’s outgoing call
000214 [PPTP-2] Link: UP event
0002:14 [PPTP-2] LCP: Up event
00:02:14 [PPTP-2] LCP: state change Starting --> Reg-Sent
0002:14 [PPTP-2] LCP: SendConfigheq #1
00:02:14 [PPTP-2] ACFCOMP
0002:14 [PPTP-2] PROTOCOMP
0002:14 [PPTP-2] MRU 1500
00:02:14 [PPTP-2] MAGICNUM Owefc45 710
00:02:14 [PPTP-2] AUTHPROTO CHAP MSOFTW2
00:02:14 [PPTP-2] MP MRRU 2048
0002:14 [PPTP-2] MP SHORTSEQ
00:02:14 [PPTP-2] ENDPOINTDISC [IP Address] ac 4d 4d fd
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