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VPN

Moaynb «VPN» pacnonoxeH B MeHio «CeTb». [lJaHHbIN MOAY/Ib NpeAHa3Ha4YeH A1 KOHTPOJIA
nosib3oBaTesnien, nogkaoyatowmxca no texHonorum VPN k UKC. Moaynb «VPN» nmeeT wecTb
BKNagok: «VPN-cepsep», «HacTponkun», «fonb3oBatenn», «TekyLme ceaHcbl», «CobbITna»,
«KypHan».

CraptoBas cTpaHuua moaynsa (VPN-cepsep)

2 JMWHUCTpaTop

VPN-cepeep HacTporku [Nonb3oBatenu TekyLume CeaHcsl CobrITha HypHan
Cnywba PPP-coeguHenni 3aMyLLEeH OperVPN 3aMYLLEH
MpenocTaenaeT YoansHHbIR J0CTYN W OTee4aeT 32 paboty OpenVPN-
obecnequsasT nogrnodeHne PPP-nposaingpos COEMMHEHMHA
BriknouuTe BriknioumnTe
~a
=

HypHan e
[L2TP-2] LCP: Close event
[L2TP-2] LCP: state change Stopped --= Closed
[L2TP-2] LCP: Down event
[L2TP-2] LCP: state change Closed --= Initial
Bknagka «VPN-cepBep». Ha naHHON BKNagke otobpaxkaeTcs cocTtosHue cnyxb «Cnyxxba PPP-

coegmHeHnn» n «OpenVPN» C BOSMOXXHOCTbIO «BbIKOYNTL» (M «BKNOYNTE» ecnun cnyxba
BbIKJIIOYEHA), @ TaKXXe nocnefgHne coobLieHmnsa B XXypHane 3a TEKYLLNA OeHb.

HacTpounku
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VPN-cepsep Hactpo#kmu Nonw3oeaTtenm Texywme ceancel CobbiTus ypuan
ABTOpPM20BaTE OMEHHLD MOMLI0BATENEH Yepes
Kerberos
| ABTOMaTHYECKM CO3/IABaTE pa3pellatoliee | ABTOMaTHYECKM CO3[ABATL palpellalolles
Npaguno npasuno OpenVPN
& Ioctyn k VPN-cepsepy & JNocryn k OpenVPN-ceTam
@ [Nocryn k L2TP-cepaepy
Bpema o#MOaHMA CECCHM Bpems ommaaHua oteeta ot RADIUS®
e 4
60 CEH. 3 CEH.

Bknagka «HacTponkn» no3sonsdeT 3afaTb Clefyolme HaCTPONKN:

e Onar «pa3pewaTb OA4HOBPEMEHHbIe NOAKIOYEHNA NOA OAHMUM MOJib30BaTeemM»

e ®nar «aBTOMaTUYECKN CO34aBaTh pa3peLlatoLliee npasuio» onaa noctyna K VPN-cepsepy 13
BHELLHEN ceTn

e ®Onar «aBTOMaTUYeCKN CO34aBaTh pa3peLlatoLiee npasno oas IPsec» paspewwatoLlee IPsec-
wugposaHue ona VPN-noaknto4eHnin

e [losie «BpeMs OXXNAaHNA ceccun» No3BONAEeT ONnpefesinTb BpeMs pa3pbiBa CECCUM B Clly4ae
HeaKTUBHOCTW MnoJib30BaTens. [laHHOe rnoJie No3BoasAeT onpefesinTb BPeEMS B CeKyHAaX,
3Ha4yeHne No yMmoa4aHuio - 60 cekyHp.

Insa bnaroB aBTOMaTUYECKOro CO3AaHNSA NPaBu NPUBOAATCA MMNEPCCLIIKM Ha COOTBETCTBYOLWME
npaBuia Bo BKNagke «CeTb» —» «Me)XceTeBow 3KpaH» - «lpaBuna»

Monb3oBaTenu

Bknanoka «lNonb3oBaTenm» oTobparaeT cNncok nonb3osatenen NKC 1 no3BonseT onpeaennTb, KOMyY
pa3peweHbl VPN-goctyn n OpenVPN-gocTyn. Mo ymonyaHuio paspeLuatrowime garv CHATbI 4J1 BCeX
nosib3oBaTesien, KOTOPbIM NPUCBOEHbI agpeca u3 VPN-ceTu. PaspelunTb/3anpeTnTb NOb30BaTENO
[OCTYM, MOXXHO YCTaHOBMB/CHAB COOTBETCTBYOLWNIA (hnar.
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VPN-cepeep HacTtpoiikn Mone3oeatenu TeKyLLme CeaHcol CobbiTua HypHan
Mma JNorun = Ip-aapeca w3 Vpn-ceTeil Vpn-gocTtyn OpenVPN-gocTyn

= BB KopHeean rpynna - -
m MKC -
m CepeepHan -
B Manarepkl -
= Il CloudX -
&, archer archer 1921681792 ¥ @ Cynep an+ (10.8.0.0/24)

2 bender bender

B AaHHOM BKNagKe MOXHO A06aBUTb HOBOIO MOJIb30BaTENSA, aHANOMMYHO TOMY, KaK 3TO AenaeTcs BO
BKNagke «[lonb3oBaTenn n ctaTucTuka» — "lonb3oBatenn”.

Mpw BbIbOpE onpefeneHHOro NoJib30BaTeNs akTUBUPYIOTCSH KHOMKK yNpaB/ieHns, No3BoastoLmne
YOANNTb, BbIKJIIOYUTL U pefakTUpoBaTh CBOMCTBA BbIOPAHHOM0O Nonb3oBaTens. Mx oencreuns
AHANOrMYHbl COOTBETCTBYIOLLNM KHOMKaMN BO BKIagKe «[lonb3oBaTenm n CTaTUCTUKa» -
"Monb3oBaTenn".

Ona npepoctasneHns goctyna K OpenVPN-ceT Heobxo4MMO HanNnpPoTMB COOTBETCTBYIOLLErO
Monb3oBaTens yctaHoBUTb (hnar B ctonbue «OpenVPN-gocTyn», npu 3ToM ByaeT OTKPbITO HOBOE
AVanorosoe 0KHO, B KOTOPOM Heobxoaumo BeibpaTb cooTBeTCTBYOWYO OpenVPN-ceTh. MNocne
npon3BefeHHbIX MaHUNYALKA, Yy COOTBETCTBYIOLWero MNonb3oBaTens B UHAUBUAYAJIbHOM MOAYJie BO
BKJ1afgke «OpenVPN», CTaHyT LOCTYMNHbI LONOJHUTESIbHbIE HACTPONKK coeauHeHns B OpenVPN-ceTw.
Mo Mnmo 3Toro «MKC» co3pacT aBTOMaTUYECKN KOHEYHbIN CepTUgUKAT AN5 COOTBETCTBYOLWEr0
Monb3oBaTens, C UMeHeM <uMsa ceTu>_<um4d MNonb3oBaTensa>. CTouT 0TMETUTb, 4TO ecn bypeT
n3meHeH noruH MNMonb3oBatens nobasneHHoro B OpenVPN-ceTb, TO 3TO MOXKET NPUBECTU K
HapyLwweHunto paboTbl «MKC».

Ba)xHo, ecnu Monb3oBaTenb UMEET KUPUJIJIMYECKUIA JIOTUH, TO AJIS Hero He BO3MOXXKHO
co3paTbh cepTucdUKaT, a 3HAYUT OH He OyaeT noaknioueH K OpenVPN-ceTu.

Tekyuiue ceaHcChbl

B Bknagke <<TEKyLLI,I/Ie CEaAHCbI» MOXXHO NMPOCMOTPETb KTO U3 nofib3oBaTenNen B HacTosLee BpeMA
NoAoKNAK4YeH, YBUOETb BpeMA NOAKAYEHNA, a TaKXe MNpn HeobxoaAMMOCTN OTKOYNTb NONb30BATENS.

B cnncke moxHo BuaeTsb IP-agpeca VPN-coegmHeHunin, Tun VPN-coegMHEHNA U UMSA NONb30BaTENS,
ON9 KOTOPOro 3TO coefMHeHne Co34aHo.
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WVPN-cepsep HacTpoitku MonszoBatenu Texywue ceaHcsl CobbiTug HypHan

Q

Q

10.8.0.2
! OperVPN-nogrnioerue B dipper

10.8.0.3
! OpervVPN-nograoseHue B BecenuH

10.8.0.5
! OperVPN-nogrniodeHue & Xopolwwit nons3oeatens

Mpu BbIBOpE Nonb30BaTENS OTOOpPaXKaOTCA:

Bpemsa noaknioyeHus - Bpemsa Korga 6bis10 yCTaHOBNEHO faHHOe COeANHeHne
ANnTeNbHOCTb NOOKM0YEHNS

IP-anpec n cnocob ero Bblgayn

IP-agpec v NOpT OTKYAa OCYLeCTBAAeTCSA CoOeANHeHne

KHonka «[lpepBaTb coeguHeHne» o OTKJKYeHUS Nonb3oBaTens

B ApMUHWCTpaTop

VPN-cepeep HacTpoiku Mone3oeaTenu Tekylyme ceancel CobbiTua HypHan

'S
-

(]

10803
OpenVPN-nogrneosenve B dipper

Bpema nogrnoqedua: 28.05.2019 15:46
OnuTensHocTs nogrnodedua: 2 gHa 22 yaca 47 munyT 1 ceryyga
Ip-agpec: 10.8.0.3 (esi0aH AHHAMHYECKHH)
Ynanennsid agpec: 92143 53:4067

MNpepeate coeguHenme
10.8.0.2
t OpenVPN-nogrmouenne B Becegum

CoObiTHUA

Bo Bkniagke «CobbiTus» oTobpakaetcs xypHan cobbiTns VPN-coeanHeHnn. Bo BKNaLKe MOXHO
BblIOpaTb Nepuop 3a KoTopbin ByayT oTobparkaTbCa cobbiTHA, TN COOLITUN (CUCTEMHBIE COObLLEHNS,
coobLLeHMs CepBINCOB, OWNOKN, OCTasbHble CO0bLLEHMS).
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VPN-cepeep HacTpoiku Monszceatenu TeKylMe ceaHcel CobbiTHa HypHan

06.11.2019- 06112019 CerogHa Henena Mecau Npyroi nepwog - =

YOoanuTs noru Bce coobuenma - Q

Monb3osaTens Xopowa nesodxa Goun noggnoyed K VPN-ceTi no npotokony L2TP ¢ anpeca 37.145.167 157, BbigaH agpec
192.168.17.94

MNonezosaTens Xopowas gseodKa bewn oTkmioteH oT VPN-ceTu ¢ anpeca 37.145.167.157

KHOMKa «3KCnopT» MO3BOJISET CKa4yaThb [aHHblE XYypHana cobbITui ¢ Buae daiina txt.

XypHan cobbiTuin npeactasnset cobon Tabnaumuy, COCTOALLYIO U3 ABYX CTONOLO0B: «Bpemsa» - Bpems
HacTynneHns cobbiTus «CoobeHne» - onncaHne coobieHns

XypHan
WPN-cepeep HacTporkm Monezoeateny TeKywMe CeaHchl ColbITHA HypHan
06112019 - 06112019 CerogHAa Hepens Mecal INpyrod nepuwon - o
YoanuTe nord Q
L 2

[PPTP-2] Accepting PPTP connection
[PPTP-2] Link: OPEN event
[PPTP-2] LCP: Open event
[PPTP-2] LCP: state change Initial --> Starting
B 3aknagke «XKypHasi» HaxoAUTCSA CBOAKA BCEX CUCTEMHbIX coobuieHunn oT VPN-cepsepa. XypHan

pa3feneH Ha CTPaHWLbl, KHOMKaMKn «Bnepea» U «Ha3aa» OCyLeCTB/SeTCS Nepexo/ o CTPaHULbl Ha
CTpaHuLy, BBOJ HOMEpa CTPaHWLIbI B MoJie MNO3BOJISET NEPEKIOYNTHLCS CPa3y Ha Hee.

3anncuy B XXypHaJsie BblAeNa0TCS LiIBETOM B 3aBUCUMOCTY OT BuAa coobuieHns. Obbl4yHble coobLieHns
CUCTEMbI OTMeYeHbl 6enbiM LiBETOM, OLINOKM - KPACHBIM.

B npaBoM BepXHEM Yray MOAYAs HAXOAUTCA CTPOKa nomcka. C ee MOMOLLbIO MOXKHO UCKaTb B
XYpPHae HyXXHble 3anucu.

XypHan Bcerga otobpaxkaeT cobbITus 3a TekyLyto aaty. YTobbl NOCMOTPETb COOLITUS B APYrOWA
A€eHb, HY)KHO BbIbpaTb AaTy, NCNOJb3ys KajeHAapb B IEBOM BEPXHEM Yry MOAYS.
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