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Web Application Firewall

Mogzyne «Web Application Firewall» (WAF) pacnonoxeH B MeH10 «3awimTa». JaHHbIA MOLY b
oTcnexusaet 1 bnokmpyeT Becb HTTP/HTTPS TpadhmK BXOAAWNA N UCXOLALLNA OT YyCTAHOBEHHbIX
Web-npunoxeHun Ha «MIKC» nnu B nokanbHow ceTu. NyTém aHannsa HTTP/HTTPS Tpacdumka WAF
MOXKET npefoTBpallaTbh aTaku, OCHOBaHHble Ha HefoCTaTKax 3awnTel Web-npunoxeHuin, Takmx Kak:
SQL nHBbeKLMNM, MEXCANTOBLIN CKPUNTUHT (XSS), BKAOYEHME (hainioB, He NpaBuJibHaA HAaCTPOMKa
6e3onacHocTw.

B camom Monynie oTobpaxkaeTcst CBOAKA BCEX CUCTEMHbIX COODLLEHUA MOLYNSA C YKa3aHUEM AaThl U
BpeMeHW. XKypHan pa3aefieH Ha CTPaHULIbl, KHOMKaMU «Brnepen» 1 «Ha3ad» BO3MOXXHO MNepexoinTb
CO CTPAHMUbI Ha CTPaHMLYy, Mbo BBECTW HOMep Tpebyemoii CTpaHWLbl. 3anuncK B XXypHase
BbIAENAOTCS LBETOM B 3aBUCMMOCTM OT BMAa coobuieHns. ObblYHble COOOLEHUS CUCTEMbBI OTMEYEHbI
6enbiM LUBETOM, COOBLLEHMS O COCTOSHUM CUCTEMbI (BKJTIOYEHNE/BLIKJTIOYEHNE) - 3€N1EHbIM,
npefynpeXxaeHns - XenTbiM, OLN6KM - KpaCHbIM. B npaBoM BepXHEM yray MOAY/S HAXOAUTCA
CTPOKa noucka. A TakXxe BO3MOXKHOCTb Bbibopa nepuofa oTobpaxkeHus xypHana cobbiTuid. Mo
YMOJTHaHUIO XXYpHan oTobpaxkaeT cobbITuSA 3a TeKyLlyo AaTy. Mpn HeobX0AUMOCTN MOXKHO
COXPaHWUTb JaHHble XXypHana B (haii, HaXKaB KHOMKY «DKCMOPT» UM YAAAUTb [aHHble XXypHana, 3a
onpeaeneHHbIN Nepuos, HaXkaB KHOMKY «YOanuTb J0rns».

]

[N BKIIOYEHUSA/BbIKOYEHNA (UabTpaunmn Tpadumka HeobXo04MMO YCTaHOBUTb COOTBETCTBYIOLLMI
hna>kok npu fobasneHUn Nn pefakTMpoBaHUn «BupTyasnbHOro xocta»/«BupTyanbHOro xocta ¢
nepeHarnpasfeHneM», pacnosioXXeHHbIx B MeHo «®annoBbin cepep» - «Beb» - Bknagka «Beb-
pecypcbl». CTOUT OTMETUTb, 4TO Beb-cepBep Ao0KeH BblTb HACTPOEH 1 3anyLleH/
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